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GLOBAL  ORGANIZED  CRIME 


WEDNESDAY,  JANUARY  31,  1996 

House  of  Representatives, 
Committee  on  International  Relations, 

Washington,  DC. 

The  committee  met,  pursuant  to  call,  at  2:10  p.m.  in  room  2172, 
Raybum  House  Office  Building,  Hon.  Benjamin  A.  Oilman  (chair- 
man of  the  committee)  presiding. 

Chairman  Oilman.  The  committee  will  come  to  order. 

Today  our  committee  begins  a  series  of  hearings  on  the  growing 
international  dimensions  of  the  threat  that  organized  crime  pre- 
sents to  civilized  society  around  the  world.  Whether  through  drug 
trafficking  extortion,  bank  fraud,  money  laundering,  corruption,  or 
trafficking  in  stolen  nuclear  materials,  criminal  elements  are  pros- 
pering and  growing. 

The  collapse  of  communism,  increased  international  travel,  and 
newly  opened  societies  has  helped  to  make  global  crime  a  signifi- 
cant factor  that  affects  the  very  future  of  reform  and  democracy  in 
nations  where  it  is  struggling  to  take  root. 

The  corrosive  effect  of  global  crime  on  civilized  society  and  demo- 
cratic institutions  is  massive  and  threatening — let  there  be  no  mis- 
take about  that. 

Whether  it  is  in  the  former  Soviet  Union,  where  Russian-speak- 
ing criminals  threaten  Western  investors  with  bribery,  violence, 
and  extortion,  or  in  the  democracies  of  Latin  America,  where  mas- 
sive amounts  of  moneys  from  illicit  drugs  threaten  governments, 
we  are  all  at  risk.  To  defeat  these  criminals  and  their  organiza- 
tions, we  must  exercise  political  will  and  courage  and  be  willing  to 
share  expertise,  experience,  and  information  with  our  friends  and 
allies. 

Organized  crime  is  not  a  regional  or  local  problem,  it  is  global 
in  dimension,  and  the  solutions  to  this  threat  must  be  creative.  No 
one  truly  knows  how  deeply  these  global  criminal  elements  reach 
within  the  Americas  or  Asia  on  the  drug  trafficking  front,  or  into 
Eastern  Europe  in  extortion,  money  laundering,  and  other  eco- 
nomic crimes,  or  what  kind  of  links  exist  among  them.  However, 
civilized  society  cannot  sit  by  and  let  this  cancer  grow  and  threaten 
the  very  foundation  of  our  democratic  institutions. 

As  bank  robber  Willie  Sutton  once  replied  when  asked  why  he 
robbed  banks,  "That's  where  the  money  is."  Because  of  our  wealth 
and  influence,  these  global  crime  elements  present  an  especially  se- 
rious challenge  to  us  here  in  the  United  States  It  is  our  wealth 
that  they  seek.  Accordingly,  we  Americans  must  be  prepared  to 
help  provide  the  resources  and  manpower  needed  to  meet  the  grave 
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challenge   global   crime   presents,    and   insist   that   other   nations 
around  the  globe  do  their  share  as  well. 

We  are  fortunate  that  our  excellent  FBI,  DEA,  Customs  Service, 
Secret  Service,  IRS,  and  other  Federal  and  local  law  enforcement 
officials,  as  well  as  our  intelligence  community,  have  aggressively 
taken  on  these  crime  cartels  here  and  overseas. 

Whether  by  helping  honest  and  courageous  members  of  the  Co- 
lombia National  Police  take  down  the  Cali  cartel  or  sharing  our  ex- 
pertise with  the  new  police  forces  in  the  former  Soviet  Union  and 
the  Eastern  Bloc  nations  at  the  new  and  impressive  police  training 
academy — ILEA — in  Budapest,  we  are  on  the  cutting  edge  of  the 
fight  against  global  organized  crime.  I  am  particularly  pleased  to 
have  helped  secure  the  initial  funding  for  these  types  of  training 
programs  in  Eastern  Europe.  These  programs  merit  our  continued 
support. 

Our  Nation  has  been  fortunate  to  escape  the  corruption  of  public 
officials  and  the  police  which  is  such  a  common  element  of  the  glob- 
al crime  network's  operations,  but  we  cannot  afford  to  let  our  guard 
down. 

We  have  trained,  professionalized,  and  paid  our  police  officers 
well.  A  strong  sense  of  pride  and  loyalty  to  our  Nation  and  people 
has  helped  prevent  our  institutions  and  police  from  succumbing  to 
the  temptations  of  the  massive  amounts  of  illicit  moneys  that  flow 
from  global  crime.  We  must  continue  those  efforts  and  help  share 
that  commitment  to  excellence  with  our  friends  and  partners 
around  the  globe  who  are  also  dedicated  to  combating  this  scourge. 

As  an  example  of  what  we  can  do  against  global  organized  crime, 
as  I  noted,  I  was  pleased  to  help  lead  funding  for  the  first  effort 
to  launch  professional  police  training  in  the  former  Soviet  Union 
directed  in  particular  at  Russian-speaking  organized  crime  spread- 
ing from  there  into  Western  Europe  and  even  to  the  streets  of  our 
great  cities  like  New  York. 

Committee  staff  have  just  returned  from  a  visit  to  Eastern  and 
Western  Europe  to  evaluate  the  problems  and  potential  solutions 
to  growing  post-cold  war  organized  crime  in  the  region.  Today, 
through  the  leadership  of  the  FBI,  Director  Louis  Freeh,  the  assist- 
ance of  the  entire  U.S.  Federal  law  enforcement  community,  and 
the  cooperation  of  the  Hungarian  National  Police,  we  are  now 
training  future  leaders  of  police  in  the  region. 

A  new  edifice  rises  in  Budapest,  Hungary,  from  the  collapse  of 
communism,  and  a  new  international  law  enforcement  academy 
training  Russians,  Poles,  Hungarians,  Bulgarians,  Czechs,  and  oth- 
ers will  help  lead  the  battle  against  organized  and  global  crime. 
The  new  International  Law  Enforcement  Academy — ILEA — in  Bu- 
dapest offers  professional  training  in  the  latest  investigative  tech- 
niques against  organized  crime,  drug  trafficking,  extortion,  stolen 
car  rings,  money  laundering,  as  well  as  border  security,  smuggling, 
and  white  collar  crimes. 

We  are  training  former  adversaries  in  Russian  and  Eastern  Bloc 
police  agencies  in  order  to  help  them  join  with  us  to  fight  a  new 
and  common  enemy,  global  organized  crime.  This  program  also  pro- 
vides U.S.  law  enforcement  agencies  trained  colleagues  with  whom 
they  can  work  on  transnational  cases.  I  am  hopeful  that  the  Euro- 


pean  Union  will  soon  recognize  that  it  is  in  their  own  interest  to 
join  in  supporting  these  ILEA  police  training  efforts. 

Before  we  begin  the  testimony  of  our  panelists — and  I  want  to 
thank  our  panelists  for  being  with  us  today — are  there  any  state- 
ments from  any  members? 

Mr.  ROYCE.  Mr.  Chairman,  2  years  ago  when  the  director  of  the 
CIA,  Mr.  Woolsey,  appeared  before  this  committee,  I  asked  him 
about  the  extent  of  the  former  Soviet  KGB  involvement  in  orga- 
nized criminal  activity  in  Russia  which  was  only  then  becoming 
evident.  Today  that  problem  has  mushroomed  beyond  Russia,  be- 
coming a  transnational,  an  international  issue. 

According  to  published  reports  in  Russia,  including  one  prepared 
last  year  oy  Russian  Council  committee  Chairman  Aleksandr 
Dolgolaptev  and  Aleksandr  Geriasimov,  chief  of  the  Department  of 
Administrative  and  Criminal  Legislation,  organized  crime  in  Rus- 
sia today  encompasses  some  1,500  State  enterprises,  4,000 
shareholding  societies,  500  joint  ventures,  and  550  banks. 

Their  study  for  the  Russian  Grovernment,  "Economic  Crime  and 
the  Security  of  Citizens,  Society  and  the  State",  stated  that  ap- 
proximately 700  legal,  financial,  and  commercial  institutions  have 
been  set  up  by  criminal  groups  for  the  purpose  of  money  launder- 
ing, not  surprising  when  you  consider  they  also  found  that  in  1 
year  alone  government  officials  and  bureaucrats  took  an  estimated 
$100  billion  in  bribes  and  other  forms  of  illegal  income. 

Journalists  and  scholars,  such  as  Arcadi  Vaksberg  in  1991  and 
Claire  Sterling  in  1994,  report  that  former  KGB  security  officials 
and  bureaucrats  in  the  Department  of  Defense  and  Internal  Affairs 
have  emerged  as  Russia's  largest  criminal  class.  In  his  book,  "Com- 
rade Criminal,  The  Theft  of  the  Second  Russian  Revolution,"  jour- 
nalist Steven  Handelman  quotes  a  frustrated  former  mayor  of  Mos- 
cow saying,  'The  main  way  the  mafiya  penetrates  into  the  economy 
is  via  the  bureaucrats.  They  are  our  main  enemy." 

The  penetration  of  the  KGB  into  the  formerly  docile  Russian 
mafiya  is  chronicled  by  former  Minister  of  Interior  Major  General 
Aleksandr  Gurov  in  "Red  Mafiya"  and  by  two  internal  KGB  docu- 
ments to  show  that  the  MVD  and  KGB  supervised  and  influenced 
organized  crime  and  directed  its  activities  far  beyond  the  borders 
of  the  former  Soviet  Union  in  their  book  "Thieves  in  Law." 

Interestingly,  Mr.  Chairman,  the  most  rapid  growth  in  organized 
crime  and  corruption  in  Russia  is  now  within  the  financial  and 
banking  structure.  According  to  some  studies,  the  Russian  business 
sector  has  been  deeply  penetrated  by  former  high-ranking  KGB  of- 
ficers who  actually  steered  business  creation  and  development  in 
the  late  1980's  and  1990's  and  merged  large  portions  of  these  enti- 
ties into  the  underworld. 

Under  this  tutelage,  the  mafiya,  which  a  decade  ago  seemed  to 
most  observers  underdeveloped  and  provincial,  was  provided  with 
institutional  and  organizational  experience,  professional  intel- 
ligence techniques,  and  trade  craft. 

This  professionalization  of  the  Russian  Mafia  poses  new  threats 
not  just  in  Russia  but  in  the  world  financial  markets  and  in  the 
United  States.  As  the  Soviet  Union  collapsed,  the  Communist  Party 
embarked  on  a  campaign  of  mass  appropriation  of  State  property 
and  resources  and  commissioned  the  KGB  to  dump  rubles  abroad, 


sell  vast  quantities  of  raw  materials  (including  nuclear  material), 
for  hard  currency,  and  to  launder  the  proceeds  through  Western 
banks. 

Mr.  Chairman,  I  will  not  take  up  more  time  at  this  point  to  de- 
scribe these  activities  and  others  of  the  former  KGB,  but  suffice  to 
say  that  many  analysts  now  agree  with  Russian  President  Yeltsin 
that  Russia  has  become  "a  superpower  of  crime",  to  use  his  words, 
not  merely  because  of  the  absence  of  adequate  laws  or  a  supposed 
"robber  baron"  stage  of  economic  development,  but  because  of  the 
inherently  corrupt  nature  of  its  former  Soviet  security  apparatus 
and  intelligence  services,  which  are  a  serious  threat  to  financial  in- 
stitutions in  the  United  States  and  worldwide,  and  our  job  here 
should  be  to  get  to  the  bottom  of  it,  Mr.  Chairman. 

[The  prepared  statement  of  Mr.  Royce  appears  in  the  appendix.] 

Chairman  GiLMAN.  Thank  you,  Mr.  Royce,  for  your  statement. 

Mr.  Roth. 

Mr.  Roth.  Thank  you,  Mr.  Chairman. 

Let  me  say  that  I  commend  you  for  holding  these  hearings,  and 
I  also  want  to  commend  Mr.  Royce  for  his  excellent  statement.  I 
know  he  has  done  a  lot  of  work  in  this  area,  and  we  appreciate  it. 
We  also  look  to  him  for  his  leadership. 

In  today's  world,  organized  crime  is  on  a  global  scale.  Unfortu- 
nately, crime,  like  every  other  endeavor,  has  benefited  from  the 
technological  revolution,  and  the  new  criminal  elements  have  many 
faces:  the  terrorist  who  kills  innocent  people,  the  extortionist  who 
strong-arms  legitimate  businesspeople,  the  computer  wizard  who 
electronically  loots  bank  accounts,  and  the  illegal  arms  merchant 
who  peddles  nuclear  material  to  our  adversaries. 

Organized  crime  is  so  pervasive  in  Russia  that  the  future  of  their 
economic  reforms  is  threatened,  as  Mr.  Royce  so  beautifully  pointed 
out  today.  That  is  not  my  judgment.  That  is  what  Mikhail  Gorba- 
chev told  this  committee  a  couple  of  months  ago. 

As  our  witnesses  will  tell  us,  this  new  wave  of  ordinary  crime  is 
a  serious  threat  to  our  national  security.  The  global  criminal  ele- 
ment is  the  unseen  enemy  of  today's  world.  The  reality  is  that 
criminals  are  organized  on  a  global  scale  but  we  are  not.  We  need 
a  common  strategy  with  other  countries,  but  I  don't  see  anything 
being  done,  and  that  is,  Mr.  Chairman,  why  I  am  delighted  you 
have  called  this  hearing. 

Mr.  Chairman,  I  hope  our  witnesses  today  will  focus  on  the  steps 
our  government  is  taking  to  enlist  other  nations  in  the  fight  to  con- 
trol crime. 

I  was  really  disturbed  when  this  past  weekend,  Mr.  Chairman 
and  members,  I  read  in  the  paper  about  these  three  young  girls 
being  killed.  Now  we  are  told  that  one  was  going  to  be  an  inform- 
ant in  a  criminal  trial  in  DC.  If  that  is  true,  I  certainly  hope  that 
our  government  gets  to  the  bottom  of  this.  If  we  can  no  longer  pro- 
tect people  who  are  going  to  appear  in  court,  then  it  is  a  sad  day 
for  America,  Mr.  Chairman. 

I  know  with  your  leadership  and  the  power  you  have  in  this  Con- 
gress, you  will  make  sure  that,  if  that  is  the  case,  we  are  going  to 
bring  these  people  to  trial  and  to  make  an  example  of  them  so  this 
doesn't  happen  again. 


Chairman  Oilman.  Thank  you.  Thank  you  for  bringing  attention 
to  that  awful  crime  that  was  committed.  We  certainly  will  be  pur- 
suing that  further. 

Mrs.  Meyers. 

Mrs.  Meyers.  No  statement. 

Chairman  Oilman.  We  are  pleased  to  have  as  panelists  with  us 
today  Mr.  Jim  Moody,  who  was  promoted  to  be  the  deputy  assist- 
ant director  in  the  Criminal  Investigative  Division  at  FBI  head- 
quarters. Mr.  Moody  is  responsible  for  all  organized  crime  and  drug 
investigations  conducted  by  the  FBI. 

Joining  him  today  is  Mr.  David  Carey,  the  director  of  the  DCI 
Crime  and  Narcotics  Center.  Prior  to  his  appointment,  Mr.  Carev 
served  as  both  deputy  director  and  director  of  the  DCfl 
Counternarcotics  Center. 

Oentlemen,  we  welcome  you.  Mr.  Moody,  you  may  submit  your 
full  statement  and  summarize  it  or  you  may  read  your  full  state- 
ment, whichever  you  prefer. 

STATEMENTS  OF  JIM  E.  MOODY,  DEPUTY  ASSISTANT  DIREC- 
TOR, CRIMINAL  INVESTIGATIVE  DIVISION,  FEDERAL  BU- 
REAU OF  INVESTIGATION 

Mr.  Moody.  Thank  you,  Mr.  Chairman  and  members  of  the  com- 
mittee. I  appreciate  the  opportunity  to  come  here  and  talk  about 
international  organized  crime  today.  If  I  may,  I  would  like  to  sub- 
mit my  statement  for  the  record. 

Chairman  Oilman.  Without  objection. 

Mr.  Moody.  I  will  give  a  short  opening  statement. 

International  organized  crime  is  like  any  other  type  of  organized 
crime;  it  is  made  up  of  a  lot  of  individual  criminal  entrepreneurs 
who  gather  together  to  coordinate  their  illegal  activities,  and  they 
seek  monopolies  in  certain  criminal  endeavors,  and  they  protect 
each  other  by  ensuring  that  they  assist  each  other  in  attaining 
these  monopolies  and  in  supporting  themselves  against  other  orga- 
nized crime  groups  coming  against  them. 

In  the  FBI  we  have  broken  down  the  various  international  orga- 
nized crime  groups  in  eight  broad  categories.  Those  broad  cat- 
egories include  American  La  Cosa  Nostra,  Colombian  and  South 
American  groups,  Mexican  criminal  enterprises,  Italian,  Asian,  var- 
ious gangs  that  we  have  here  in  the  United  States,  domestic  and 
international  criminal  enterprises,  and  Eastern  European  orga- 
nized crime,  Eurasian  organized  crime. 

Whenever  we  break  down  these  eight  broad  categories,  what 
comes  out  of  examining  them  is  the  fact  that  six  of  these  groups 
are  located  outside  the  United  States,  they  are  headquartered  out- 
side the  United  States,  and  the  two  groups  that  are  basically 
headquartered  within  the  United  States  are  being  supplied  by 
those  groups  headquartered  outside  the  United  States. 

In  other  words,  there  are  individuals  located  outside  the  United 
States  that  are  impacting  American  citizens  within  the  United 
States  by  directing  criminal  activity  within  the  United  States. 

Transnational  crime  is  making  victims  of  our  citizens  not  only 
within  the  United  States  but  internationally.  As  the  chairman  stat- 
ed in  his  opening  statement,  international  organized  crime  is  very 
much   like  Willy  Sutton.   Whenever  you  look  at  it  on   an  inter- 


national  basis,  the  United  States  is  where  the  money  is,  so  we  are 
going  to  be  the  victim  that  they  are  coming  after. 

In  past  years  we  have  considered  La  Cosa  Nostra  as  the  major 
threat  in  the  United  States,  and  that  has  somewhat  diminished. 
Today  it  would  probably  be  the  Colombia  cocaine  cartels,  and  we 
are  trying  to  address  those  at  the  same  time. 

If  you  look  at  Eastern  European-Eurasian  organized  crime,  I 
would  rank  them  currently  in  the  lower  25  percent  of  the  four 
groups.  However,  because  of  their  activities  and  what  they  are 
learning,  they  are  rapidly  advancing  into  a  threat  here  in  the  Unit- 
ed States. 

We  learned  how  to  address  international  organized  crime  on  the 
American  La  Cosa  Nostra,  and  I  believe  that  today,  overall,  we 
have  adequate  legislation  to  address  these  groups.  Sometimes  we 
need  to  adjust  the  legislation  because  of  changing  technology  and 
changing  times,  but  basically  with  sufficient  dedicated  manpower 
and  time  we  can  target  an  organized  crime  group  and  generally 
take  it  out  legally  using  some  of  the  theories  and  strategies  that 
we  have  today. 

Our  major  theory  and  strategy  we  use  to  address  international 
organized  crime  we  call  the  Enterprise  Theory  of  Investigation,  and 
it  is  based  upon  American  legislation,  primarily  the  Racketeer  In- 
fluence and  Corrupt  Organization  statute  and  Continuing  Criminal 
Enterprise  statutes,  where  we  go  after  criminal  enterprises  and  try 
to  prosecute  them  as  a  criminal  gn"oup  and  take  out  the  entire 
group  for  maximum  impact. 

The  Enterprise  Theory  of  Investigation  is  very  simple.  If  you  dia- 
gram any  organized  crime  group  as  they  develop,  they  will  develop 
a  hierarchical  structure  looking  like  a  pyramid.  The  head  of  the  or- 
ganization, the  top  of  the  pyramid,  insulates  himself  from  the  day- 
to-day  criminal  activities  conducted  at  the  bottom  of  the  pyramid. 
It  is  the  people  at  the  bottom  who  conduct  the  day-to-day  criminal 
activities. 

We  attempt  to  penetrate  the  criminal  pyramid  through  inform- 
ants and  cooperating  witnesses  and  undercover  agents,  identify  the 
lines  of  communication  within  the  organization,  and  obtain  court- 
ordered  electronic  surveillance  in  an  effort  to  get  the  criminals  in- 
volved in  organized  crime  to  tell  us  of  their  criminal  activity  and 
convict  themselves. 

We  do  not  have  many  victims  come  in  and  tell  us  that  they  have 
been  victims  of  organized  crime  because  of  the  fear  of  supporting 
law  enforcement  as  in  the  example  that  Congressman  Roth  used 
today. 

Because  of  our  use  of  court-authorized  electronic  surveillance,  we 
need  adjustments  in  some  of  the  laws  due  to  changing  technologies 
that  we  face  today. 

When  I  first  started  on  organized  crime  24  years  ago,  it  was  very 
easy — we  didn't  realize  it  at  that  time — compared  to  what  we  face 
today  because  we  were  primarily  targeting  the  American  La  Cosa 
Nostra  which  primarily  stays  within  the  United  States  and  we 
were  doing  it  within  the  confines  of  the  United  States  and  the  legal 
structure  that  we  have. 

We  started  seeing  a  change  in  the  early  1980's.  The  first  example 
of  the  change  was  Italian  organized  crime  groups  bringing  heroin 


into  the  United  States.  Since  the  organized  crime  groups  that  we 
were  looking  at  were  headquartered  in  Italy,  we  knew  we  had  sev- 
eral problems. 

First,  there  was  significant  corruption  in  Italy  not  only  in  the 
government  but  within  law  enforcement,  and  to  overcome  this  we 
had  to  go  out  and  identify  individuals  within  the  Italian  Govern- 
ment within  law  enforcement  that  we  thought  were  not  corrupt. 
That  we  could  trust.  We  invited  them  here  in  1982  to  address  the 
crime  problem  jointly. 

Then  we  began  to  run  into  a  number  of  problems.  One  was  the 
fact  that  their  legislation  is  based  upon  the  Napoleonic  Code,  which 
really  doesn't  allow  cooperating  witnesses,  undercover  agents,  elec- 
tric surveillance,  witness  security  programs,  or  any  of  the  tools  we 
have  in  the  United  States  to  address  these  problems. 

However,  we  were  able  to  sit  down,  within  the  legal  constraints 
not  only  in  Italy  but  in  the  United  States,  and  target  the  Italian 
organized  crime  groups  that  were  bringing  the  heroin  into  the 
United  States,  and  we  were  successful  in  that  effort,  and  it  re- 
sulted in  the  Pizza  Connection  case  in  the  United  States  and  the 
Maxi  trial  prosecuted  in  Italy. 

Based  upon  that  cooperative  effort,  we  established  an  Italian- 
American  working  group  that  continues  today,  where  we  meet  reg- 
ularly, we  share  intelligence  back  and  forth  with  each  other,  and 
we  target  organized  crime  groups  that  are  affecting  both  countries. 

Some  of  the  things  that  cnanged  with  the  group— some  of  the  in- 
dividuals from  Italy  that  have  been  cooperating  with  us  have  been 
murdered  by  organized  crime.  They  gave  their  life  to  this  effort. 

However,  the  positive  aspect  of  it  is,  they  learned  of  the  legal 
system  that  we  have  in  the  United  States  and  of  the  tools  that  we 
have  in  the  United  States,  they  went  back  to  Italy  and  started  lob- 
bying to  get  their  legislation  changed,  and  today  Italy  probably  has 
some  of  the  strongest  anti-organized  crime  laws  in  the  world  that 
give  them  all  the  tools  that  we  have.  Since  then  they  have  been 
very  successful  in  addressing  organized  crime. 

The  effort  that  we  have  put  in  with  the  Italians  we  call  the  Ital- 
ian model,  and  that  is  the  model  we  are  using  to  address  all  the 
other  organized  crime  groups  that  we  face  in  the  world  today. 

It  is  my  understanding  that  the  committee  is  primarily  inter- 
ested in  Russian  organized  crime.  It  is  one  of  the  fastest  growing 
phenomena  that  we  have  here  in  the  United  States.  There  are 
characteristics  about  Eastern  European,  Eurasian,  or  Russian  orga- 
nized crime  that  you  should  know. 

Most  of  the  individuals  involved  are  very  educated  and  multi- 
lingual. Second,  they  have  no  respect  for  government.  Third,  they 
are  very  adept  at  fraud,  and  they  really  like  to  target  the  Federal 
Governments  because  Federal  Governments  in  the  overall  scheme 
of  things  have  more  money  than  any  other  agency. 

Fourth,  unlike  any  other  organized  crime  group  coming  into  the 
United  States,  they  have  not  restricted  their  activities  to  their  own 
ethnic  neighborhoods  as  they  become  Americanized.  What  they  do 
is,  they  come  into  their  ethnic  neighborhoods  and  immediately  ex- 
pand outside.  They  have  interacted  with  organized  crime  groups  we 
have  here  in  the  United  States,  and  they  became  Americanized 
very  fast,  and  they  learned  from  our  organized  crime  groups  in  the 
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United  States  certain  types  of  criminal  activity  which  they  have 
taken  over  in  kind  of  a  franchise-type  operation. 

Fifth,  they  network  very  fast  with  other  organized  crime  groups. 
We  have  them  networking  with  the  American  La  Cosa  Nostra,  with 
ItaHan  organized  groups,  with  Colombians.  Last  week  I  testified 
before  another  committee  saying  we  didn't  have  evidence  yet  of 
them  networking  with  Asian  organized  crime  groups,  but  we  have 
evidence  now. 

Sixth,  they  are  very  violent.  However,  we  have  not  seen  turf 
wars  of  the  Eastern  European  groups  with  the  other  organized 
crime  groups  internationally.  We  do  see  a  lot  of  violence  within 
their  own  Eastern  European  organized  crime  groups,  but  we  do  not 
see  them  fighting  Italian  organized  crime  groups  or  the  American 
La  Cosa  Nostra.  They  generally  cooperate. 

Seventh,  they  have  no  fear  of  our  penal  system.  In  Russia  they 
don't  get  long  sentences  as  they  do  here  in  the  United  States.  In 
the  United  States,  although  our  sentences  are  longer,  they  believe 
that  if  they  have  a  nice  warm  bed,  three  meals  a  day,  a  shower  and 
a  television,  that  is  a  nice  way  of  life,  and  they  have  no  fear  of  our 
penal  system. 

If  they  continue  in  the  United  States  unchecked,  I  believe  that 
within  a  few  years  there  is  a  possibility  they  could  become  the 
major  threat  to  us  because  of  the  expansion  they  are  doing  not  only 
across  the  board  in  all  types  of  organized  crime  activity  but  in  drug 
trafficking  activity. 

We  also  are  trying  to  attempt  to  prosecute  them  with  some  good 
solid  cases  that  we  are  developing  here  in  the  United  States,  hop- 
ing that  some  of  the  major  leaders  of  the  groups  coming  into  the 
United  States  will  get  life  sentences  without  parole  so  we  can  use 
them  as  an  example  of  why  we  don't  want  others  to  come  into  the 
United  States.  Although  our  penal  system  is  a  very  nice  way  of  life, 
when  you  go  there  for  life  it  is  not  a  good  system. 

We  are  attempting  to  establish  working  relationships  based  upon 
the  Italian  model  to  work  within  the  laws  of  each  country,  to  work 
with  those  countries,  to  show  them  how  we  work  under  our  rule 
of  law  and  to  assist  them  in  getting  legislation  that  would  give 
them  the  same  tools  that  we  have  here  in  the  United  States  to  ad- 
dress organized  crime. 

The  strategies  that  we  are  using  basically  are  the  Enterprise 
Theory,  working  with  those  countries  to  get  correct  legislation, 
working  with  the  countries,  with  their  law  enforcement,  so  that  we 
not  only  learn  from  them  but  we  show  them  how  we  work  so  we 
can  both  develop  evidence  that  is  usable  in  each  country.  We  are 
doing  this  in  many  different  venues. 

For  instance,  we  are  actively  working  with  the  G-7  P8,  with  the 
European  Union,  and  with  a  number  of  task  forces  that  we  have 
set  up,  multi-country  task  forces  targeting  organized  crime  groups 
or  organized  crime  in  general  throughout  the  world. 

If  I  may,  I  would  like  to  stop  at  this  time  and  open  it  up  to  any 
questions  that  you  may  want  to  ask  me  later. 

[The  prepared  statement  of  Mr.  Moody  appears  in  the  appendix.] 

Chairman  Oilman.  Thank  you. 

David  Carey,  the  director  of  the  Crime  and  Narcotics  Center, 
CIA. 


STATEMENT  OF  DAVID  CAREY,  DIRECTOR,  CRIME  AND 
NARCOTICS  CENTER,  CENTRAL  INTELLIGENCE  AGENCY 

Mr.  Carey.  Thank  you,  Mr.  Chairman. 

On  behalf  of  the  deputy  director  for  intelhgence,  I  would  like  to 
thank  the  committee  for  the  opportunity  to  address  the  threat  from 
international  organized  crime  and  also  to  speak  a  bit  about  the  in- 
telligence community's  efforts  to  improve  collection  analysis  on  this 
issue. 

With  your  permission,  I  have  a  prepared  statement  that  I  would 
like  to  submit,  but  rather  than  read  it,  because  I  think  we  are  in 
very  much  agreement  given  what  I  have  heard  thus  far,  to  para- 
phrase that  statement  and  to  talk  a  bit  more  about  our  collection 
efforts. 

Chairman  Oilman.  Without  objection,  the  statement  will  be  re- 
ceived and  included  as  part  of  the  record. 

Mr.  Carey.  Thank  you. 

The  remarks  focus  on  three  elements  of  the  threat  from  inter- 
national organized  crime:  Trends  and  transnational  criminal  activ- 
ity, the  impact  of  crime  and  corruption  on  political  and  economic 
stability  in  foreign  countries,  and  the  expanding  international  net- 
works and  cooperation  among  criminal  organizations  that  Mr. 
Moody  just  referred  to. 

First,  the  trends.  As  you  noted,  Mr  Chairman,  transnational 
criminal  activities  are  growing  virtually  in  every  region  of  the 
world  as  organized  criminal  groups  take  advantage  of  the  lowering 
of  political  and  economic  barriers,  of  societies  in  transition,  of  mod- 
ern telecommunications  technology  and  business  practices  that  fa- 
cilitate legitimate  international  commerce. 

Indeed,  in  some  areas  organized  crime  efforts  are  aimed  at  tak- 
ing over  legitimate  businesses  so  they  represent  themselves  as 
business  owners  undermining  the  opportunities  for  legitimate  en- 
trepreneurs and  for  foreign  investors,  including  U.S.  businessmen. 

Drug  trafficking  mafias  are  increasingly  sophisticated  and  flexi- 
ble in  their  operations,  and  we  see  that  today  as  the  arrest  of  the 
Cali  mafia  leaders  have  given  new  life  to  Mexican  drug  mafias. 

Although  cocaine  and  heroin  will  remain  a  major  narcotics 
threat,  we  also  see  the  production  and  distribution  of  new  drugs  as 
becoming  a  significantly  greater  problem.  The  smuggling  of  illegal 
aliens  is  a  thriving  business  worldwide,  and  here  too  the  United 
States  is  the  target  country  of  choice. 

The  growing  complexity,  as  you  noted,  and  connectivity  of  the 
international  financial  system  offers  significant  new  opportunities 
for  criminal  organizations  to  hide  the  source  of  their  illicit  funds, 
to  invest  in  legitimate  enterprises,  and  to  engage  in  more  sophisti- 
cated financial  fraud  schemes. 

With  regard  to  impact,  although  criminal  groups  rarely  organize 
politically,  they  can  and  do  gain  considerable  power  over  political 
and  economic  systems  through  corruption,  intimidation,  and  the 
economic  influence  they  exercise. 

Public  perceptions  that  government  cannot  cope  with  the  power 
and  influence  of  criminal  organizations  or  provide  citizens  and  le- 
gitimate businesses  the  security  from  criminal  predators  can  erode 
support  for  national  institutions  and  economic  and  political  reform. 
Nowhere,  as  Mr.  Royce  pointed  out,  is  this  more  apparent  than  in 
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Russia.  I  will  not  repeat  some  of  the  statistics  that  were  quoted 
there. 

The  problem  of  international  organized  crime,  I  believe,  is  much 
more  urgent  than  in  the  past  because  criminal  organizations  are 
becoming  increasingly  sophisticated  and  international  in  the  scope 
of  their  activities.  Russian  criminal  organizations  are  expanding 
their  power  and  influence  outside  the  borders  of  the  former  Soviet 
Union. 

Foreign  criminal  organizations,  particularly  Russian  and  Italian 
crime  groups,  are  taking  advantage  of  the  political  and  economic 
transition  in  Central  and  Eastern  Europe  to  establish  new  bases 
for  money  laundering  and  for  transnational  criminal  activities  like 
drugs,  arms,  and  alien  smuggling. 

Nigerian  criminal  cells  in  countries  around  the  world  are  en- 
gaged in  narcotics  trafficking  and  significant  financial  fraud  activi- 
ties. Meanwhile,  criminal  organizations  are  increasingly  cooperat- 
ing to  broaden  the  reach  and  scope  of  their  activities. 

The  Colombian  drug  mafia  and  Italian  organized  crime  groups 
have  long  collaborated  in  developing  the  West  European  cocaine 
market.  Russian  and  Italian  criminal  organizations  are  cooperating 
in  narcotics  trafficking  in  Eastern  and  Central  Europe.  Asian  and 
Latin  American  criminal  groups  cooperate  in  facilitating  the  transit 
of  illegal  aliens  into  the  United  States.  And  the  list  goes  on. 

For  these  reasons,  the  intelligence  community  is  enhancing  col- 
lection analysis  programs  in  order  to  provide  national-level  policy- 
makers and  the  U.S.  law  enforcement  communities  with  the  best 
information  and  assessments  to  international  crime  threats  to  the 
United  States  and  its  interests  overseas. 

The  intelligence  community  is  focusing  collection  on  the  structure 
and  networks  of  organized  crime  groups  in  a  manner  very  similar 
to  that  that  Mr.  Moody  described  and  on  the  political  and  economic 
implications  of  the  problem. 

The  CIA  has  reorganized  the  DCI  Counternarcotics  Center  into 
the  DCI  Crime  and  Narcotics  Center  to  focus  analysis  on  inter- 
national organized  crime,  and  the  emphasis  is  reflected  both  in  the 
President's  statement  of  intelligence  priorities  and  those  that  the 
DCI  has  enunciated  on  several  occasions. 

I  have  with  me  several  of  my  colleagues  who  have  focused  on 
various  elements  of  this  particular  phenomenon  and  issue,  and  to- 
gether we  would  be  happy  to  try  to  answer  any  questions  that  you 
or  the  committee  have. 

Thank  you. 

[The  prepared  statement  of  Mr.  Carey  appears  in  the  appendix. 1 

Chairman  Oilman.  Thank  you,  Mr.  Carey. 

Mr.  Moody,  how  important  is  getting  congressional  funding  for 
the  reimbursement  of  the  telephone  carriers  and  manufacturers  for 
their  research  and  engineering  on  digital  telephony  counter 
encryption  technology  in  the  battle  against  organized  crime? 

Mr.  Moody.  Mr.  Chairman,  it  is  extremely  important.  If  I  may, 
let  me  go  back  to  my  opening  statement  where  I  talked  about  the 
theorv  and  strategies  that  we  use  to  address  organized  crime.  We 
use  electronic  surveillance. 

The  problem  that  we  are  encountering  today  is,  new  technologies 
are  making  this  much  more  difficult.  For  instance,  you  may  have 
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a  Colombian  cocaine  trafficker  that  will  clone — copy — somebody's 
phone  number  and  use  a  telephone  for  one  drug  trafficking  deal 
lasting  4  days.  Then  he  will  throw  it  away  and  get  another  clone 
and  work  on  it  from  there.  These  changes  in  technology  have  made 
it  much  more  difficult  for  us  to  go  after  these  criminal  groups  based 
upon  the  laws  that  we  have  today. 

Now,  the  103d  Congress  passed  the  Communications  Assistance 
to  Law  Enforcement  Act  which  was  a  digital  telephony  bill.  The 
problem  we  have  in  certain  aspects  of  it  today  is  that  the  carriers 
and  manufacturers  of  the  new  technology  are  willing  to  conduct 
necessary  engineering  and  research  and  development  to  assist  us 
to  be  in  a  position  that  we  can  overhear  lawfully  authorize  elec- 
tronic surveillances.  This  is  no  expansion  of  the  authorities  that  we 
have  today. 

The  problem  is  today  that  we  need  about  $270  million  to  get  on 
this  before  we  are  completely  behind  the  8-ball  on  it  and  not  hav- 
ing control  over  what  is  going  on. 

Chairman  Oilman.  Thank  you. 

Mr.  Carey,  what  is  the  level  of  former  KGB  figures'  involvement 
with  organized  crime  in  the  former  Soviet  Union?  Are  these  KGB 
people  using  their  prior  contacts  around  the  globe  to  mutually  ad- 
vance and  coordinate  some  of  those  global  organized  crime  ele- 
ments? 

Mr.  Carey.  I  think  the  short  answer  is  yes.  I  think  it  is  a  much 
more  pronounced  phenomenon  within  the  borders  of  the  former  So- 
viet Union  at  this  point  than  it  is  globally,  in  part  because  these 
are  the  skills  that  the  former  KGB  officers  have  to  sell  in  the  cur- 
rent marketplace  in  those  countries. 

There  is  absolutely  no  doubt  that  some  are  working  with  orga- 
nized crime  extensively.  There  is  a  continuing  question  as  to  the 
extent  that  organized  crime  is  working  with  the  successor  organiza- 
tions rather  than  individuals  in  those  successor  organizations. 

Chairman  Gilman.  To  both  panelists,  what  Federal  agency  is  in 
the  lead  in  fighting  our  global  organized  crime  problems?  Is  it  the 
State  Department,  Justice,  FBI?  Who  is  in  charge? 

Mr.  Moody.  Mr.  Chairman,  you  have  us  both  trying  to  pass  that 
off. 

Within  the  United  States,  the  FBI  has  been  the  lead  agency  of 
addressing  organized  crime.  When  we  get  on  the  international 
scene,  we  find  there  are  a  lot  of  different  equities  with  various  U.S. 
law  enforcement  organizations,  State  Department,  and  within  the 
intelligence  community. 

The  way  we  have  been  addressing  that  is,  we  have  a  much  closer 
working  relationship  and  liaison  than  we  have  ever  had  before.  For 
instance,  Dave  Carey  and  I  have  been  working  with  each  other 
over  the  last  few  years,  and  I  never  did  that  before  in  my  career. 
Working  with  the  intelligence  community,  we  are  trying  to  coordi- 
nate our  activities  on  an  international  basis  so  we  can  be  more  ef- 
fective at  what  we  are  doing. 

Mr.  Carey.  Mr.  Chairman,  we  have  intelligence  consumers  in  the 
law  enforcement  community  and  the  policy  community  alike,  and 
that  is  where  we  put  our  emphasis. 
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We  approach  this  on  several  different  levels.  One  is  the  criminal 
activity  and  criminal  organizations.  Most  of  that  intelligence  is  of 
paramount  interest  to  the  law  enforcement  community. 

In  terms  of  impact  on  governability  of  foreign  states  important 
to  U.S.  national  interest,  we  have  avid  consumers  in  the  policy- 
making community  for  that  information. 

Whether  you  are  dealing  with  either  set  of  issues,  the  emphasis 
has  been  on  applying  intelligence  sources  and  methods  to  this  issue 
in  a  way  that  complements  rather  than  competes  with  the  activi- 
ties of  other  organizations,  especially  law  enforcement  organiza- 
tions. 

Chairman  Oilman.  Do  our  law  enforcement  agencies  get  together 
on  a  regular  basis  to  exchange  thoughts  and  ideas  and  strategies? 

Mr.  Moody.  Yes,  sir.  In  fact,  for  the  last,  I  guess,  about  a  year 
and  a  half  or  2  years,  within  the  Federal  Oovemment  we  have  had 
a  number  of  different  groups  set  up  to  coordinate  our  activities  to 
share  information  back  and  forth  and  to  develop  systems  to  ensure 
cooperation  and  coordination. 

Chairman  Oilman.  I  would  like  to  thank  the  CIA  and  DEA  for 
the  impressive  work  that  both  agencies  were  doing  in  fighting  the 
drug  cartels  in  Cali,  Colombia.  We  hope  that  that  Icind  of  coopera- 
tion is  continuing. 

Mr.  Carey.  I  can  say  without  reservation,  Mr.  Chairman,  it  is. 

Chairman  Oilman.  Thank  you. 

Mr.  Royce. 

Mr.  Royce.  Thank  you,  Mr.  Chairman. 

The  question  I  would  ask  is,  what  is  the  extent  of  Russian  inter- 
nal security,  electronics  intelligence,  and  foreign  intelligence  agen- 
cy operations  against  American  banking  and  American  business? 

One  of  the  reasons  I  ask  that  question  is  because  a  Russian  ex- 
ternal intelligence  service  spokesman  has  said  that  they  are  focus- 
ing less  on  foreign  ministries  of  defense  and  more  on  foreign  min- 
istries of  finance.  If  so,  that  means  that  the  U.S.  Treasury  Depart- 
ment, the  Federal  Reserve,  and  the  banking  and  financial  systems 
are  targets  of  Russian  espionage. 

My  question  is,  what  is  the  FBI  doing  to  alert  those  agencies  and 
businesses  to  the  problem,  to  help  them  counteract  the  problem 
and  to  take  countermeasures? 

Mr.  Cakey.  This  is  Ray  Innis  from  our  Office  of  Slavic  and  Eur- 
asian Analysis,  who  concentrates  on  these  sorts  of  issues. 

STATEMENT  OF  RAY  INNIS,  OFFICE  OF  SLAVIC  AND  EURASIAN 
ANALYSIS,  CENTRAL  INTELLIGENCE  AGENCY 

Mr.  Innis.  In  terms  of  what  the  Russian  services  are  doing,  the 
term  "espionage",  I  am  not  sure  that  would  be  appropriate  as  to 
what  they  are  doing  in  the  sense  of,  I  suspect  that  they  are  mon- 
itoring through  normal  nonintrusive  intelligence  methods.  But  I 
don't  have  a  lot  of  detail  on  precisely  what  they  are  doing  in  that 
area. 

Mr.  Royce.  Could  I  ask,  what  type  of  foreign  operations  has  the 
agency  seen  attempting  to  influence  decisionmaking  in  the  U.S. 
Government  or  in  international  lending  agencies  to  give  more 
money  to  the  Russian  Central  Bank  through  loans  and  through 
debt  forgiveness? 
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Mr.  Innis.  In  terms  of  intelligence,  the  kinds  of  things  I  follow, 
I  have  not  seen  any  evidence  of  that.  Diplomatic  methods  and 
means  are  probably  used  extensively.  That  is  an  area  that  I  know 
a  little  bit  about,  but  not  much. 

But  in  terms  of  classic  intelligence  methods,  I  know  of  nothing 
that  is  going  on  in  that  area. 

Mr.  ROYCE.  Does  the  FBI  have  the  authority  to  run  counterintel- 
ligence, counter-organized  crime  operations  in  international  organi- 
zations based  in  the  United  States  such  as  the  World  Bank  and  the 
international  Monetary  Fund?  Do  you  have  that  authority? 

Mr.  Moody.  I  don't  know  whether  I  can  answer  your  question. 
I  can  address  the  criminal  side  of  the  house,  but  the  intelligence 
side  I  don't  know.  I  can  get  back  to  you  with  an  answer  on  that. 

[The  information  referred  to  follows:] 

In  foreign  counterintelligence  and  international  terrorism  cases,  the  FBI  may  con- 
duct properly  predicated  investigations  of  groups  pursuant  to  the  Attorney  General 
Guidelines  for  FBI  Foreign  Intelligence  Collection  and  Foreign  Counterintelligence 
Investigation  (FCIG).  These  guidelines,  which  are  classified  in  significant  part,  en- 
sure that  investigation  is  focused  on  foreign  counterintelligence  and  international 
terrorism  activities  and  not  on  the  legitimate  or  constitutionally  protected  activities 
of  those  groups  or  their  members.  The  FCIG  specifically  require  that  any  investiga- 
tion of  a  group  or  organization  substantially  composed  of  U.S.  jaersons  which  is  in- 
tended to  confirm  that  the  organization  acts  for  or  on  behalf  of  a  foreign  power  be 
limited  to  the  activities  of  the  organization  which  relate  to  that  foreign  power. 

The  FBI's  authority  to  conduct  foreign  counterintelligence  and  international  ter- 
rorism investigations  of  organizations  is  adequate.  As  a  result  of  FBI  policy  and 
agreement  with  the  U.S.  Department  of  State  (USDS),  the  investigation  of  employ- 
ees of  groups  which  are  "international  organizations"  (e.g.  the  International  Atomic 
Energy  Agency,  the  International  Monetary  Fund,  etc.)  are  approved  by  senior  per- 
sonnel at  FBI  Headquarters  and  not  by  field  office  managers.  FBI  policy  requires 
that  FBI  Headquarters  approve  the  initiation  of  investigations  of  persons  who  are 
employees  of  certain  international  organizations,  or  any  other  persons  or  entities 
when  circumstances  reasonably  indicate  that  investigation  could  compromise  sen- 
sitive FBI  operations  or  raise  questions  of  legality  or  propriety  which  should  be  ad- 
dressed at  tne  Headquarters  level.  (The  sensitivities  which  require  that  employees 
of  international  organizations  be  approved  by  FBI  Headquarters  likewise  require 
that  any  investigation  of  those  groups  themselves  be  authorized  at  the  Head- 
quarters level.)  By  classified  agreement  with  USDS  (1992),  the  FBI  coordinates  its 
initiation  and  conduct  of  investigation  of  employees  of  international  organizations 
with  USDS  in  order  to  ensure  that  the  foreign  policy  implications  of  such  investiga- 
tions are  appropriately  considered.  TTiis  coordination  is  conducted  at  FBIHQ  prior 
to  the  authorization  of  investigation. 

Mr.  Moody.  On  the  criminal  side,  the  only  time  we  would  target 
an  aspect  like  that  is  if  we  had  predication  that  a  criminal  activity 
was  ongoing. 

Mr.  RoYCE.  What  is  the  extent  and  nature  of  the  former  KGB's 
involvement  in  Russian  banking,  business,  and  commerce?  In  other 
words,  how  does  the  former  KGB  use  its  ties  to  Russian  business 
and  banking  as  cover  for  intelligence  activity? 

Mr.  Moody.  I  don't  know  exactly  how  much  influence  the  KGB 
has  within  the  banking  system  in  Russia.  I  look  at  primarily  the 
organized  crime  aspects  of  targeting  the  Russian  banking  system. 
When  I  look  at  this,  I  am  not  sure  who  is  in  control  here,  whether 
it  is  organized  crime  elements  or  former  KGB  agents. 

One  of  the  things  that  you  have  to  realize  is,  the  organized  crime 
groups  are  targeting  all  sorts  of  businesses  within  Russia.  For  in- 
stance, in  1994  there  were  600  businessmen  killed,  20  bank  execu- 
tives killed  and  700  offices  blown  up.  To  me,  that  is  an  indication 
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that  you  have  an  infiltration  problem  within  that  area  by  organized 
crime.  You  have  a  significant  amount  of  that  going  on. 

The  best  information  that  we  have  received  so  far  is  some  of  the 
statistics  that  you  quoted  in  your  opening  statement,  the  informa- 
tion that  we  have  received  from  the  Russians  themselves  about  the 
crime  problem  there  and  in  the  United  States. 

The  overlap  into  the  United  States  is  a  different  situation  that 
we  are  trying  to  address  on  a  case-by-case  basis  as  we  identify  it. 
We  see  it  spread  throughout  the  entire  spectrum  of  not  only  orga- 
nized crime  but  white-collar  crime  investigations,  a  lot  of  financial 
t)T)e  frauds,  the  expansion  of  companies  within  the  United  States 
that  may  be  utilized  for  money  laundering,  and  then  the  money  is 
laundered  in  the  United  States  and  then  goes  back  into  Russia. 

Each  one  of  them  is  different,  and  what  I  don't  see  is  that  there 
is  some  one  individual  up  there  trying  to  direct  all  this.  I  see  some 
organized  crime  groups  involved  in  it,  but  I  also  see  other  type 
groups  and  individual  corrupt  people  within  the  Russian  system 
and  government  that  may  be  involved  in  this  illegal  activity. 

Mr.  RoYCE.  Thank  you  very  much. 

Chairman  Oilman.  Thank  you. 

Mr.  Roth. 

Mr.  Roth.  Thank  you,  Mr.  Chairman. 

It  seems  to  me  from  the  testimony  we  have  heard  here  today 
that  we  need  a  concerted  multinational  effort.  I  am  just  curious, 
are  we  taking  steps  to  build  such  an  alliance? 

Mr.  Moody.  Yes,  sir.  If  I  may  use  a  couple  of  examples,  in  No- 
vember I  was  at  the  Interpol  in  Lyon,  France.  Interpol  is  made  up 
of,  I  think,  about  100  countries  of  the  world,  which  is  an  inter- 
national police  organization  that  shares  information  and  intel- 
ligence back  and  forth  and  has  a  communications  system  that  law 
enforcement  throughout  the  world  can  assist  each  other. 

I  was  there  because  we  were  trying  to  make  a  presentation  to 
Interpol  to  get  all  the  countries  of  the  world  to  follow  our  profiling 
format  to  profile  organized  crime  groups  so  we  can  get  standardiza- 
tion throughout  the  world  to  develop  this  type  of  evidence  and  in- 
telligence that  we  need. 

Additionally,  I  have  a  number  of  working  groups.  Let  me  just  de- 
scribe two. 

At  the  International  Law  Enforcement  Academy  in  Budapest, 
whenever  we  have  no  classes,  in  between  classes  we  have  an  East- 
ern European  working  group  that  is  made  up  of  12  countries  where 
we  all  sit  down  and  target  organized  crime  groups,  share  informa- 
tion back  and  forth  while  targeting  these  groups,  and  basically 
work  them  as  a  task  force  type  operation  as  we  would  here  in  the 
United  States.  We  find  that  that  is  very  effective.  The  countries 
that  we  have  involved  in  this  include  the  United  States,  United 
Kingdom,  Germany,  the  Czech,  Slovak,  Romania,  Russia,  Israel. 

Mr.  Roth.  I  am  interested  in  the  Eastern  European  connection 
you  spoke  about.  What  number  of  people  are  we  talking  about 
here? 

Mr.  Moody.  The  number  of  people? 

Mr.  Roth.  Yes,  here  in  the  United  States.  How  many  would  you 
say — guesstimate — are  involved  in  this  select  syndicate? 
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Mr.  Moody.  Criminal  activity — pure  estimate.  I  would  say  it  is 
probably  over  4,000  day-to-day  hard-core  criminals  at  this  time, 
and  growing. 

Mr.  Roth.  Our  U.S.  State  Department  has  what  we  call  visas. 
Do  we  give  information  on  the  people  that  are  targeted  to  our  State 
Department  posts  overseas?  How  does  this  work? 

Mr.  Moody.  Yes,  sir.  Within  the  State  Department,  within  each 
individual  Embassy,  there  is  a  consular  affairs  officer  there.  We 
first  started  working  with  State  on  this  on  a  trip  I  made  to  Russia 
about  3  years  ago  where  the  first  information  we  got  to  assist  them 
on  screening  individuals  was  from  the  Russian  MVD. 

We  received  a  book  telling  us  what  each  of  their  tattoos  were, 
and  we  provided  information  to  the  Embassy  there  so  they  could 
be  screening  individuals  coming  into  the  Embassy.  We  have  gone 
on  fi-om  there  to  identify  individuals  at  the  same  time. 

We  do  have  a  problem  in  that  often  an  individual  that  shows  up 
at  the  Embassy  and  has  identification  does  not  necessarily  mean 
that  he  is  that  individual.  There  is  a  lot  of  false  identification  with- 
in Russia  and  no  way  for  us  to  backtrack  to  verify  who  that  indi- 
vidual is. 

If  we  know  that  we  have  an  organized  crime  individual,  we  are 
sharing  that  information  with  the  State  Department,  and  they  are 
working  very  closely  with  us  at  the  same  time,  because  there  are 
times  that  we  want  those  individuals  to  come  into  the  United 
States  on  a  temporary  visa. 

Mr.  Roth.  The  most  interesting  part  of  your  testimony,  I 
thought,  was  when  you  said  they  have  no  fear  of  our  penal  system. 
Where  there  is  no  fear  you  will  never  get  crime  under  control,  and 
that  is  the  problem  I  think  we  have  today  as  I  look  at  our  democ- 
racies. 

Mr.  Moody.  I  think  that  is  a  difficult  problem. 

One  thing  they  are  not  used  to,  though,  is  life  sentences.  The  ma- 
jority sentence  that  you  will  get  in  Russia  is  maybe  20  years. 

Mr.  Roth.  Thank  you. 

Chairman  Oilman.  Thank  you,  Mr.  Roth. 

Mrs.  Meyers. 

Mrs.  Meyers.  Thank  you,  Mr.  Chairman. 

Official  corruption  is  a  key  factor  in  allowing  organized  crime  to 
flourish.  You  mentioned  the  Italian  model  that  we  had  of  working 
with  other  countries.  But  how  do  we  work  with  countries,  against 
foreign  organized  crime  gangs,  if  the  foreign  government  won't  deal 
with  its  own  corrupt  officials?  In  other  words,  once  we  have  identi- 
fied them,  if  they  leave  them  in  place  and  they  continue  there, 
what  can  we  do  about  that? 

Mr.  Moody.  There  are  two  answers.  One  is,  on  the  Italian  model 
we  tried  to  identify  law  enforcement  officers  that  we  don't  believe 
are  corrupt,  and  we  are  still  trying  to  do  that  with  other  countries. 

We  have  been  very  successful  in  Russia.  The  Russian  authorities 
that  we  are  working  with,  not  once  have  we  had  any  investigations 
leaked,  nor  any  problems  with  any  of  our  investigations.  We  have 
had  officers  working  with  us  who  have  been  severely  beaten  and 
hospitalized  because  of  their  cooperation  with  us,  and  they  con- 
tinue to  work  with  us. 


16 

The  other  aspect  of  it  is,  how  do  we  identify  certain  individuals 
within  a  government  that  are  corrupt  and  try  to  build  a  wall 
around  them  so  that  we  don't  have  to  deal  with  them? 

Frankly,  we  have  been  looking  for  a  number  of  methods  to  do 
this,  and  I  think  under  the  PDD  42  process  that  we  originally  iden- 
tified, certain  aspects  where  we  are  trying  to  use  not  only  the 
International  Emergency  Economic  Powers  Act  but  we  are  also 
using  some  authorities  that  the  State  Department  has  on  the 
visas — I  think  it  is  487 — ability  to  block  individuals  from  coming 
into  the  United  States,  and  we  are  trying  to  identify  members  of 
the  government  that  may  be  associated  with  the  drug  trafficking 
or  organized  crime  and  start  refusing  them  visas  so  they  can't  come 
to  the  United  States. 

From  that  point  on  though,  it  is  a  coordinated  effort  with  the 
State  Department  working  with  that  government  to  show  there  are 
certain  individuals  in  their  government  that  are  corrupt  and  work- 
ing with  them,  trying  to  do  a  number  of  things — get  them  removed 
from  the  government,  or  if  we  can  get  them  indicted  here  in  the 
United  States,  getting  them  extradited  to  the  United  States  for 
prosecution.  This  gets  to  the  coordination  effort  of  what  we  are  try- 
ing to  do  in  a  multiagency  domain  in  the  world  today. 

Mrs.  Meyers.  In  governments  that  we  work  with  carefully,  do  we 
identify  to  them  corrupt  officials  that  we  have  identified,  maybe 
through  intelligence  activities,  and  have  they  shown  a  willingness 
to  remove  these  people?  I  assume  they  are  bureaucrats,  primarily. 
And  have  they  been  willing  to  remove  these  people  from  office? 

Mr.  Moody.  It  varies  from  country  to  country;  and  yes,  we  have 
identified  certain  individuals  that  we  have  a  problem  with. 

Mrs.  Meyers.  You  said  there  were  about  4,000  organized  crime 
people. 

Mr.  Moody.  Hard-core  everyday  criminals,  yes. 

Mrs.  Meyers.  How  many  entered  the  United  States  as  legal  im- 
migrants, illegal  immigrants,  humanitarian  immigrants?  How  did 
they  get  here? 

Mr.  Moody.  The  first  2,000  came  in  humanitarian,  legally. 

Mrs.  Meyers.  From  primarily  what  country? 

Mr.  Moody.  Russia.  The  4,000  number  I  gave  you  is  strictly  Rus- 
sia. If  we  are  talking  about  everything  else,  I  have  to  greatly  in- 
crease my  number. 

Of  the  other  2,000,  they  came  in  various  ways.  Some  came  in  ille- 
gally; some  came  in,  we  think,  legally;  but  when  we  find  out  they 
came  under  a  false  name,  we  find  out,  illegally. 

The  primary  example  would  be  a  thief  in  law  that  we  have  under 
indictment  in  New  York,  Ivankov.  We  finally  have  been  able  to  de- 
termine he  came  into  the  United  States  that  way  (illegally).  So  you 
have  the  spectrum,  any  way  they  can  get  into  the  United  States. 

Mrs.  Meyers.  Thank  you. 

Chairman  Giijvian.  Thank  you,  Mrs.  Meyers. 

Mr.  Ballenger. 

Mr.  Ballenger.  I  would  like  to  ask  a  question — were  our  intel- 
ligence sources  involved  in  the  information  regarding  the  Cali  car- 
tel and  the  resignation  of  the  president  of  Colombia  or  his  arrest? 
Did  we  know  about  this  going  on?  I  am  curious,  because  it  is  such 
a  news  item  right  now. 
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Mr.  Carey.  The  key  issue,  sir,  was,  in  terms  of  President 
Samper's  current  problems,  the  acceptance  of  CaH  mafia  drug 
money  for  his  campaign.  That  came  to  Hght  most  definitively 
through  some  tapes  of  conversations  between  a  journalist  and  a 
member  of  the  campaign  staff  that  was  made  public  by  the  Colom- 
bia authorities  themselves. 

Mr.  Ballenger.  There  is,  I  guess  you  would  call  it,  a  propaganda 
tape  going  around  the  country  concerning  the  use  of  the  Mena  air- 
port in  Arkansas  for  smuggling  drugs  into  this  country.  I  don't 
know  whether  it  is  true.  It  looks  like  political  propaganda,  but  as 
far  as  you  know  with  past  history,  is  there  a  basis  in  fact  for  this 
stoiy? 

^lr.  Moody.  I  don't  know  about  the  tape.  I  have  no  personal 
knowledge  of  it.  I  can  tell  you,  though,  in  about  1989,  I  believe  it 
was,  the  total  cash  reserve  of  the  Federal  Reserve  Bank  in  Arkan- 
sas jumped  about  10  times.  To  me,  that  means  you  have  a  drug 
problem. 

The  cases  that  came  after  that  showed  that  we  had  a  drug  prob- 
lem that  greatly  expanded  in  Arkansas,  which  we  have  addressed 
since  then.  So  there  was  a  time  that  the  drugs  that  weren't  coming 
to  Arkansas  suddenly  did  come  into  Arkansas. 

Mr.  Ballenger.  Was  that  case  brought  about  through  the  FBI, 
the  solving — eventually  somebody  went  to  jail. 

Mr.  Moody.  There  were  a  number  of  cases,  some  FBI,  some 
DEA,  and  some  of  them  were  task  force  cases — there  were  many, 
many  cases  associated  with  addressing  that  problem. 

Mr.  Ballenger.  Thank  you,  Mr.  Chairman. 

Mr.  Roth  [presiding].  Thank  you. 

The  gentlelady  from  Florida. 

Ms.  Ros-Lehtinen.  Thank  you,  Mr.  Chairman. 

Following  up  on  Mr.  Ballenger's  question  about  the  situation  in 
Colombia,  as  we  know,  if  it  becomes  a  problem  in  Colombia,  the 
whole  stability  of  that  region  in  South  America  may  be  imperiled, 
and  I  wanted  to  ask  what  we  can  do  to  prevent  that  from  becoming 
the  norm  in  that  region  and  around  the  globe. 

The  corrosive  effect  of  the  drug  cartel  seems  to  be  ever  increasing 
on  institutions  and  society  in  general  in  certain  countries.  If  you 
could  give  us  insight  as  to  positive  steps  that  can  be  taken  to  pre- 
vent that  from  spreading. 

Mr.  Carey.  I  think  the  Colombians  themselves  have  taken  posi- 
tive steps  with  the  arrest  of  the  key  figures  in  the  Cali  mafia. 

In  the  Enterprise  theory  of  the  international  organized  crime 
groups,  which  drug  traffickers  are  a  prime  example  of,  it  is  impor- 
tant to  identify  the  key  variables  or  the  key  people  in  those  organi- 
zations and  the  key  vulnerabilities,  and  the  leadership  is  a  key  vul- 
nerability. 

Many  of  these  cartels  are  like  micromanaging  a  Fortune  500 
company.  There  are  a  lot  of  details  that  the  leadership  keeps  track 
of.  You  don't  train  your  successor  lest  your  successor  has  a  dif- 
ferent idea  of  when  it  is  time  to  take  over  than  you  do.  So  it  is  a 
very  compartmented  business. 

When  a  leader  is  arrested  and  put  in  jail,  there  is  a  bit  of  scram- 
bling for  the  lieutenants  to  decide  who  is  going  to  take  over  and 
to  make  connection  anew.  So  there  are  people  willing  to  step  in  and 
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take  their  place,  but  they  don't  know  as  much  as  the  leadership 
that  just  left,  nor  are  they  as  well  connected  politically  in  most  in- 
stances. 

So  aiding  and  abetting  and  encouraging  uncorrupt  elements — for- 
tunately, in  all  societies,  even  those  riddled  with  corruption,  there 
are  some  people  who  are  willing  to  take  on  international  organized 
crime  and  drug  trafficking  directly,  and  Colombia  has  some  of 
those  individuals,  and  they  have  shown  that  these  guys  are  not  10 
feet  tall,  that  they  can  be  taken  down.  The  problem  is,  you  need 
to  do  that  many,  many  places  and  as  much  simultaneously  as  pos- 
sible. 

In  addition,  there  are  a  number  of  things  that  the  United  States 
is  interested  in  Colombia  having  to  do  strategically,  which  is  extra- 
dite individuals  that  are  under  indictment  in  the  United  States. 
That  is  now  unconstitutional  under  the  Colombia  Constitution,  an 
arrangement  in  part  secured  by  drug  money. 

There  are  other  efforts  that  the  Colombians  could  make,  and  the 
ambassadcrr  and  State  Department  have  been  very  direct  in  telling 
the  Colombians  what  we  think  those  might  be. 

Mr.  Moody.  We  go  through  the  certification  or  decertification 
process  also,  which  I  think  is  an  effective  tool.  We  are  just  begin- 
ning to  go  through  that  at  this  time. 

When  you  look  at  some  of  the  things  that  have  happened  in  Co- 
lombia and  the  legislation  the  Colombian  Government  passed 
where  they  won't  extradite  their  drug  traffickers  and  if  they  volun- 
teer to  come  in  they  get  a  very  minor  sentence,  we  were  looking 
at  legislation  there  for  the  violent  crime  associated  with  running  a 
drug  trafficking  organization.  There  are  generally  a  lot  of  murders 
and  kidnappings  associated  with  it. 

One  thing  we  are  doing  is  trying  to  establish  what  we  call  a  rack- 
eteering enterprise  investigation,  which  basically  is  a  criminal  in- 
vestigation to  identify  the  organization  that  may  be  involved  be- 
hind a  certain  type  of  criminal  activity  to  develop  the  evidence  for 
prosecution.  Successful  prosecution. 

We  are  setting  up  this  group  here  in  the  United  States  with  local 
law  enforcement  specifically  targeting  the  Colombian  groups  that 
are  murdering  people  here  in  the  United  States  and  murdering 
people  in  Colombia. 

We  are  coordinating  with  law  enforcement  to  work  with  them  to 
see  if  we  can  develop  sufficient  evidence  to  start  prosecuting  a  lot 
of  individuals  in  Colombia  for  murders  and  kidnappings.  By  doing 
so,  we  are  going  to  get  30-  and  40-year  sentences  for  those  individ- 
uals. 

Ms.  Ros-Lehtinen.  You  talked  about  the  certification  process  for 
nations  who  are  cooperating  or  not  cooperating  on  the  drug  front. 
How  effective  might  a  similar  certification  process  be  for  those  na- 
tions who  don't  cooperate  with  us  in  fighting  money  laundering, 
which  is  so  closely  tied  to  the  drug  question? 

Mr.  Carp]Y.  That  is  one  of  the  criteria  in  the  counternarcotics  cer- 
tification process,  both  the  ability  of  those  countries  or  the  willing- 
ness of  those  countries  to  enact  anti-money  laundering  laws  and 
their  willingness  to  implement  those  laws. 

Mr.  Roth.  Thank  you  very  much. 
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I  am  going  to  ask  Mr.  Royce  if  he  has  a  follow-up  question.  Be- 
fore I  go  to  Mr.  Royce,  I  want  to  ask,  in  answer  to  Chairwoman 
Meyers'  question,  you  mentioned  when  you  talked  about  4,000,  you 
said  these  are  Russian.  You  were  just  talking  about  Russia? 

Mr.  Moody.  Yes,  sir. 

Mr.  Roth.  If  you  added  all  groups  together,  say  4,000  from  Rus- 
sia, how  many  would  you  have  in  the  country? 

Mr.  Moody.  Give  me  a  few  minutes  to  come  up  with  a  figure. 

Mr.  Roth.  Mr.  Royce. 

Mr.  Royce.  CIA  turncoat  Aldrich  Ames  received  his  last  payment 
of  $130,000  from  the  Russian  External  Intelligence  Service,  the 
SVR,  in  Bogota,  Colombia,  in  November  1993.  In  November  1995, 
the  Washington  Times  revealed  an  internal  CIA  report  stating  that 
the  $130,000  consisted  of  new  $100  bills. 

Ames'  SVR  control  officer  said  the  money  came  from  U.S. -backed 
International  Monetary  Fund  loans  and  other  Western  aid.  Is  this 
report  accurate?  And  if  so,  what  does  the  FBI  feel  about  the  SVR's 
use  of  American  tax  dollars  to  spy  on  the  United  States? 

Mr.  Carey.  I  can't  comment  specifically  on  the  accuracy  of  the 
report  but  would  be  glad  to  get  my  colleagues  in  the  Counterintel- 
ligence Center  to  answer  that  question  for  you. 

Mr.  Royce.  I  would  appreciate  that,  because  the  fact  that  the 
handler  says  it  is  International  Monetary  Fund  money  that  is  now 
being  used  to  pay  for  someone  to  spy  on  the  United  States  concerns 
me  greatly. 

My  second  question  is,  what  is  the  extent  of  involvement  of  Rus- 
sia's security  and  intelligence  services,  particularly  the  SVR,  head- 
ed until  recently  by  the  Foreign  Minister  of  Russia,  Primakov,  in 
international  money  laundering  and  other  organized  criminal  activ- 
ity? 

Let  me  point  out  that  an  investigative  commission  of  the  Russian 
Supreme  Soviet,  of  their  Parliament,  concluded  in  1992  that  the  se- 
curity and  intelligence  services  were  intimately  involved  with  set- 
ting up  and  managing  large-scale  money  laundering. 

The  Commission,  as  well  as  Russia's  Attorney  General,  asked  the 
SVR  leader,  Primakov,  to  cooperate  and  he  refused.  They  also 
asked  Yeltsin  to  instruct  Primakov  to  cooperate,  and  Yeltsin  ig- 
nored the  request.  Primakov  then  asked  the  Supreme  Soviet  chair- 
man to  shut  down  the  Commission,  and  he  responded  and  he  shut 
down  the  Commission. 

Mr.  Carey.  I  will  refer  to  Mr.  Innis  again. 

Mr.  Innis.  I  can't  comment  specifically  on  that  because  I  am  not 
aware  of  that.  I  would  like  to  revisit  a  little  bit  earlier  comment, 
and  that  is  about  the  role  of  intelligence,  Russian  intelligence,  and, 
before  that,  Soviet  intelligence,  in  organized  crime.  We  have  clear 
evidence,  lots  of  ex-intelligence  officers  involved  in  this,  no  doubt 
about  that,  and  the  reasons  are  good;  because  of  their  training. 

Also,  a  lot  of  the  evidence  we  have  on  the  involvement  tends  to 
be  more  historical  than  recent  evidence  on  that.  As  you  pointed 
out,  in  the  late  1980's  and  early  1990's  there  were  activities  going 
on  there  that  involved,  as  best  we  can  tell,  sanctioned  operations 
in  that  regard,  and  I  stress,  as  best  we  can  tell. 
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The  question  now  is  more  recently,  and  the  amount  of  evidence 
we  have  on  more  recent  activity  is  quite  a  bit  less.  In  fact,  there 
is  dispute  about  the  amount  of  evidence  we  have. 

What  I  draw  from  that  is  that  while  organized  crime  had  the  ties 
in  the  1980's,  it  is  no  longer  clear  that  there  are  significant  ties  be- 
tween current  operations  or  current  operatives  and  organized 
crime. 

Second,  organized  crime  in  Russia  is  so  healthy  at  this  point  that 
they  are  doing  very  well  on  their  own.  As  Mr.  Moody  pointed  out, 
the  question  seems  to  be  one  of  who  controls  who.  I  don't  think 
there  is  a  good  persuasive  case  that  organized  crime  is  indeed 
being  controlled  in  any  way  by  the  Russian  intelligence  services.  It 
is  out  of  control,  if  anything.  If  there  were  ties,  they  appear  to  be 
more  historical  than  current  ties. 

One  final  point.  Russian  organized  crime  is  not  a  new  problem; 
it  predates  the  late  1980's  period.  Organized  crime  in  the  Soviet 
Union  has  been  around  for  a  long,  long  time,  and  it  appears  to  be 
one  of  those  things  that  got  a  pretty  good  start  on  its  own. 

Mr.  Moody.  If  I  can  answer  your  question,  I  understand  that 
this  is  just  a  guess,  and  it  is  based  upon  the  fact  that  a  lot  of  indi- 
viduals are  hard-core  everyday  criminals.  A  lot  of  individuals  are 
members  of  organizations,  but  there  is  another  group  out  there 
that  associate  with  them.  Work  on  one  side  or  the  other.  There  is 
a  significant  amount  of  organized  crime  members  and  if  you  in- 
clude the  gangs  in  the  United  States,  you  will  get  into  tens  of  thou- 
sands. I  am  guessing  and  it  is  purely  a  guess  at  around  29,000. 

Mr.  Roth.  29,000  people  who  have  come  into  this  country  who 
are  criminals  and  who  ply  their  trade  every  day  here  in  the  streets 
of  America.  Is  that  right? 

Mr.  Moody.  Yes,  sir.  Some  of  those  individuals  that  are  in  the 
country  are  American  citizens.  Maybe  born  here;  but  are  working 
with  a  group  that  is  headquartered  outside  the  United  States. 

Mr.  Roth.  These  people  are  like  a  virus.  Are  we  doing  anything 
to  deport  these  people? 

Mr.  Moody.  Yes. 

Mr.  Roth.  How  many  last  year? 

Mr.  Moody.  I  have  no  idea  on  that. 

Mr.  Roth.  Would  you  say  at  least  1,000  or  2000? 

Mr.  Moody.  INS,  I  know,  has  sent  a  lot  of  people  back.  We  have 
a  number  of  individuals  sent  back  working  with  them.  If  we  can 
identify  them  soon  enough  to  get  them  out,  we  do. 

A  lot  of  individuals  that  are  here  that  are  in  jail,  as  soon  as  they 
serve  their  jail  time,  we  send  them  back  too.  That  is  an  everyday 
occurrence. 

Mr.  Roth.  Let's  hope  that  when  they  get  out  of  jail,  if  we  send 
them  back,  we  don't  let  them  back  in  again.  That  is  an  amazing 
number. 

Mr.  Moody.  You  have  to  understand  that  there  is  almost  an  un- 
limited supply  of  individuals  coming  here  to  transport  the  drugs, 
drug  trafficking  in  here.  We  can  arrest  them,  we  can  put  them  in 
jail.  But  the  problem  is  individuals  in  the  other  countries,  the 
heads  of  the  organizations.  When  you  deal  with  an  economically  de- 
prived country  and  you  offer  an  individual  $1000  to  do  something 
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here  in  the  United  States,  that  is  a  lot  of  money.  There  are  a  lot 
of  individuals  that  may  be  willing  to  do  that. 

Mr.  RoYCE.  If  I  could  then  conclude  with  an  observation. 

Mr.  Roth.  Go  ahead. 

Mr.  RoYCE.  Thank  you,  Mr.  Chairman. 

Just  to  wrap  up  my  thought  here,  I  think  the  Russians  are  shar- 
ing information  with  us.  I  mean  they  have  basically,  about  the  fact 
that  the  Russian  business  sector  has  been  deeply  penetrated  by 
former  high-ranking  KGB  officers  who,  again,  actually  steered  the 
creation  and  development  in  the  late  1980's  and  merged  large  por- 
tions of  these  entities  into  the  criminal  underworld. 

Now,  under  this  KGB  tutelage,  the  mafiya,  which  if  we  look  back 
a  decade  ago  in  Russia,  yes,  it  was  a  problem,  but  it  was  nothing 
like  the  problem  that  we  see  today.  To  quote  your  own  words,  if 
we  go  by  Mr.  Moody's  assessment,  it  may  be  the  greatest  chal- 
lenge— I  think  that  was  the  way  you  put  it — we  face  in  the  future, 
is  the  Russian  mafiya. 

The  fact  that  they  were  tutored  by  the  KGB,  they  provided  them 
with  the  institutional  and  organizational  experience,  they  provided 
them  with  professional  intelligence  techniques,  and  I  think  that  it 
is  very  clear  to  me  that  it  is  going  to  continue  to  be  a  challenge 
in  terms  of  the  links  between  current  Russian  intelligence  and  the 
former  Russian  intelligence,  and  I  think  the  fact  that  we  had  this 
Ames  spy  scandal  with  Russia  indicates  that  we  have  an  ongoing 
problem  with  continued  penetration,  and  I  just  bring  that  to  your 
attention  because  it  concerns  me,  and  I  think  there  is  a  whole  lot 
we  don't  know  about  what  is  going  on  in  international  organized 
crime,  but  we  are  certainly  seeing  the  side  effects  of  it. 

Thank  you,  Mr.  Chairman. 

Mr,  Roth.  Thank  you  very  much  for  your  contribution.  I  thank 
all  members  of  this  committee  for  their  contributions  and  excellent 
questions. 

I  have  one  final  question  of  Mr.  Carey:  What  does  Primakov's  ap- 
pointment as  foreign  minister  and  his  former  association  with  KGB 
operatives  mean  for  getting  Russian  organized  crime  under  control? 

Mr.  Carey.  I  will  turn  to  my  colleague. 

Mr.  Innis.  We  have  not  addressed  that  question  directly.  It  is 
one  I  will  have  to  take  back. 

Obviously  there  are  implications  for  Russian  foreign  policy.  I  sus- 
pect that  we  can  expect  that  there  will  be — I  don't  want  to  call 
them  difficult  times  ahead,  but  there  will  be  a  more  nationalistic 
cast  to  Russian  foreign  policy.  But  that  is  just  an  estimate  right 
now. 

In  terms  of  impact  on  the  Russian  ability  to  deal  with  organized 
crime,  I  don't  know  of  any  evidence  that  would  help  us  answer  that 
question,  but  we  certainly  would  take  it  back.  That  is  an  important 
question,  as  is  the  question  about  intelligence  involvement  in 
crime. 

Mr.  Roth.  I  thank  you,  Mr.  Carey  and  Mr.  Moody  for  your  excel- 
lent testimony  today. 

Mr.  RoYCE.  Again,  I  will  refer  you  to  the  Russian  Supreme  Soviet 
study,  their  commission  on  this  issue.  Perhaps  we  should  pay  some 
attention  to  what  the  Russians  are  telling  us. 
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I  mean,  here  is  an  individual  who  closed  down  the  study  on 
criminal  activity,  and  now  he  ends  up  minister.  We  can  shrug  that 
off,  but  I  would  very  much  suggest  that  we  listen  to  the  democrats 
in  Russia  and  the  information  they  are  trying  to  feed  us  about 
what  they  think  that  portends  for  the  future. 

Thank  you,  Mr.  Chairman. 

Mr.  Roth.  I  thank  the  panel  very  much  for  your  excellent  testi- 
mony. 

Chairman  GiLMAN  [presiding].  We  want  to  thank  our  panelists 
for  taking  time  to  be  with  us  and  for  giving  us  explicit  information 
to  the  committee.  I  hope  we  will  be  able  to  continue  our  relation- 
ship with  our  panel,  and  we  look  forward  to  further  opportunities 
to  explore  this  issue. 

Thank  you  again  for  being  here. 

Chairman  Oilman.  Our  next  panel  consists  of  Arnaud  de 
Borchgrave,  who  left  his  post  as  editor-in-chief  of  the  Washington 
Times  in  1991  to  resume  his  role  as  one  of  our  Nation's  foremost 
political  and  policy  commentators  and  as  editor-at-large  for  the 
Washington  Times.  He  has  also  been  appointed  senior  advisor  at 
the  Center  for  Strategic  and  International  Studies  and  is  a  member 
of  the  Council  on  Foreign  Relations.  We  welcome  Arnaud  de 
Borchgrave  with  us  today. 

Dr.  Ariel  Cohen  joins  him.  He  joined  the  Heritage  Foundation  in 
1992  as  a  Salvatory  fellow  in  Russian  and  Eurasian  studies.  Today 
he  manages  a  successful  policy  research  program  on  Russia,  new 
Independent  States,  and  Central  Europe.  In  addition  to  his  work 
at  Heritage,  Dr.  Cohen  serves  as  a  commentator  for  the  Voice  of 
America  and  Radio  Liberty  and  appears  as  a  guest  columnist  for 
the  Washington  Times,  the  Journal  of  Commerce,  and  other  U.S. 
newspapers. 

Dr.  Phil  Williams  is  the  director  of  the  University  of  Pittsburgh's 
Ridgeway  Center  for  International  Security  Studies  and  js  profes- 
sor of  the  Graduate  School  of  Public  and  International  Affairs  at 
the  University.  He  is  currently  preparing  a  major  book  on 
transnational  organized  crime  and  coediting  a  volume  on  drug  traf- 
ficking and  national  security. 

Gentlemen,  welcome  to  our  committee.  You  may  give  your  state- 
ment in  full  or  summarize,  as  you  see  fit.  We  will  start  with  Mr. 
de  Borchgrave. 

STATEMENT  OF  ARNAUD  DE  BORCHGRAVE,  SENIOR  ADVISOR, 
CENTER  FOR  STRATEGIC  AND  INTERNATIONAL  STUDIES 

Mr.  DE  Borchgrave.  Thank  you,  Mr.  Chairman. 

We  have  witnessed  many  fascinating  phenomena  since  the  end 
of  the  cold  war,  some  encouraging,  some  discouraging,  and  only  one 
truly  alarming,  in  my  judgment,  and  that  is  the  proliferation  of 
transnational  crime  syndicates,  which  we  have  heard  quite  a  bit 
about  this  afternoon. 

There  is,  without  question,  a  growing  crisis  of  law  and  order  over 
an  increasingly  large  part  of  our  planet  and  the  Center  for  Strate- 
gic and  International  Studies  has  undertaken  a  major  assessment 
of  the  dimensions  of  transnational  crime,  the  nature  of  the  threat, 
and  hopefully  we  will  come  up  with  some  very  important  rec- 
ommendations by  spring  or  early  summer. 
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I  direct  the  project.  It  is  chaired  by  Judge  Wilham  H.  Webster, 
the  former  DCI  and  FBI  director.  We  have  several  task  forces,  150 
experts  from  the  law  enforcement,  intelligence,  and  corporate  secu- 
rity communities.  These  task  forces  deal  with  money  laundering, 
counterfeiting,  smuggling  of  illegal  immigrants.  We  estimate  that 
it  has  now  reached  not  the  hundreds  of  thousands  but  the  millions 
since  the  end  of  the  cold  war  from  East  to  West  and  from  South 
to  North. 

We  deal  with  narcotics  trafficking,  cyber-crimes,  cyber-terrorism, 
cyber- warfare,  information  warfare,  et  cetera.  There  is  little  doubt 
in  our  collective  minds,  after  18  months  on  the  job,  that  the  dimen- 
sions of  transnational  crime  present  a  far  greater  international  se- 
curity challenge  than  anything  Western  democracy  has  had  to  cope 
with  during  the  cold  war. 

Chairman  Oilman.  We  want  to  commend  your  Center  for  doing 
this  work.  It  is  extremely  important. 

We  have  looked  over  your  report,  incidentally,  which  is  very 
helpful  to  our  committee. 

Mr.  DE  BORCHGRAVE.  Thank  you. 

Our  Russian  Organized  Crime  Task  Force  has  been  briefed  many 
times,  most  recently  yesterday  afternoon  by  a  former  KGB  officer 
who  has  been  involved  in  all  the  things  that  you  have  heard  about 
this  afternoon,  and  what  we  believe  to  be  the  beginning  of  a  free 
market  democratic  system  in  Russia  is,  in  reality,  as  he  expressed 
it  yesterday,  a  criminally  focused  state  from  top  to  bottom. 

Our  briefers  have  explained  in  great  detail,  with  names  and 
places,  how  we  are  up  against  a  feudal  kleptocracy  that  is  not  gov- 
erned by  laws  but  by  individuals  who  wield  power  through  their 
connections  with  organized  crime. 

When  the  Soviet  Union  broke  up  in  1991,  the  KGB  immediately 
reduced  its  effectives  by  about  100,000  agents,  most  of  whom  went 
straight  into  organized  crime  syndicates  who  needed  their  special 
knowledge  of  financial  conduits  abroad  and  their  control  of  clandes- 
tine agents  all  over  the  world. 

The  Chairman.  If  I  could  interrupt,  we  are  pleased  to  have  been 
joined  by  distinguished  visitors  from  Portugal,  Secretary  Jose  Melo 
of  Portugal.  He  is  here  to  look  into  the  situation  of  the  Portuguese 
American  communities,  and  accompanied  by  the  Portuguese  am- 
bassador. Forgive  me  for  the  interruption. 

Welcome,  gentlemen  and  ladies. 

Please  continue. 

Mr.  DE  Borchgrave.  Of  more  direct  concern  to  our  mandate  at 
CSIS  on  transnational  crime  is  the  fact  that  Russian  organized 
crime  has  established  relations  with  their  counterparts  in  29  for- 
eign countries,  including  17  U.S.  cities  and  14  States. 

Director  Louis  Freeh  of  the  FBI  said  that  they  have  roughly  227 
gangs  identified  in  this  country  today.  We  have  also  determined 
that  there  is  a  direct  correlation  between  the  exponential  growth 
of  organized  crime  and  the  computer  revolution. 

Traditional  prerogatives  of  national  sovereignty  have  not  only 
been  challenged  in  cyberspace;  they  have  ceased  to  exist.  We  seem 
to  be  oblivious  as  to  how  vulnerable  information  technology  has 
made  us. 
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Computer  technology  at  the  present  time  is  leaping  forward 
exponentially,  roughly  doubling  in  power  and  speed  every  18 
months.  It  now  takes  about  49  months  for  the  U.S.  Government  or 
any  agency  thereof  to  purchase,  acquire,  and  install  a  new  com- 
puter, by  which  time  they  are  roughly  three  generations  out  of 
date. 

Today's  state-of-the-art  work  station  is  more  powerful  than  the 
mainframe  that  put  a  spacecraft  on  the  moon  in  1969,  and  these 
little  technological  marvels,  as  I  am  sure  we  all  realize  today,  can 
access  the  supercomputers,  the  mainframes,  with  far  superior  capa- 
bilities, used  by  the  defense  and  intelligence  communities. 

Computer  networks  are  currently  being  used  by  a  growing  num- 
ber of  states  as  well  as  sub-state  or  non-state  actors  to  literally  vac- 
uum specific  industries  and  companies  and  then  sharing  intel- 
ligence with  domestic  producers,  or,  in  the  case  of  non-state  play- 
ers, selling  the  information. 

The  intelligence  community  estimates  that  57  nations  have  tar- 
geted U.S.  corporations  with  covert  means,  increasingly  electronic 
intrusions  to  obtain  advance  technologies  from  U.S.  corporations. 
At  least  400  of  the  Fortune  500  corporations  have  been  successfully 
penetrated,  and  only  5  percent  of  them  were  aware  of  these  intru- 
sions. In  all  of  1991,  the  Computer  Emergency  Response  Team  in 
Pittsburgh,  which  is  funded  by  the  DOD,  handled  191  incidents, 
and  now  they  are  averaging  about  300  a  month. 

In  England  the  National  Criminal  Intelligence  Service — and  we 
liaise  with  them  carefully — receive  12,000  confidential  money  laun- 
dering tips  per  year  from  public-spirited  citizens,  but  so  far  all  this 
information  has  resulted  in  zero  convictions  as  the  evidence  keeps 
evaporating  in  cyberspace  in  nanoseconds.  NCIS  in  the  United 
Kingdom  believes  now  that  the  global  money  laundering  figure  per 
annum  is  $1.3  trillion,  which  is  up  roughly  $300  billion  in  1  year. 

You  heard  reference  to  PDD-42  this  afternoon,  issued  by  Presi- 
dent Clinton  last  October,  which  was  designed  to  come  to  grips 
with  transnational  crime  and  money  laundering.  It  is  at  least  a  be- 
ginning but  is  woefully  inadequate,  in  our  judgment,  in  that  it  as- 
sumes that  we  can  negotiate  the  closing  of  some  50  money  launder- 
ing centers  that  span  the  globe,  many  of  them  tiny  island  nations, 
and,  if  unsuccessful,  punish  them  by  taking  them  out  of  the  U.S. 
financial  loop.  There  is  no  such  loop.  It  is  now  a  global  one,  but  law 
enforcement  still  stops  at  meaningless  borders. 

To  conclude,  and  to  show  you  how  quickly  all  of  this  is  moving, 
when  I  went  on  an  assignment  to  the  Persian  Gulf  last  November, 
the  fastest  supercomputer  in  the  world  could  then  handle  256  bil- 
lion operations  per  second,  which  works  out  to  roughly  68  for  each 
and  every  inhabitant  on  the  planet  per  second.  When  I  returned  10 
days  later,  Cray  Research  unveiled  a  new  supercomputer  that  can 
now  handle  1  trillion  operations  per  second. 

Most  of  us  bandy  these  figures  around  without  realizing  what 
they  mean.  One  million  seconds  ago  was  11  days  ago,  1  billion  sec- 
onds ago  was  31  years  ago,  and  1  trillion  seconds  ago  was  29,000 
years  before  Jesus  Christ. 

Thank  you. 

Mr.  Roth  [presiding!.  Thank  you  very  much  for  excellent  testi- 
mony. 
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Dr.  Cohen. 

STATEMENT  OF  ARIEL  COHEN,  SENIOR  ANALYST,  HERITAGE 

FOUNDATION 

Dr.  Cohen.  Thank  you,  Mr.  Chairman. 

This  is  a  very  opportune  time  to  address  the  issue  of  crime  and 
corruption  in  tne  Russian  Federation  of  the  former  Soviet  Union 
because  the  Duma  elections  are  only  about  a  month  behind  us,  and 
in  the  Duma  elections  the  Communist  Party  of  the  Russian  Federa- 
tion and  the  ultranationalist  Vladimir  Zhirinovsky,  combined,  con- 
trol about  half  of  the  votes  in  the  Russian  Parliament. 

The  reason  why  the  extreme  left  and  ultranationalists  are  in  as- 
cendancy in  the  former  Soviet  Union  is  because  the  majority  of  the 
voters,  vast  numbers  of  the  voters,  are  dissatisfied  with  the  direc- 
tion of  economic  reform  and  specifically  the  rampant  crime  and  cor- 
ruption in  Russia  and  other  States  of  the  former  Soviet  Union. 

Some  spectacular  assassinations  took  place  in  Russia  last  year, 
specifically  that  of  Vlad  Listvev,  the  director-designate  of  the  Rus- 
sian National  Television;  and  some  very  senior  banking  figures,  the 
presidents  of  some  Russian  banks,  were  assassinated  as  organized 
crime  was  attempting  to  take  control  of  the  Russian  banking  sys- 
tem. Nobody — I  repeat,  nobody — in  Russia  was  put  in  jail  for  these 
assassinations. 

There  were  46  senior  bankers  assassinated  since  1993.  Some  in- 
vestigative work  has  been  done  but  no  convictions. 

The  Russian  media  publicized  accusations  against  the  defense 
minister  and  his  former  first  deputy,  the  commander  of  the  western 
group  offerees  in  Germany.  The  person  who  publicized  these  accu- 
sations was  blown  away  by  an  exploding  briefcase,  and  his  assas- 
sins were  never  found. 

Corruption  in  Russia  is  rampant,  with  little  or  no  prosecution 
taking  place.  It  is  published  in  the  Russian  newspapers  again  and 
again  that  to  register  a  commercial  bank  takes  an  $80,000  bribe, 
that  to  obtain  licenses  for  an  oil  deal  takes  15  percent  of  the  deal's 
value,  and  the  list  of  driving  rates  in  Russia  are  public  today. 
There  is  even  a  profession  emerging  as  a  middleman  or  middle 
woman — middle  person — who  facilitates  bribe-taking  for  the  Rus- 
sian officials. 

As  regional  conflicts  continue  in  this  part  of  the  world  in 
Chechnya,  Nagorno  Karabakh,  Bosnia,  and  elsewhere,  the  drug 
smuggling  and  weapon  trading  is  rampant  and  is  involving  the 
militaries  of  the  former  Soviet  States. 

Today  in  the  Russian  media  you  have  advertising  for  dual  citi- 
zenship and  honorary  diplomatic  titles  from  island  nations  that 
were  mentioned  here  before;  there  is  advertising  for  setting  up 
sheH  companies  in  Hong  Kong,  the  Caribbean,  Switzerland,  the 
Jersey  Islands,  et  cetera. 

The  Russian  illegal  money  is  driving  the  prices  of  real  estate  in 
prestigious  areas  of  Paris,  London,  the  French  and  the  Spanish 
Riviera  up,  and  illicit  natural  resources  deals,  often  with  complicity 
of  senior  Russian  officials  including  Cabinet  ministers,  are  a  known 
phenomenon. 

Russian  organized  crime  and  corruption  is  undermining  the  legit- 
imacy of  democratic  reform  and  is  responsible  for  the  success  of  the 
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Communists  and  ultranationalists  in  the  elections.  Organized 
crime  and  corruption  is  discrediting  the  free  markets  in  that  coun- 
try. For  example,  the  MMM  stock  exchange  fraud  deprived  many 
millions  of  Russians  of  their  last  savings,  but  the  perpetrator,  by 
the  name  of  Sergei  Mavroty,  was  never  criminally  prosecuted  for 
the  fraud. 

The  Russian  banks  were  defrauded  by  some  Chechan  criminals 
and  others  using  fake  bank  documents  of  over  $350  million,  and 
now  I  am  afraid,  Mr.  Chairman,  that  American  banks  are  de- 
frauded of  millions  and  millions  of  dollars,  according  to  the  recent 
publication  in  the  New  York  magazine,  whereas  Russian  banks  are 
representing  to  the  American  banks  fraudulent  banking  docu- 
ments, and  American  banks  are  shipping  millions  of  dollars  to  Rus- 
sia. 

Crime  and  corruption  in  the  former  Soviet  Union  weaken  the  al- 
ready weak  rule  of  law.  The  legal  system  in  those  countries  is  fal- 
tering, and  I  am  told  that  there  are  today  in  Russia  sitting  judges 
who  receive  salaries  from  law  firms  or  from  private  clients  in  the 
cases  that  they  hear.  There  are  organized  criminals  who  are  acting 
as  judges,  utilizing  the  tax  code,  the  criminal  procedure  code,  and 
the  civil  procedure  code,  sitting  as  judges  to  resolve  disputes  be- 
tween private  companies.  This  is  an  incredible  and  macabre  privat- 
ization of  the  justice  system. 

If  the  rule  of  law  in  Russia  is  totally  corrupt  and  supplanted,  the 
outlook  for  the  economic  reforms  in  Russia  looks  indeed  grim.  Or- 
ganized crime  and  corruption  impede  the  Western  investment  as 
the  cost  of  doing  business  in  that  part  of  the  world  is  becoming 
higher  and  higher,  driving  away  Western  investors  and  therefore 
making  economic  recovery  more  difficult.  If  economic  recovery  is 
becoming  more  difficult,  the  chances  are  the  electorate  will  vote  for 
the  extremists,  as  they  did  in  December. 

Last,  the  threat  of  nuclear  proliferation  and  terrorism  is  indeed 
real.  While  we  don't  have  recorded  instances  of  rogue  regimes, 
rogue  countries  buying  weapon-grade  uranium  or  plutonium,  we 
have  many  instances  of  nuclear  fissile  materials  being  smuggled 
out  of  the  former  Soviet  Union. 

What  can  be  done  about  this,  ladies  and  gentlemen?  New  crimi- 
nal investigative  agencies  need  to  be  created.  The  current  situation 
in  Russia  and  other  States  of  the  former  Soviet  Union  is  such  that 
the  existing  crime-fighting  agencies  are  totally  corrupt  and  sub- 
verted. New  agencies  need  to  be  created.  Important  and  prominent 
criminals  need  to  be  arrested  and  prosecuted. 

When  my  colleagues  were  speaking  about  countries  in  Latin 
America,  at  least  in  those  countries  leading  figures  of  organized 
crime  are  put  behind  bars.  Not  so  in  Russia. 

The  criminal  codes  need  to  be  amended  to  better  define  organized 
crime,  and  the  RICO  type  legislation  needs  to  be  adopted.  Both  the 
judiciary  and  particularly  the  civil  court  system  need  to  be  up- 
graded so  they  can  play  a  real  role  in  dispute  resolution  and  not 
give  it  up  into  the  hands  of  organized  crime. 

Finally,  the  security,  inventory  management,  and  accountability 
of  nuclear  production  and  storage  facilities  need  to  be  upgradea. 
The  West,  and  in  particular  the  United  States  unilaterally,  needs 
to  take  action,  including,  if  needed,  covert  action  under  the  super- 
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vision  of  the  Congress  in  thwarting  the  most  egregious  cases  of  nu- 
clear smuggling  and  drug  trafficking,  the  cases  that  represent  real 
and  present  danger  to  our  national  security. 

To  do  so,  we  will  need  to  have  capabilities,  which  I  doubt  we 
have  today,  to  track  and  penetrate  Russian  NIS  crime  organiza- 
tions dealing  in  nuclear  materials  and  narcotics.  The  East-West  fi- 
nancial transactions  need  to  be  better  monitored  and  tracked  so 
that  we  know  the  direction  of  the  money  flows,  the  volume  of  the 
money  flows,  and  the  individuals  that  are  involved  in  these  money- 
laundering  operations. 

Thank  you  very  much,  ladies  and  gentlemen. 

[The  prepared  statement  of  Dr.  Cohen  appears  in  the  appendix.] 

Chairman  Oilman.  Thank  you  Dr.  Cohen. 

Professor  Williams. 

STATEMENT  OF  PHIL  WILLIAMS,  PROFESSOR,  UNIVERSITY  OF 
PITTSBURGH,  INTERNATIONAL  SECURITY  STUDIES 

Mr.  Williams.  Thank  you  very  much,  Mr.  Chairman. 

Mr.  Chairman  and  members  of  the  committee,  thank  you  for  the 
opportunity  to  appear  before  you.  I  would  like  to  submit  my  state- 
ment for  the  record  and  to  summarize  it. 

Chairman  Oilman.  Without  objection,  your  full  statement  will  be 
accepted  into  the  record. 

Mr.  Williams.  At  the  Ridgeway  Center  we  do  specialize  on 
transnational  organized  crime.  As  far  as  I  know,  we  are  the  only 
university  center  in  security  studies  to  do  this.  Recently,  for  exam- 
ple, one  of  my  researchers  and  I  published  a  piece  on  nuclear  mate- 
rial smuggling. 

I  would  like  to  divide  my  remarks  into  four  parts,  make  introduc- 
tory comments,  and  talk  about  the  new  geopolitics  of  transnational 
organized  crime.  Then  I  will  identify  several  trends  within  it  that 
I  think  are  particularly  serious  and  look  at  some  of  the  advantages 
criminal  organizations  have  over  the  government. 

The  first  point:  When  we  look  from  today's  perspective,  Al 
Capone  was  a  small-time  hoodlum  with  limited  ambitions,  con- 
stricted horizons,  and  a  local  fiefdom.  The  fact  that  he  was  con- 
victed for  tax  evasion  would  almost  be  incomprehensible  to  crimi- 
nal entrepreneurs  who  employ  specialists  to  hide,  transmit,  and  le- 
gitimize the  money  they  earn  from  their  criminal  activities. 

That  is  how  the  problem  has  changed,  and  it  has  changed,  be- 
cause the  world  has  changed  because  we  have  developed  global 
trading,  global  financial  and  global  information  systems,  and  crimi- 
nal organizations  have  taken  advantage  of  those. 

We  need  to  characterize  the  problem  and  the  threat.  I  do  think 
it  is  a  threat.  We  need  to  characterize  it  accurately.  There  is  no 
global  monolithic  conspiracy;  there  is  no  monolithic  global  mafia.  If 
there  was,  it  would  be  easier  to  deal  with,  in  fact,  than  the  very 
diverse  and  fragmented  criminal  organizations  that  we  have. 

We  talk  about  Russian  organized  crime.  Even  in  Russia  we  see 
major  splits  within  the  criminal  organizations.  There  are 
generational  splits,  ethnic  splits,  splits  between  the  thieves  who 
had  particular  authority  in  the  old  Russian  criminal  world  and  the 
new  authorities,  who  don't  see  going  to  jail  as  something  that  gives 
them  high  status.  Then  there  are  divisions  between  those  who  have 
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very  close  links  with  the  bureaucrats  and  those  who  do  not  but 
would  like  to  have  them. 

So  we  see  a  conglomeration  of  different  groups  interacting  in  dif- 
ferent ways.  It  is  this  variation,  I  think,  that  makes  the  problem 
more  difficult  to  deal  with. 

That  brings  me  to  the  geopolitics  of  transnational  crime.  I  will 
highlight  very  quickly  the  key  components.  First  is  the  variety  of 
groups,  criminal  organizations  of  different  size,  structure,  ethnic 
base,  bonding  mechanisms,  scope  of  activities,  geographic  scope. 

Second,  the  thing  they  all  have  in  common  is  that  they  are  gen- 
erally located  in  a  safe  home  base.  I  have  developed  elsewhere  a 
typology  of  states.  I  talk  about  weak  states,  acquiescent,  corrupt, 
and  collusive.  And  criminal  organizations  generally  have  bases  in 
states  that  are  weak,  acquiescent,  corrupt,  or  collusive. 

The  third  component  in  this  new  geopolitics,  is  the  irrelevance  of 
borders.  Criminals  operate  in  a  borderless  world.  Law  enforcement 
still  has  to  operate  in  a  bordered  world. 

Fourth  in  this  new  geopolitics,  is  the  importance  of  whole  states 
as  markets  or  the  location  for  competition  among  the  groups. 

Fifth,  is  a  global  financial  infrastructure  that  is  based  on  offshore 
banking,  global  financial  systems,  and  financial  networks.  Basically 
what  we  see  within  the  system  is  mobile  or  hot  money,  very  hot, 
very  mobile  money. 

The  sixth  component  is  linkages  between  the  illicit  and  the  licit. 
If  it  was  very  easy  to  demarcate  the  two,  the  problem  would  be 
easier,  but  there  is  a  lot  of  overlap  and  a  lot  of  linkages. 

Seventh,  the  rise  of  global  cities.  A  case  I  like  to  cite  is  a  Russian 
criminal  leader  who  was  operating  in  Rio,  running  a  group  of  Nige- 
rians and  Ghanaians  trafficking  in  drugs  to  Western  Europe  and 
to  the  United  States. 

The  eighth  component,  ethnic  networks  are  crucial  to  transna- 
tional organized  crime.  These  networks  provide  a  lucrative  source 
of  income  sometimes  for  criminal  organizations  cover,  they  provide 
cover,  and  they  provide  recruitment. 

There  is  a  parallel  economy.  This  is  the  ninth  element  of  the  new 
geopolitics.  Tenth,  we  are  also  seeing  strategic  alliances  among 
criminal  organizations  very  similar  to  those  made  among  firms. 
Some  of  these  linkages  are  very  close,  some  are  more  enduring.  I 
deal  with  this  in  the  paper.  But  I  think  this  is  a  very  important 
feature  of  these  organizations. 

The  global  information  system  that  has  been  mentioned  already 
on  this  panel  is  very  important.  There  is  a  paradox  here.  The  more 
sophisticated  we  are,  the  more  vulnerable  we  become.  I  think  that 
is  an  important  paradox. 

The  next  point  is  the  way  in  which  criminal  organizations  exploit 
political  and  regional  instability  and  conflict. 

The  thirteenth  characteristic  is  the  prevalence  of  network  struc- 
tures. We  heard  about  hierarchies.  Criminal  organizations  are 
based  very  much  on  sophisticated,  resilient,  adaptable  network 
structures  that  are  able  to  resist  law  enforcement.  They  are  very 
resilient;  they  can  bounce  back  very  quickly.  Those  network  struc- 
tures are  very  important.  What  you  now  see  in  the  licit  world  of 
business  is  corporations  increasingly  going  toward  network  struc- 
tures. Criminal  organizations  are  already  there. 
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The  final  point  in  this  new  geopoHtics  is  sophistication.  Some 
work  I  have  done  has  focused  on  the  risk  prevention,  the  risk  con- 
trol, and  the  risk  absorption  aspects  of  drug  trafficking  organiza- 
tions. What  we  have  seen  in  Colombia  is  a  breakdown  of  the  Call 
cartel's  risk  prevention  activities,  we  have  seen  government  over- 
coming its  risk  control,  but  I  am  not  convinced  that  we  have  seen 
it  able  to  overcome  the  cartel's  risk  absorption  strategy.  I  think 
there  are  successor  arrangements  in  place,  and  the  leaders  are  still 
running  some  of  the  organizations  from  jail. 

In  many  ways  these  organizations  have  advantages  over  govern- 
ments. Government  and  law  enforcement  is  predominantly  reac- 
tive. Criminal  organizations  take  the  initiative.  One  case  I  heard 
about  in  Holland,  the  act  of  laundering  the  money  took  45  seconds. 
Investigation  of  the  case  consumed  several  law  enforcement  person- 
nel for  18  months.  That  is  one  of  the  asymmetries. 

Another  advantage  to  the  organizations,  they  have  a  very  clear 
agenda.  They  have  profit  maximization.  Governmonts,  in  contrast, 
have  to  do  many  things,  devote  resources  to  many  things. 

Governments  have  offensive  strategies;  criminal  organizations, 
basically  defensive,  and  that  gives  the  latter  another  advantage. 
States  are  fixed  and  static  with  large  bureaucratic  organizations 
and  a  high  degree  of  transparency.  Criminal  organizations  are  mo- 
bile, illusive,  and  largely  covert. 

We  are  also  talking  about  competition  between  rule-bound  and 
rule-free  institutions.  In  a  sense,  all  of  this,  I  think,  suggests  that 
criminal  organizations  have  many  advantages  over  governments. 

We  are  also  seeing  certain  trends  that  I  think  are  very  impor- 
tant. The  first  is  the  consolidation  of  strategic  alliances  among 
criminal  organizations,  and  we  may  even  in  the  future  see  mergers 
of  organizations. 

Second,  we  see  an  emerging  and  blurring  of  different  kinds  of 
crime.  I  think  we  will  see  criminal  organizations  engaged  in  large- 
scale  extortion  based  perhaps  on  nuclear  material  that  may  not  be 
good  enough  for  proliferation  but  certainly  would  be  good  enough 
for  blackmail. 

We  also  see  overlapping  increasingly  between  organized  crime 
and  white-collar  crime. 

Another  trend  is,  I  think  we  are  seeing  criminal  organizations, 
or  could  see  them,  move  from  corruption  to  more  direct  control  of 
political  power.  This  is  a  concern  in  Russia.  We  see  them  go  from 
infiltration  to  control  of  licit  businesses. 

There  are  a  number  of  things  which  I  have  in  the  paper  that  we 
can  do  to  level  the  playing  field,  but  I  will  stop  and  allow  the  com- 
mittee to  pose  some  questions. 

Thank  you  very  much,  Mr.  Chairman. 

[The  prepared  statement  of  Mr.  Williams  appears  in  the  appen- 
dix.] 

Chairman  GiLMAN.  I  want  to  thank  our  panelists  for  your  good 
coverage  of  the  problems  involved. 

Let  me  ask  Mr.  de  Borchgrave,  is  there  global  networking  of  all 
these  organized  criminal  groups? 

Mr.  DE  Borchgrave.  Yes.  As  far  as  I  can  see — and  we  have  been 
studying  this  for  the  last  4  years,  and  we  have  had  this  program 
under  way  for  a  year  and  a  half — they  have  had  three  summit 
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meetings,  three  on  a  chartered  luxury  boat  in  the  Mediterranean. 
And  by  them  I  mean  the  heads  of  the  triads  in  China,  the  Yakusas 
in  Japan,  La  Cosa  Nostra.  On  the  last  such  cruise,  there  were  14 
such  warlords  or  crime  lords,  from  all  over  the  world.  This  is  not 
a  monolithic  organization,  as  you  heard,  but  they  are  attempting 
to  carve  up  our  planet  into  various  privileged  sanctuaries  for  all 
manner  of  international  crime,  Mr.  Chairman. 

Chairman  Oilman.  So  then  to  some  extent  there  is  this  loose  ar- 
rangement networking  amongst  them? 

Mr.  DE  BoRCHGRAVE.  There  is,  but  blood  feuds  go  on.  The  Rus- 
sian defector  yesterday  afternoon  compared  what  was  happening  in 
his  country  todav  among  the  organized  crime  gangs  to  a  War  of  the 
Roses  with  cellular  telephones. 

The  Chairman.  That  is  a  very  colorful  statement. 

What  is  your  assessment  on  the  overall  impact  that  organized 
crime  has  on  the  long-term  hope  for  democracy  in  the  region? 

Mr.  DE  Borchgrave.  There  is  no  question,  in  our  collective 
minds,  that  it  is  at  the  present  time  seriously  undermining  the  fi- 
nancial infrastructure  of  the  world,  since  it  is  a  global  infrastruc- 
ture today. 

It  is  also  our  considered  opinion — and  I  am  not  talking  about  me 
personally,  but  reflecting  the  views  of  these  150  people  who  are  in- 
volved with  these  seven  task  forces  from  the  law  enforcement,  in- 
telligence, and  corporate  security  communities — it  is  their  judg- 
ment that  law  enforcement  today  is  an  average  of  5  to  10  years  be- 
hind the  bad  guys. 

Chairman  Oilman.  How  extensive  do  you  feel  that  the  criminal 
element  has  become  in  taking  over  accepted  corporate  structures? 

Mr.  DE  Borchgrave.  In  the  United  States,  sir,  I  have  no  idea. 
In  Russia,  it  is  almost  universal. 

I  am  not  alone  in  saying  this.  We  have  heard  this  over  and  over 
again  from  people  who  realty  know  what  they  are  talking  about, 
that  we  are  dealing  with  a  feudal  kleptocracy.  We  think  we  are 
dealing  with  our  counterparts  from  government  agency  to  govern- 
ment agency,  and  that  is  not  the  way  it  works. 

Chairman  Oilman.  Does  that  include  banking  institutions  in 
Russia? 

Mr.  DE  Borchgrave.  Yes,  sir.  If  you  take  the  MOST  group  run 
by  Vladimir  Oussinsky,  who  has  generated  a  lot  of  publicity,  runs 
around  in  a  private  jet,  gives  interviews,  he  is  not  the  real  power, 
according  to  our  KOB  informants.  The  real  powers  there  are  Victor 
Chebrokov,  who  is  a  former  KOB  chairman,  a  former  KOB  Oeneral 
Bobkov  Ivana,  who  once  handled  Aldrich  Ames,  and  a  former  chief 
of  the  Fifth  Directorate  of  the  KOB  who  is  now  chief  analyst  of  the 
MOST  group.  He  is  a  former  station  chief  in  Washington  and  in 
Bonn,  Oermany. 

Dr.  Cohen.  May  I  suggest  that  my  paper  too  will  be  included  in 
the  testimony? 

Chairman  Oiijvian.  Without  objection. 

Dr.  Cohen.  I  agree  with  what  Mr.  de  Borchgrave  mentioned  and 
would  like  to  point  out  that  some  of  the  larger  banks  do  have  their 
own  security  divisions  headed  often  by  KOB  or  MVD,  the  internal 
ministry  generals.  This  division  is  so  large  that  they  allow  these 
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banks  to  stay  relatively  independent  from  the  organized  criminal 
organizations. 

What  we  saw  with  the  shooting  of  the  bankers  in  the  last  couple 
of  years — and  this  is  an  unprecedented  event,  when  over  40  presi- 
dents of  banks  are  shot  and  killed — what  we  saw  is  an  attempt  by 
organized  criminal  groups  to  take  over  these  banking  structures  or, 
alternatively,  to  kill  these  senior  bankers  if  and  when  the  banks 
defaulted  on  their  obligations.  There  are  two  instances  why  senior 
bankers  were  killed. 

Also,  organized  criminals,  according  to  reports  in  the  Russian 
media,  are  taking  over  today  multimillion-dollar  extracting  enter- 
prises in  that  part  of  the  world,  including  metal  processing  or  oil 
processing  concerns. 

So  organized  crime,  what  we  see,  is  moving  into  what  normally 
is  perceived  as  licit  as  opposed  to  illicit  business,  and  the  borders 
between  licit  and  illicit  in  the  former  Soviet  Union  as  well  as  in 
other  places — China,  for  example — the  border  between  legal  and  il- 
legal business  activities  is  very  blurred. 

Mr.  Williams.  On  the  summit  meetings,  I  agree  in  part  with 
Amaud.  I  think  what  we  can  see  is  these  organizations  getting  to- 
gether for  certain  alliances  of  convenience.  There  are  certain  things 
they  try  to  do  with  these  alliances.  One  is  that  they  try  to  share 
risk.  I  think  we  saw  that  in  the  Colombian-Mexican  relationship. 

Another  is,  they  use  them  to  enter  new  markets,  the  Colombian- 
Sicilian  links  were  very  important  in  the  cocaine  market  developing 
in  Western  Europe.  They  also  use  complementary  expertise.  I  think 
there  is  a  third  motive,  and  that  is  to  establish  stable  supply  rela- 
tionships. It  is  the  criminal  equivalent  of  the  keiretsu  in  Japan  on 
a  global  scale. 

So  that  is,  I  think,  the  basis  for  those  strategic  alliances. 

On  the  question  of  what  you  asked,  Mr.  Chairman,  about  what 
kinds  of  industry  are  being  infiltrated,  I  think  we  only  have  to  look 
in  our  own  country  and  we  see  the  same  kind  of  problem  in  Italy. 
The  construction  and  waste  disposal  industry  tend  to  be  very  vul- 
nerable historically  to  organized  crime.  We  are  also  seeing  an  infil- 
tration of  the  banking  system. 

In  Russia,  one  of  the  points  I  make  in  the  paper,  is  that,  in  a 
sense,  if  you  control  a  bank,  you  don't  have  to  worry  about  sus- 
picious transaction  reports  even  if  they  are  in  legislation.  Unfortu- 
nately, in  the  former  Soviet  Union  and  much  of  Eastern  Europe  we 
don't  have  legislation  against  money  laundering. 

That  leads  me  to  the  crucial  point  which  I  come  back  to  time  and 
time  again.  It  is  no  accident  that  the  era  of  transnational  organized 
crime  is  also  the  era  in  which  we  see  failed  nation  states,  because 
weak  states  provide  an  incredibly  hospitable  environment  for  crimi- 
nal organizations. 

In  Belarus — I  spent  3V2  months  there — there  was  no  legislation 
against  organized  crime,  no  legislation  on  money  laundering.  The 
only  thing  in  the  banking  system,  the  only  kind  of  regulation,  was 
about  the  creation  of  new  banks.  They  tried  to  have  certain  restric- 
tions and  a  certain  degree  of  transparency  about  where  the  capital 
came  from,  because  they  were  concerned  the  infiltration  we  saw  in 
Russia  into  the  banking  system  would  be  replicated  in  Belarus. 
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This  is  one  of  the  few  things.  We  also  saw  that  they  lacked  com- 
puter equipment,  fast  cars,  basic  communication  equipment. 

Chairman  Oilman.  Would  you  submit  that  study  to  our  commit- 
tee? 

Mr.  Williams.  I  would  be  happy  to,  Mr.  Chairman. 

Chairman  Oilman.  That  will  be  made  a  part  of  our  record  as 
well. 

[The  study  appears  in  the  appendix.] 

Chairman  Oilman.  One  last  note:  Do  you  think  that  the  way  the 
crime  cartels  are  moving  and  networking,  do  you  see  them  in  the 
near  future  being  able  to  reach  the  strength  to  be  able  to  desta- 
bilize any  one  nation? 

Mr.  DE  BoRCHGRAVE.  If  I  could  go  first  on  that,  the  head  of  the 
Oerman  BKA,  as  you  may  recall,  said  that  we  are  literally  in  a 
race  against  time,  answering  the  question  you  have  just  posed. 

Dr.  Cohen.  In  the  CIS — Commonwealth  of  Independent  States — 
in  addition  to  Russia,  where  the  penetration  of  organized  crime  in- 
fluence is  at  the  highest  levels — central  bank,  minister  of  defense, 
et  cetera — ^you  also  have  cases  such  as  Oeorgia  where  the  money 
supply  was  controlled  by  organized  crime  interests,  cases  like 
Tajikistan,  a  small  country  in  Central  Asia  amidst  a  bloody  civil 
war.  In  those  countries  you  have  clear  evidence  of  organized  crime 
threatening  the  very  foundations  of  these  nation  states. 

Mr.  Williams.  We  have  already  seen  this  in  Colombia,  certainly. 

One  thing  I  think  it  suggests  is  that  law  enforcement,  the  na- 
tional security  agencies,  should  really  think  about  making  these 
groups  even  more  competitive  with  one  another.  The  more  competi- 
tive they  are,  the  better.  The  more  monolithic  and  the  more  they 
have  linked  together,  the  more  problems  we  will  have. 

Chairman  Oilman.  Mr.  Royce. 

Mr.  Royce.  I  would  like  to  thank  Amaud  de  Borchgrave. 

I  have  long  admired  what  you  have  tried  to  do.  Many  years  ago 
I  found  your  book  'The  Spike"  on  KOB  operations  an  eye  opener. 

What  is  the  level  of  former  KOB  figure  involvement  with  orga- 
nized crime  in  the  former  Soviet  Union?  Are  these  KOB  figures 
using  their  previous  contacts  around  the  globe  to  mutually  advance 
and  coordinate  some  of  these  global  organized  crime  elements?  And 
particularly  with  respect  to  counterfeiting  U.S.  dollars  and  smug- 
gling of  dangerous  nuclear  material  from  the  former  Soviet  Union, 
now  serious  is  that  problem? 

And  last,  what  about  Russian  Oovernment  reassurances  that 
there  is  no  major  problem  with  their  control  of  this  nuclear  mate- 
rial? 

Mr.  DE  Borchgrave.  I  will  start  with  the  last  one.  Something 
came  to  my  attention  yesterday.  This  is  an  interoffice  memo  that 
I  wrote  as  a  result.  The  permeability  and  lack  of  accountability  of 
Russian  military  facilities  was  best  illustrated  in  a  recent  case  in 
Belarus,  where  the  military  prosecutor  is  trying  in  absentia  three 
men  for  the  theft  of  7.8  kilos  of  platinum  from  the  former  25th  ar- 
senal of  the  Soviet  Strategic  Rocket  Forces.  Its  street  value,  said 
the  prosecutor,  is  $13  million.  This  is  not  the  first  time,  and  is  sim- 
ply an  indication  of  what  is  possible  inside  their  military  bases. 

As  you  probably  know,  there  were  17  Russian  generals  and  admi- 
rals in  this  country  as  a  group  2  years  ago,  and  they  were  asked 
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to  rate  on  a  scale  of  1  to  10  the  chances  of  nuclear  migration  from 
the  former  Soviet  Union  to  a  Middle  Eastern  country,  10  being,  as 
John  McLaughlin  might  say,  metaphysical  certitude,  and  1  bemg 
virtually  no  chance.  They  all  gave  it  a  10,  all  17  of  them. 

When  they  were  asked  for  the  most  likely  destination  in  the  Mid- 
dle East,  most  replied  Iraq  because  of  the  very  special  military  re- 
lationship that  has  existed  between  those  two  countries  for  a  long 
time. 

Insofar  as  the  KGB's  involvement  is  concerned,  the  people  we 
heard  from  in  our  off-the-record  sessions  tell  us  the  same  thing, 
that  the  KGB  and  organized  crime  are  inextricably  intertwined, 
and  this  is  not  part  of  a  conspiracy  to  dominate  the  world;  they  are 
out  to  make  money.  They  are  doing  extremely  well  at  it  because 
these  are  the  people  who  had  access  to  all  the  right  conduits 
abroad  during  their  tenure  at  the  KGB,  during  their  service  abroad 
as  KGB  agents. 

They  also  averaged,  as  you  probably  know,  one  agent  per  han- 
dler. They  couldn't  handle  more  than  that.  They  tried  to,  they  had 
agents  of  influence,  but  actually  an  agent  that  they  control,  that 
they  handle,  was  an  average  of  one. 

These  people  all  over  the  world  were  petrified  at  the  end  of  the 
cold  war  that  they  would  be  exposed.  These  were  dormant  agents, 
and  apparently  these  KGB  people,  now  in  bed  with  organized 
crime,  have  gone  to  wake  up  these  dormant  agents  saying,  hey,  you 
owe  me  a  favor,  and  this  is  what  I  would  liKe  you  to  do.  So  Mr. 
X  in  Toronto  or  Mr.  B  in  Buenos  Aires  are  available  and  working. 

Mr.  RoYCE.  Let  me  ask,  what  is  the  level  of  control  over  the 
Duma  and  other  important  legislative  bodies  by  organized  crime  in 
Russia,  and  how  can  we  ever  expect  banking  and  money  laundering 
reform  to  be  enacted  in  light  of  that  level  of  control  of  the  demo- 
cratic process? 

Mr.  DE  BORCHGRAVE.  That  is  a  good  question.  I  wish  I  had  an 
answer. 

We  believe  that  about  30  percent  of  the  Duma  is  directly  linked 
to  organized  crime.  That  is  a  rough  estimate  from  people  on  that 
side  who  should  know.  Maybe  Dr.  Cohen  has  a  different  figure,  but 
the  working  figure  we  use  is  30  percent. 

Mr.  RoYCE.  My  last  question  would  be,  what  final  recommenda- 
tions do  you  have  to  help  us  get  a  better  handle  on  this  cancer  of 
Russian  organized  crime  that  is  spreading  to  American  cities  like 
Brooklyn,  Boston,  Philadelphia,  Los  Angeles,  and  San  Francisco? 

Mr.  DE  BoRCHGRAVE.  We  are  trying  to  work  as  a  catalyst  to  bring 
all  these  different  elements  together.  Many  of  them  are  working 
the  same  problems  in  this  city  and  yet  don't  even  talk  to  each 
other.  They  are  very  grateful  to  us  for  providing  the  facilities  so 
they  can  talk  off  the  record  in  a  way  frequently  that  they  cannot 
do  in  such  a  setting  as  we  are  in  today  for  obvious  reasons. 

Hopefully  we  will  raise  the  level  of  awareness — as  I  commend 
you  TOT  doing  with  this  committee — raise  the  level  of  awareness 
and  provide  the  building  blocks  for  all  of  us  to  start  thinking  not 
in  multinational  terms,  which  means  in  most  people's  mind  the 
United  Nations,  the  U.N.  flag,  and  we  know  that  is  not  going  to 
work,  but  to  try  to  think  transnationally.  It  is  not  a  semantical  dif- 
ference. I  think  there  is  a  major  difference  between  multinational 
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thinking  and  transnational  thinking.  The  bad  guys  are  acting  in  a 
transnational  fashion  today. 

Mr.  RoYCE.  I  will  ask  Dr.  Cohen  and  Dr.  Williams  for  rec- 
ommendations to  better  get  a  handle  on  organized  crime,  if  you 
would. 

Dr.  Cohen.  First  of  all,  we  need  more  information.  Again,  I  have 
my  doubts.  Having  dealt  with  the  collectors  of  information  and  an- 
alysts on  the  national  security  side,  I  have  my  doubts  in  terms  of 
area  expertise,  linguistic  expertise,  cultural  expertise,  how  these 
people,  for  example,  are  going  to  penetrate  a  gathering  of  Russian 
criminals. 

One  way  to  do  that  is  through  technical  means,  and,  luckily,  the 
intelligence  community  does  have  an  advantage  or  did  have  an  ad- 
vantage in  the  technical  area  for  quite  awhile. 

Second,  we  need  to  continue  working  with  law  enforcement  and 
the  legal  side  of  the  fence  in  that  part  of  the  world,  providing  tech- 
nical assistance  to  upgrade  the  legal  system.  I  don't  think  anybody 
invented  any  other  means  of  apprehending  criminals  and  putting 
them  behind  bars  as  working  courts  and  prosecution.  It  is  a  huge 
challenge.  It  is  a  very,  very  difficult  task.  The  judges  are  in  the 
low-wage  bracket,  whereas  the  organized  criminals  are  awash  in 
cash. 

I  had  a  conversation  with  a  senior  official  from  one  of  the  Central 
Asian  republics.  I  said  if  an  organized  criminal  syndicate  offered  a 
large  bribe  to  your  interior  minister  to  close  his  eyes  for 
transhipping  a  large  shipment  of  dangerous  drugs  through  your 
territory,  what  would  be  the  result?  And  his  answer  was,  our  inte- 
rior minister  is  paid  $100  a  month.  Obviously  the  street  value  of 
drugs,  it  wouldn't  be  a  problem  to  pay  him  off  in  the  range  of  hun- 
dreds of  thousands  of  dollars  if  the  shipment  is  large  enough. 

We  have  to  work  with  them  to  help  recruit  and  train  a  new  judi- 
ciary and  to  launch  a  major  intelligence  effort  to  get  to  the  bottom 
of  the  nuclear  smuggling  situation. 

The  danger  in  the  nuclear  smuggling  area  is  in  the  organized 
crime  criminal  area  as  well  as  State  to  State.  The  former  KGB  gen- 
eral, the  new  Russian  foreign  minister,  has  contacts  with  Libya's 
Qadhafi,  Iraq's  Saddam  Hussein,  and  the  mullahs  in  Tehran  that 
go  back  15  years.  He  is  a  real  Middle  Eastern  hand.  He  should  be 
able  to  understand  that  nuclear  proliferation  to  the  Middle  East 
will  threaten  Russia  as  well  as  the  West.  But  the  considerations  of 
greed  and  avarice  play  a  significant  role  in  that  area  as  well. 

In  other  words,  the  Russians  might  sell  the  rope  the  Muslim  ex- 
tremists would  be  willing  to  hang  them  with.  I  will  give  you  one 
example,  the  war  in  Chechnya.  The  Chechans  are  buying  weapons 
from  the  Russian  Army  which  is  fighting  them.  The  Russian  offi- 
cers are  selling  weapons  to  those  same  people  who  are  going  to  kill 
them  and  their  soldiers.  It  is  difficult  to  understand  how  this  is 
going  on. 

Finally,  in  the  macroeconomic  field,  if  the  Russians  are  serious 
about  fighting  crime  and  corruption,  they  should  decrease  bureau- 
cratic involvement  in  the  economy,  they  should  decrease  the  num- 
ber of  instances  where  officials  can  take  bribes.  Unfortunately,  as 
we  all  see  with  the  pendulum  swinging  in  the  opposite  direction  in 
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Moscow,  this  is  not  the  direction  the  Yeltsin  administration  is 
going. 

Mr.  Williams.  Could  I  comment  briefly  on  nuclear  smuggling?  I 
identified  204  incidents  in  the  public  record.  What  is  interesting 
about  those  is,  the  vast  majority  of  thefts  and  trafficking  is  by  ama- 
teurs. They  are  often  caught  when  they  try  to  find  a  buyer. 

My  worry  is  that  there  is  something  we  are  not  seeing,  and  that 
is  the  end  user,  organized  professional  supply  chain.  It  is  organized 
by  the  end  user,  involves  front  companies,  and  may  well  involve 
KGB  and  high-ranking  military.  I  tnink  that  is  the  concern.  We 
don't  have  evidence  of  that  yet.  I  would  be  amazed  if  it  wasn't 
going  on.  So  that  is  the  concern. 

In  a  piece  that  we  have  written,  we  have  developed  a  set  of  im- 
mediate measures  that  should  be  taken  against  this  called  the  Nu- 
clear Material  Regulatory  Enforcement  Network,  and  I  think  that 
the  CSIS  working  group  has  been  using  this  to  work  from. 

Let  me  turn  to  the  question  of,  what  do  we  do?  I  think  the  first 
requirement  is  for  much  more  international  cooperation.  It  should 
be  bilateral,  regional,  and  global.  We  have  measures  at  all  these 
levels  actually  there. 

The  United  Nations  in  November  1994  organized  the  World  Con- 
ference on  Transnational  Organized  Crime,  which  was  very  impor- 
tant in  putting  it  on  the  agenda,  and  there  are  follow-up  implemen- 
tations, including  things  like  model  legal  assistance  treaties,  model 
extradition  treaties,  which  they  do  make  available  to  many  of  the 
countries  in  the  developing  world  and  the  states  in  transition. 

The  second  thing  we  need  is  better  integration  of  law  enforce- 
ment and  national  security  intelligence.  I  don't  think  we  had  a 
frank  discussion  of  all  the  problems  that  exist,  and  that  is  some- 
thing we  need  to  do  as  a  matter  of  emergency. 

Third,  as  well  as  using  control  measures,  we  also  need  to  use 
preventive  measures  which  should  include,  for  example,  encourag- 
ing transparency  in  the  banking  and  financial  industries  not  only 
in  the  United  States  but  elsewhere.  I  think  that  is  very  important, 
encouraging  public  and  private  partnerships. 

Fourth,  and  I  think  of  critical  importance,  we  should  give  a  high 
priority  to  judicial  assistance,  particularly  for  states  in  the  develop- 
ing world  and  for  the  states  in  transition.  If  the  problem  stems 
from  the  weakness  of  the  state,  the  weakness  of  the  government, 
the  weakness  of  the  criminal  justice  system,  then  we  have  to  help 
the  states  to  rebuild  those  criminal  justice  systems — and  unless  we 
do  that  we  will  find  that  criminal  organizations  will  continue  to 
work  from  safe  havens  or  sanctuaries,  and  until  we  can  deal  with 
them  at  the  root  level  in  their  safe  haven  or  sanctuary,  the  problem 
will  continue. 

Mr.  Roth.  Thank  you  very  much. 

Mr.  de  Borchgrave,  how  did  the  former  Soviet  Union  handle 
crime?  We  didn't  seem  to  hear  about  crime  in  the  old  USSR,  and 
all  of  a  sudden  the  old  USSR  disintegrates  and  we  have  a  tremen- 
dous explosion  of  crime. 

Mr.  DE  Borchgrave.  There  was,  but  it  was  petty  crime.  As  for 
major  sums  of  money,  that  was  going  on  at  a  very  high  level,  and 
there  were  several  scandals  over  the  years  in  the  days  of  the  Soviet 
Union  and  people  were  executed. 
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Some  members  of  Brezhnev's  entourage  got  into  trouble  for  bank 
accounts  abroad.  When  the  Soviet  Union  collapsed  and  discipline 
collapsed,  there  was  a  period  where  anything  was  possible. 

For  example,  I  received  a  telephone  call  from  a  good  friend  of 
mine,  a  man  I  first  met  as  a  CIA  contract  pilot  in  the  days  when 
the  Shah  first  went  into  exile  in  1953.  He  has  since  become  a 
prominent  businessman.  After  the  fall  of  Grorbachev,  he  still  kept 
up  those  contacts,  and  one  day  he  received  a  telephone  call  from 
Moscow:  Could  you  please  take  care  of  five  Russians  coming  over 
next  week?  He  said  no  problem.  They  wanted  an  introduction  to  a 
Swiss  banker  in  Nassau  because  they  knew  that  my  friend  had  a 
house  there. 

A  week  later  my  friend  received  a  telephone  call  from  the  banker 
saying,  "Do  you  realize  what  your  Russian  friends  wanted?"  He 
said,  "I  assume  they  wanted  to  open  a  bank  account."  He  said,  "Do 
you  know  for  how  much?"  My  friend  said,  "No."  He  said,  "$2.5  bil- 
lion." This  was  referred  to  Zurich  and  turned  down. 

Three  weeks  later  I  was  in  the  South  of  France  and  recounted 
to  another  Swiss  banker  this  story,  and  he  said,  "I  had  a  Russian 
walk  in  day  before  yesterday  without  so  much  as  an  introduction, 
and  he  wanted  to  deposit  $400  million." 

This  is  what  piqued  my  interest,  Mr.  Chairman. 

Mr.  Roth.  I  appreciate  the  excellent  testimony  we  had  here. 

Mr.  Williams  commented  about  the  Nation  state.  It  seems  like 
the  whole  world  is  turning  back  into  a  feudalist  state.  It  looks  like 
we  are  going  back  to  a  feudal  period  where  you  can't  travel  safely 
from  one  country  to  another. 

One  person  said  one  morning  our  buses  didn't  show  up  to  pick 
up  the  workers  and  in  the  afternoon  a  well-dressed  man  walks  in 
and  says,  "Your  bus  is  back.  If  vou  want  to  do  business,  fine.  Here 
is  how  much  you  have  to  pay.'  He  said  that  is  how  blatant  it  is. 
Can  you  do  business  in  a  world  like  that? 

I  jotted  down  the  things  that  Mr.  Williams  said  we  have  to  do, 
and  I  appreciate  that.  He  mentioned  judicial  assistance  to  these 
other  countries  in  the  area  of  crime.  We  can't  even  take  care  of  the 
criminal  justice  system  in  the  United  States  that  is  broken  down. 
I  would  like  to  have  you  comment  on  that. 

Mr.  DE  BoRCHGRAVE.  To  quote  the  last  Russian  witness  we  had 
yesterday,  a  former  KGB  officer  who  has  been  involved  in  many  of 
the  things  we  have  talked  about  this  afternoon,  he  said  that  the 
head  of  Customs  in  Russia  decided  to  see  how  true  were  allegations 
that  every  Customs  agent  was  on  the  take.  He  thought  he  would 
go  in  disguise  and  test  how  many  people  were  willing  to  take 
bribes.  And  there  was  no  exception.  Every  single  one  of  his  own 
people,  not  recognizing  their  boss,  was  willing  to  take  a  bribe. 

Mr.  Roth.  Here  in  Congress  we  debate  aid  to  Russia,  for  exam- 
ple. Now  we  see  the  massive  involvement  of  the  KGB  and  all  the 
gray  areas  and  the  Russian  Government's  involvement  in  organized 
crime.  I  am  wondering,  are  we  using  tax  dollars  when  we  give  Rus- 
sia money  to  keep  these  activities  going? 

Mr.  DE  BoRCHGRAVE.  Well,  Zbigniew  Brzezinski,  who  is  one  of 
my  colleagues  at  CSIS,  estimates  that  $110  billion,  roughly  speak- 
ing, has  been  given  to  Russia  in  one  form  or  another  bv  all  Western 
countries,  principally  Germany  and  by  international  lending  insti- 
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tutions,  and  that  of  that  $110  bilhon,  roughly  60  percent  has  come 
back  to  Western  countries  in  private  bank  accounts. 

Mr.  Williams.  I  am  certainly  not  advocating  that  we  have  a 
massive  cash  transfusion  here.  What  I  am  suggesting  is  that  we  do 
help  these  states  to  build  up  their  criminal  justice  system  through 
provision  of  equipment,  provision  of  cars,  provision  of  communica- 
tions, and  provision  of  computerized  equipment  together  with  train- 
ing. Mr.  Moody  talked  about  that  earlier.  So  I  think  we  are  on  the 
right  line.  It  is  the  amount  of  it. 

One  point,  which  is  that  in  States  like  Belarus,  a  limited  amount 
of  assistance  would  have  an  enormous  impact,  because  you  are 
talking  about  a  Ministry  of  Interior  that  lacks  the  basics — I  had  a 
trip  from  Minsk  to  Gravna.  I  was  taken  by  a  policeman  in  his  own 
car  because  there  were  no  cars  available.  He  had  to  negotiate  with 
a  regional  supervisor  in  Gravna  for  gasoline  to  bring  us  back.  He 
used  his  own  car  for  all  his  counternarcotics  and  counter-organized- 
crime  activities.  And  that  is  the  level  of  the  problem. 

Mr.  Roth.  You  had  mentioned  before  about  the  demise  of  the  Na- 
tion state,  and  I  think  that  is  one  of  the  problems.  When  we  go 
back  home — when  we  meet  in  a  cloakroom — it  is  always  so  nega- 
tive, and  the  Nation  state  is  always  blamed  for  a  lot  of  things  that 
they  can't  handle  in  today's  world. 

Can  a  democracy  really  come  to  grips  with  organized  crime  on 
this  level?  When  you  go  into  worldwide  networks  of  crime,  can  a 
democracy  fight  that?  Are  we  capable  of  doing  that? 

Mr.  DE  BORCHGRAVE.  I  think  we  are,  Mr.  Chairman,  provided  we 
reorder  our  priorities  on  how  we  spend  Federal  dollars.  It  doesn't 
make  much  sense  to  this  observer  to  spend  billions  of  dollars  on 
B-2  bombers  and  Seawolf  submarines  when  a  fraction  of  that 
amount  could  go  a  long  way  toward  coming  to  grips  with  this  prob- 
lem of  transnational  crime,  which  is  a  far  more  serious  problem 
than  any  strategic  threat  we  face  today. 

Mr.  Roth.  I  totally  agree.  We  have  been  debating  whether  we 
should  use  the  military  to  intercept  drugs  coming  into  the  United 
States,  and  I  always  say  yes,  but  in  the  back  of  my  mind — our  mili- 
tary has  been  good.  We  haven't  had  corruption  in  our  military  or 
law  enforcement.  But  when  you  have  this  much  money,  this  much 
temptation,  I  wonder,  aren't  we  going  to  corrupt  our  own  military 
and  police  force?  How  can  we  keep  our  people  clean,  so  to  speak, 
with  this  much  money  out  there? 

Mr.  DE  BoRCHGRAVE.  It  is  very  difficult,  but  it  seems  to  me  that, 
again,  coming  back  to  the  wrong  priorities  on  our  expenditures,  the 
most  important  thing  right  now  is  to  try  to  keep  up  technologically, 
not  only  keep  up  but  overtake  the  bad  guys,  and  that  doesn't  re- 
quire an  awful  lot  of  money  but  it  does  require  the  kind  of  com- 
puter expenditure  that  will  prevent  something  like  the  State  De- 
partment working  with  1977  computers  when  the  bad  guys  are  get- 
ting state-of-the-art  stuff. 

In  Colombia  recently  they  discovered  computer  equipment  that 
was  only  available  to  our  intelligence  community,  and  they  are  still 
investigating  as  to  how  it  got  into  the  hands  of  the  Cali  cartel. 

Mr.  Roth.  They  had  the  money  to  buy  it.  That  is  how  it  got  into 
their  hands.  This  has  been  excellent  testimony.  I  wish  everybody 
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in  the  Congress  would  have  a  chance  to  hear  it.  I  will  do  my  best 
to  make  sure  everybody  has  the  benefit  of  this  testimony. 

Dr.  Cohen. 

Dr.  Cohen.  Mr.  Chairman,  I  believe  we  don't  have  any  choice.  I 
think  democracy  is  our  most  precious  heritage,  and  we  have  to  do 
our  best  to  protect  it. 

As  the  threat  from  organized  crime  around  the  world  does  indeed 
emerge,  we  have  to  put  it  as  a  high  priority  to  fight  it  and  to  make 
an  effort  in  the  intelligence  field  and  in  the  policy  field  to  preempt, 
because  a  lot  of  these  threats  are  of  such  a  nature  if,  let's  say,  a 
rogue  regime  gets  a  nuclear  device  that  it  wants  to  explode  in  an 
American  city,  or  support  a  massive  drug-smuggling  operation  or 
flood  our  markets  with  counterfeit  dollars,  a  lot  of  the  things  have 
to  be  met  at  the  level  of  preemptive  activities,  and  I  just  don't  see 
our  law  enforcement  intelligence  community  sufficiently  focused 
and  organized  and  provided  with  expertise  and  means  to  combat 
these  rapidly  developing  crimes. 

Mr.  Roth.  Mr.  Oilman  is  going  to  come  out  for  a  minute  for  ques- 
tions. I  want  to  thank  all  the  witnesses  who  have  contributed  to 
this  hearing  today.  It  has  been  an  excellent  hearing.  I  would  like 
to  leave  the  record  open  for  5  days  and  urge  the  panelists  to  pro- 
vide information  and  submit  anything  else  they  would  like  for  the 
record. 

Chairman  Oilman  [presiding].  Just  one  or  two  questions  before 
we  wind  up.  With  regard  to  the  crime  cartels  having  any  nuclear 
devices,  is  there  any  specific  information  of  their  capability  of  uti- 
lizing such  a  weapon  at  this  time?  I  had  to  leave  you  because  we 
are  meeting  with  Ambassador  Eakins,  who  is  the  head  of  our  Iraqi 
investigation  on  nuclear  weaponry.  We  are  very  much  concerned 
about  this  proliferation  of  nuclear  weapons  amongst  criminal  orga- 
nizations. 

Mr.  DE  BoRCHGRAVE.  While  you  were  out  of  the  room,  I  read  a 
report  that  there  is  a  trial  underway  now,  a  military  court  martial 
in  Belarus  trying  three  people  in  absentia  for  the  theft  of  7.8  kilos 
of  platinum,  a  clear  indication  and  forewarning  of  what  is  possible 
inside  the  military  and  nuclear  facilities  of  the  former  Soviet 
Union.  Furthermore,  you  don't  have  to  have  a  sophisticated  weap- 
on, you  just  need  the  radioactive  materials. 

We  also  know,  Mr.  Chairman,  that  no  one  in  the  former  Soviet 
Union  today,  to  this  very  day,  has  an  exact  accounting  of  how 
many  of  these  weapons  there  are,  nuclear  artillery  shells,  land 
mines  the  size  of  a  6-pack.  We  know  about  the  strategic  missiles. 
There  is  no  problem  there.  That  is  not  what  concerns  the  experts 
in  this  field. 

They  are  concerned  about  the  dismantling  of  the  weapons  which 
we  are  allowed  to  witness.  We  see  the  launcher  being  demolished 
but  not  where  these  things  are  being  stored,  and  nobody  has  a  com- 
puterized accounting.  Not  even  in  the  days  of  the  Soviet  Union  did 
anyone  know  the  exact  numbers.  They  were  churning  them  out  like 
sausage. 

The  Chairman.  The  Government  itself  has  no  accurate  inven- 
tory? 

Mr.  De  Borchgrave.  That  is  correct,  sir. 
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Dr.  Cohen,  Just  to  add,  in  my  travels  in  the  former  Soviet  Union 
I  came  to  the  conclusion  that  if  an  organized  criminal  organization 
put  its  mind  to  procuring  a  nuclear  device  and  procuring  the  exper- 
tise to  obtain  a  nonconventional  nuclear  device  or  just  a  dirty 
bomb,  there  is  enough  materiel  and  expertise  in  the  former  Soviet 
Union  to  obtain  such  a  device  and  to  obtain  these  specialists. 

The  Russian  nuclear  industry  is  defunded.  They  have  people 
there  that  have  not  been  paid  for  months,  or,  if  they  are  paid,  they 
are  paid  between  $40  and  $80  a  month.  An  organized  criminal  car- 
tel or  a  rogue  government  is  capable  of  recruiting  enough  staff  to 
start  a  low-level  or  low-scale  nuclear  production  facility  with  sci- 
entists from  the  former  Soviet  Union. 

Mr.  Williams.  Let  me  say,  Mr.  Chairman,  I  think  so  far  the  or- 
ganized crime  involvement  we  have  seen  in  nuclear  material  smug- 
gling has  been  more  about  selling  the  material  than  about  using 
it.  I  think  the  danger  would  come  from  the  group,  having  acquired 
some  material,  could  not  find  a  buyer.  It  then  might  decide  to  use 
it  in  other  ways. 

I  describe  the  mayor  of  Frankfurt  scenario.  It  is  basically  a  large- 
scale  extortion  scenario  where  an  organized  crime  group  would 
make  a  threat,  leave  a  little  nuclear  material  lying  around  for  a 
city  or  a  corporation  to  find,  and  the  threat  would  be  very  different 
to  traditional  terrorist  threats.  It  could  be  anonymous  as  opposed 
to  seeking  publicity.  The  group  could  be  paid  off,  and  they  would 
essentially  not  want  to  implement  the  threat.  They  would  be  in  it 
only  for  profit.  I  think  that  is  a  very  real  contingency  and  one  we 
and  our  allies  need  to  give  far  more  attention  to  in  the  future  than 
we  have  so  far. 

The  Chairman.  What  role  can  the  International  Atomic  Energy 
Administration  (IAEA)  play  in  trying  to  develop  the  kind  of  infor- 
mation needed  for  nuclear  theft,  smuggling? 

Mr.  WiLLL\MS.  The  Commission  started  to  put  together  a  data 
base,  but  it  has  been  a  slow  process. 

One  thing  that  bothered  me  a  great  deal:  I  visited  the  Inter- 
national Atomic  Energy  Agency  in  Vienna  in  April  of  last  year,  and 
there  have  been  some  preliminary  conversations  with  the  U.N. 
Crime  Prevention  Branch.  This  is  a  classic  case  where  we  need 
combinations  of  expertise.  The  Crime  Prevention  Branch  knows 
about  smuggling,  trafficking,  and  about  crime,  but  nothing  about 
nuclear.  The  IM^A  knows  a  lot  about  nuclear  but  knows  nothing 
about  crime  or  smuggling.  So  it  would  have  been  a  very  natural  co- 
operative endeavor.  And  those  talks  did  not  get  far  because  it  was 
not  in  the  IAEA's  mandate  to  do  investigations.  I  think  that  was 
unfortunate. 

So  the  discussions  between  the  two  groups  which  are  in  the  same 
building 

Chairman  Oilman.  Sounds  like  they  should  be  changing  some 
statute  to  add  that  kind  of  jurisdiction. 

Mr.  Williams.  I  think  we  should  be  looking  again  at  the  IAEA 
mandate,  yes,  sir. 

Mr.  DE  BoRCHGRAVE.  I  wanted  to  add  something  not  mentioned 
this  afternoon,  something  far  more  serious,  and  far  more  imminent 
than  a  rogue  nuclear  explosion  somewhere  in  the  western  world, 
and  that  is  the  first  attack  of  cyber-terrorism.  As  you  doubtless  re- 
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alize,  the  Pentagon,  namely  the  Defense  Information  Systems 
Agency,  has  run  several  very  interesting  exercises  trying  to  pene- 
trate their  own  systems  and  the  Social  Security  System,  the  IRS, 
the  New  York  Stock  Exchange,  and  using  software  available  to  you 
and  me  such  as  the  Satan  program.  They  managed  to  penetrate  3 
percent  of  their  own  systems  through  the  front  door  and  after  they 
got  through  the  front  door  they  managed  to  penetrate  88  percent 
of  other  systems  targeted.  They  managed  to  paralyze  all  the  vital 
nerve  centers  of  this  country,  including  the  social  security  system, 
air  traffic  control.  New  York  Stock  Exchange. 

It  seems  to  me  that  if  Saddam  Hussein  had  had  one  ounce  of 
strategic  gray  matter  he  would  have  had  the  20  best  hackers,  or 
crackers,  as  we  call  the  criminal  hackers,  and  brought  this  country 
to  its  knees. 

At  one  of  our  task  forces,  we  had  a  former  high-ranking  official 
of  the  National  Security  Agency  who  said,  "Give  me  $1  billion  and 
20  hackers  and  I  can  shut  down  America."  Those  are  what  we  call 
WMD's,  the  same  acronym  but  a  different  meaning;  weapons  of 
mass  disruption  rather  than  weapons  of  mass  destruction. 

Chairman  Oilman.  It  is  a  frightening  aspect.  We  should  be  look- 
ing into  that. 

Are  there  security  measures  we  could  be  taking? 

Mr.  BoRCHGRAVE.  They  are  trying,  obviously.  But  the  sooner  you 
get  a  fire  wall — a  new  foolproof,  intrusion-proof  fire  wall — somehow 
they  manage  to  come  forth  with  a  new  way  of  penetrating  the  sys- 
tem. 

And,  incidentally,  of  the  Pentagon  systems  that  were  penetrated 
during  these  exercises,  only  5  percent  of  the  systems  under  attack 
realized  that  they  had  been  attacked;  and,  of  the  5  percent,  only 
4  percent  dared  to  report  it  to  a  superior  officer. 

Chairman  Oilman.  That  is  not  very  encouraging.  We  will  have 
to  be  looking  into  that  aspect  in  a  further  hearing. 

One  last  question,  are  we  seeing  any  emerging  ties  between  Rus- 
sian-speaking organized  crime  cartels  and  any  of  the  international 
terrorist  groups,  including  the  Iranian  presence  in  Bosnia?  Any 
links?  Yes,  Dr.  Cohen. 

Dr.  Cohen.  Let  me  take  a  crack  at  that. 

The  Russians  in  general,  in  comparison  with  other  ethnically 
based  criminal  syndicates,  are  great  networkers.  They  have  the 
highest  percentage  of  people  with  higher  education.  They  are 
internationalist  in  orientation  and  global — with  a  lot  of  global- 
reach  assets  that  are  not  available  necessarily  to  other  organized 
criminal  organizations. 

To  give  you  one  example,  the  transport  aviation  assets — the  com- 
mercial aviation  assets  of  the  former  Soviet  Army  is  available 
today  to  Russian  organized  crime,  which  means  that  they  can  fiy 
drugs  from  the  Oolden  Triangle  in  Asia — working  with  the  triads 
or  with  other  Asian  gangs,  they  can  fiy  it  into  Western  Europe, 
they  can  fiy  it  into  the  United  States,  they  can  utilize  naval  assets 
that  are  not  available  to  other  organized  criminals  at  work  with 
the  Colombians.  They  are  selling  aircraft,  Russian  civilian  aircraft, 
to  the  Colombians  to  fiy  drugs  into  the  United  States. 

Chairman  Oilman.  Mr.  Roth. 
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Mr.  Roth.  Just  one  short  question.  Dr.  Williams,  I  was  intrigued 
by  your  statement  on  the  Nation  state.  I  have  been  giving  that 
some  thought.  I  was  just  wondering — just  your  views — what  will 
replace  the  Nation  state? 

Mr.  Williams.  I  am  not  saying  the  Nation  state  will  be  replaced. 
We  are  seeing  in  many  countries  the  crisis  of  authority  or  crisis  of 
governments  in  many  nation  states. 

One  thing  I  think  we  also  see  is  a  competition  in  types  of  organi- 
zational structures.  As  I  suggested  in  mv  testimony,  one  of  the 
things  that  gives  criminal  organizations  a  lot  of  advantages  is  their 
reliance  on  network  structures. 

This  comes  back  to  an  earlier  question.  If  we  got  in  to  combat 
them  effectively,  we  have  to  create  transnational  networks  in  our 
own  enforcement.  It  is  that  form  of  cooperation  that  can  be  more 
important  than  any  formal  structures.  It  is  building  up  trust  be- 
tween the  cop  in  New  York  and  the  cop  in  Minsk  or  Moscow.  That 
is  when  they  can  talk  to  each  other.  They  can  share  information 
when  they  know  each  other.  When  they  are  confident  about  the  in- 
formation being  shared,  that  is  when  I  think  you  start  to  get  more 
effective  in  dealing  with  criminals  who  are  very  mobile,  who  can 
cross  borders  with  great  ease. 

Mr.  BORCHGRAVE.  Mr.  Roth,  may  I  respectfully  suggest  that  the 
Nation  state  has  become  pretty  academic  in  terms  of  cyberspace. 
There  is  no  such  thing  as  Nation  state  in  cyberspace. 

According  to  the  father  of  the  Internet,  Vince  Cerf,  at  one  of  our 
task  force  meetings,  said  he  sees  roughly  200  million  people  on  the 
Internet  by  the  end  of  the  century,  in  4  years'  time.  He  sees  rough- 
ly 2  million  networks,  as  opposed  to  85,000  networks  today,  all 
linked  on  the  "net". 

By  network,  I  mean  something  like  CitiBank;  and,  as  you  know, 
CitiBank  was  attacked  from  Saint  Petersburg  through  cyberspace 
and  ripped  off.  This  is  actually  going  on  every  day.  So  where  is  the 
Nation  state?  I  don't  see  it.  But  we  still  think  in  terms  of  the  Na- 
tion state. 

Mr.  Roth.  Thank  you. 

Chairman  Oilman.  Again,  I  want  to  thank  our  panelists  for  your 
excellent  testimony.  You  have  certainly  raised  a  lot  of  questions  in 
our  minds  about  what  we  should  be  doing  and  where  we  should  be 
going.  I  hope  you  will  not  limit  your  thoughts  to  today's  panel  dis- 
cussion, but  will  take  advantage  of  submitting  to  our  committee 
some  recommendations.  Again,  we  can't  thank  you  enough  for  tak- 
ing time  out  of  your  personal  affairs  to  join  with  us. 

Mr.  Borchgrave.  It  is  our  privilege.  Thank  you,  sir. 

Chairman  Oilman.  One  last  question  for  Dr.  Cohen.  Is  our  gov- 
ernment rule  of  law  assistance  in  the  former  Soviet  Union  effec- 
tive? Does  it  have  any  impact? 

Dr.  Cohen.  Yes,  it  does,  sir.  In  certain  areas,  it  is  effective.  In 
other  areas,  the  choice  of  subcontractors,  especially  by  the  Agency 
of  International  Development,  the  AID,  which  is  the  main  U.S. 
Oovemment  implementing  agency,  the  choice  of  those  contractors 
and  the  choice  of  AID  personnel  that  is  working  in  legal  reform  has 
been  unfortunate. 

A  lot  of  Third  World  experts  with  no  previous  experience  in  Rus- 
sia were  brought  in  working  on  these  issues.  What  is  needed  is 
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more  professional  implementation  and  probably  taking  the  assist- 
ance programs  out  of  the  hands  of  the  AID. 

Chairman  GllJvlAN.  Thank  you. 

The  committee  stands  adjourned. 

[Whereupon,  at  4:35  p.m.,  the  committee  was  adjourned.] 
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ON  BEHALF  OF  FBI  DIRECTOR  LOUIS  J.  FREEH,  I  APPRECIATE 
THE  OPPORTUNITY  TO  TESTIFY  BEFORE  YOUR  COMMITTEE  AND  DISCUSS  SOME 
ISSUES  RELATED  TO  RUSSIAN,  EASTERN  EUROPEAN  AND  EURASIAN  CRIMINAL 
ENTERPRISE  GROUPS  THAT  ARE  A  CONCERN  TO  THE  FBI,  AS  WELL  AS  THIS 
COMMITTEE.   IT  IS  THE  FBI'S  BELIEF  THAT  THE  EMERGENCE  IN  THE 
UNITED  STATES  OF  THESE  VERY  DANGEROUS,  CRIMINALLY  DIVERSE  AND 
WELL  ORGANIZED  GROUPS  HAS  CAUSED  A  SIGNIFICANT  EXPANSION  OF  OUR 
CRIME  PROBLEM.   THE  FBI  IS  TAKING  AN  AGGRESSIVE  STANCE  IN 
ADDRESSING  THESE  CRIMINAL  ENTERPRISES,  DOMESTICALLY  AND 
INTERNATIONALLY,  TO  KEEP  THEM  FROM  BECOMING  ENTRENCHED  IN  THE 
UNITED  STATES.   MY  COMMENTS  TODAY  WILL  FOCUS  ON  THE  FBI'S  EFFORTS 
TO  ADDRESS  INTERNATIONAL  CRIMINAL  ENTERPRISES  EMANATING  FROM  THE 
AFOREMENTIONED  REGIONS,  OUR  UNDERSTANDING  OF  THE  SCOPE  AND  NATURE 
OF  THE  ORGANIZED  CRIME  PROBLEMS  IN  RUSSIA,  EASTERN  EUROPE  AND 
EURASIA,  AND  THE  THREAT  POSED  TO  THE  UNITED  STATES  BY  THESE 
GROUPS . 

THE  POLITICAL,  SOCIAL,  AND  ECONOMIC  CHANGES  OCCURRING 
IN  EASTERN  EUROPE  AND  IN  THE  FORMER  SOVIET  REPUBLICS  HAVE 
PROVIDED  SIGNIFICANT  UNINTENDED  OPPORTUNITIES  FOR  NATIONAL  CRIME 
PROBLEMS  IN  THESE  COUNTRIES,  SPECIFICALLY  INDIGENOUS  ORGANIZED 
CRIME  GROUPS  AND  CRIMINAL  ENTERPRISES,  TO  EXPAND  INTERNATIONALLY. 
EVIDENCE  THAT  ORGANIZED  CRIME  ACTIVITY  FROM  THESE  AREAS  IS 
EXPANDING  AND  WILL  CONTINUE  TO  EXPAND  TO  THE  UNITED  STATES  COMES 
FROM  DOMESTIC  AND  FOREIGN  CRIMINAL  INVESTIGATIONS,  AS  WELL  AS 
CRIMINAL  INTELLIGENCE  INFORMATION  FROM  A  VARIETY  OF  SOURCES. 

THESE  CRIMINAL  ENTERPRISES  ARE  NOT  A  NEW  PHENOMENON  TO 
RUSSIA.   UNDER  COMMUNISM,  IT  WAS  PHILOSOPHICALLY  AND  POLITICALLY 
IMPOSSIBLE  FOR  THE  RULING  BODIES  TO  RECOGNIZE  THE  ACTIVITIES  OF 
ORGANIZED  CRIME.   RUSSIAN  ORGANIZED  CRIME  UNDER  COMMUNISM 
PROVIDED  A  VARIETY  OF  SERVICES  TO  RUSSIA**  CITIZENS  VIA  BLACK 
MARKET  ACTIVITIES  WHICH  WERE  NOT  AVAILABLE  THROUGH  THE 
GOVERNMENT.   IN  ADDITION,  ELEMENTS  OF  THE  COMMUNIST  REGIME 
FUNCTIONED  AS  ORGANIZED  CRIME  GROUPS  CONDUCTING  ROUTINE 
CORRUPTION,  ANOTHER  FACT  WHICH  COULD  NOT  BE  ADMITTED  BY  THE 
GOVERNMENT.   AS  A  RESULT,  APPROPRIATE  LEGAL  TOOLS  WERE  NOT 
CREATED  TO  CONTROL  ORGANIZED  CRIME  ACTIVITIES.   WHEN  COMMUNISM 
DECLINED  IN  RUSSIA,  THE  ORGANIZED  CRIME  GROUPS  QUICKLY  EXPANDED 
THEIR  INFLUENCE  IN  THE  EMERGING  MOVE  TOWARD  CAPITALISM,  AGAIN 
BECAUSE  SUFFICIENT  CONSTRAINTS  AND  LAW  ENFORCEMENT  TOOLS  HAD  NOT 
BEEN  PRESENT  IN  THE  EXISTING  RUSSIAN  LAW. 

WITH  MANY  YEARS  OF  SUCCESSFUL  INVESTIGATIVE  AND 
PROSECUTORIAL  EXPERIENCES  BEHIND  US  IN  THE  BATTLE  WITH  THE  LA 
COSA  NOSTRA  HERE  IN  THE  UNITED  STATES,  THE  FBI  DEFINES  ORGANIZED 
CRIME  AS  A  CONTINUING  CRIMINAL  CONSPIRACY  HAVING  AN 
ORGANIZATIONAL  STRUCTURE,  FED  BY  FEAR  AND  CORRUPTION  AND 
MOTIVATED  BY  GREED.   THIS  DEFINITION  CAN  BE  APPLIED  TO  THE 
ORGANIZED  CRIME  THREAT  FACING  RUSSIA  AND  OTHER  COUNTRIES  IN  THAT 
REGION.   MEMBERS  OF  A  TYPICAL  RUSSIAN  ORGANIZED  CRIME  GROUP  ARE 
FOUND  AT  EVERY  LEVEL  OF  SOCIETY  FROM  SENIOR  GOVERNMENT  OFFICIALS 
TO  VIOLENT  STREET  CRIMINALS.   ORGANIZED  CRIME  ACTIVITY  IN  RUSSIA 
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INCLUDES  MONETARY  SPECULATION,  MANIPULATION  OF  THE  BANKING 
SYSTEM,  AND  EMBEZZLEMENT  OF  STATE  PROPERTY,  AS  WELL  AS  EXTORTION, 
DRUG  TRAFFICKING,  PROSTITUTION,  PROTECTION  RACKETS,  AND 
INFILTRATION  OF  LEGITIMATE  BUSINESS  ACTIVITY. 

THERE  IS  THE  TENDENCY  TO  DRAW  COMPARISON  BETWEEN  THE 
AMERICAN  LA  COSA  NOSTRA  (LCN)  AND  RUSSIAN  ORGANIZED  CRIME  GROUPS. 
ALTHOUGH  A  NUMBER  OF  RUSSIAN/EURASIAN  OC  GROUPS  AND  CRIMINAL 
ENTERPRISES  PRESENTLY  OPERATE  IN  THE  U.S.,  SOME  ARE  ORGANIZED 
LIKE  THE  LCN,  OPERATING  UNDER  A  HIERARCHICAL  STRUCTURE  WITH  A 
DEFINED  LEADERSHIP,  OPERATING  TRANS -NATIONALLY  AND  CONDUCTING  A 
MYRIAD  OF  HIGHLY  LUCRATIVE  ILLICIT  ACTIVITY.   YET  THERE  ARE  STILL 
OTHER  SOPHISTICATED  ORGANIZED  RUSSIAN,  EASTERN  EUROPEAN  AND 
EURASIAN  CRIMINAL  ENTERPRISES  COMPRISED  PRIMARILY  OF  CRIMINALS 
FROM  A  PARTICULAR  ETHNIC  BACKGROUND,  AS  WELL  AS  GROUPS  THAT  ARE 
BASED  AROUND  A  SPECIFIC  CRIMINAL  ACTIVITY  AND  APPEAR  FOCUSED  ON 
MONOPOLIZING  THIS  ACTIVITY.   LIKE  THE  LCN,  MANY  OF  THESE  CRIMINAL 
ENTERPRISES  ACTIVE  IN  THE  U.S.  HAVE  DEMONSTRATED  A  WILLINGNESS  TO 
WORK  IN  CLOSE  CONCERT  WITH  OTHER  NON-RUSSIAN/EURASIAN  OC  GROUPS. 

THE  CURRENT  ECONOMIC  SITUATION  IN  THE  FORMER  SOVIET 
UNION  IS  PROVIDING  A  BREEDING  GROUND  FOR  ORGANIZED  CRIME  GROUPS. 
RUSSIA  AND  THE  RUSSIAN  PEOPLE  ARE  ON  THE  BRINK  OF  WHAT  WILL  PROVE 
TO  BE  ONE  OF  THE  MOST  EXCITING  AND  PROLIFIC  TIMES  IN  THEIR 
ECONOMIC  HISTORY.   THEY  ARE  ATTEMPTING  TO  BUILD  FROM  THE  RUBBLE 
OF  A  COLLAPSED,  CORRUPTED  SYSTEM,  THE  ENTREPRENEURIAL  STRUCTURE 
THAT  WILL  BE  DEPENDENT  ON  THE  PRIVATIZATION  OF  THEIR  COMMERCIAL, 
INDUSTRIAL  AND  MERCANTILE  SYSTEMS.   RUSSIAN  ORGANIZED  CRIME,  LIKE 
THE  LA  COSA  NOSTRA,  IS  PREDATORY,  IT  WILL  FEED  ON  THE  SUCCESSES 
OF  ANY  BUSINESS,  PERHAPS  DESTROYING  ANY  CHANCE  OF  LEGITIMATE 
SUCCESS  IN  THE  PROCESS.   RUSSIAN  ORGANIZED  CRIME  IS  INFILTRATING 
PRACTICALLY  ANY  TYPE  OF  BUSINESS  ACTIVITY.   HOW  DO  THEY 
ACCOMPLISH  THIS  INFILTRATION-  THROUGH  THE  USE  OF  THREATS, 
ACCOMPANIED  BY  VIOLENCE;  AND  FOR  WHAT  PURPOSE?  -  GREED. 

PERHAPS  THE  BEST  ILLUSTRATIVE  EXAMPLE  OF  RUSSIAN 
ORGANIZED  CRIME'S  INFILTRATION  OF  PRIVATE  INDUSTRY  TODAY  IS  IN 
THE  RUSSIAN  BANKING  SECTOR.   BY  FAR,  THE  BANKING  INDUSTRY  IS  THE 
MOST  VULNERABLE  AND  LUCRATIVE  TARGET  FOR  ORGANIZED  CRIME,  AS  WELL 
AS  CORRUPT  PUBLIC  OFFICIALS.   ORGANIZED  CRIME  GROUPS  HAVE  MOVED 
INTO  THE  BANKING  INDUSTRY  AT  AN  UNPRECEDENTED  RATE.   WITH  THE 
DEVELOPMENT  OF  A  MARKET  ECONOMY  IN  RUSSIA  HAS  COME  THE  EMERGENCE 
OF  PRIVATE  COMMERCIAL  BANKS.   THESE  INSTITUTIONS  HAVE  A 
SIGNIFICANT  LACK  OF  REGULATIONS  AND  EXPERIENCE  IN  HANDLING  THEIR 
WORKING  RELATIONSHIP  WITH  STATE  BANKS  AND  THE  INTERNATIONAL 
BANKING  COMMUNITY.   THEY  ARE  EASY  PREY  TO  CRIMINAL  ENTERPRISES 
THAT  ARE  ADEPT  AT  WHITE  COLLAR  CRIME  TYPE  CRIMINAL  ACTIVITY- 
FRAUD,  EMBEZZLEMENT  AND  MONEY  LAUNDERING.   THE  LATTER,  IN  AND  OF 
ITSELF,  IS  A  MAJOR  CONCERN  TO  LAW  ENFORCEMENT  AGENCIES  IN  THE 
UNITED  STATES.   WITH  RUSSIAN  ORGANIZED  CRIME'S  INFILTRATION  OF 
RUSSIAN  BANKING  SYSTEMS  COMES  THEIR  EASY  ACCESS  TO  THE 
INTERNATIONAL  BANKING  COMMUNITY  AND  THE  OPPORTUNITY  TO  LAUNDER 
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THEIR  ILLICIT  PROCEEDS  WHENEVER  AND  WHEREVER  THEY  DESIRE. 
ACCORDING  TO  THE  RUSSIAN  MINISTRY  OF  INTERIOR,  SOME  700  BANKING 
INSTITUTIONS  AND  2,000  COMPANIES  HAVE  BEEN  IMPLICATED  IN 
ORGANIZED  CRIMINAL  ACTIVITY.   CURRENTLY  THE  RUSSIAN  DUMA  IS 
REVIEWING  LEGISLATION  THAT  WILL  ENACT  STRICT  MONEY  LAUNDERING 
STATUTES  IN  AN  EFFORT  TO  STEM  THE  TIDE  OF  MONEY  LAUNDERING  BY 
CRIMINAL  ENTERPRISES  AND  CORRUPT  OFFICIALS. 

U.S.  FIRMS  ATTEMPTING  TO  ESTABLISH  BUSINESS  IN  RUSSIA 
AND  THE  NEWLY  INDEPENDENT  STATES  OF  THE  FORMER  SOVIET  UNION  ARE 
NOT  IMMUNE  FROM  THE  DIRECT  OR  VEILED  THREAT  OF  ORGANIZED  CRIME. 
THEY  MUST  DEAL  WITH  THE  SAME  THREAT  AS  OTHER  PRIVATE  SECTOR 
BUSINESSES  ENDEMIC  TO  THOSE  COUNTRIES.   THE  PRICE  OF  DOING 
BUSINESS  IN  RUSSIA  IS  NOT  ONLY  MONETARILY  HIGH,  BUT  THE  POTENTIAL 
OF  PHYSICAL  HARM  IS  A  FACTOR  TO  U.S.  ENTREPRENEUR'S  THAT  ASSUME 
THE  RISK.   LET  ME  CITE  SOME  ALARMING  STATISTICS  TO  YOU: 
ACCORDING  TO  THE  RUSSIAN  MINISTRY  OF  INTERIOR,  IN  1991,  THERE 
WERE  750  VICTIMS  OF  CONTRACT  KILLINGS  COMPARED  TO  APPROXIMATELY 
2  500  THIS  PAST  YEAR.   THERE  HAVE  BEEN  84  ASSAULTS  ON  HEADS  OF 
RUSSIAN  COMMERCIAL  BANKS  SINCE  19  91,  4  6  OF  THEM  HAVE  BEEN  KILLED. 
FEW  OF  THESE  HAVE  BEEN  SOLVED.   RUSSIAN  LAW  ENFORCEMENT 
AUTHORITIES  ARE  VERY  CONCERNED  WITH  THIS  INCREASED  VIOLENCE.   IN 
AN  EFFORT  TO  ENHANCE  THEIR  ABILITIES  TO  ADDRESS  THIS  ESCALATING 
PROBLEM,  THE  FBI,  WORKING  IN  CONJUNCTION  WITH  THE  DEPARTMENT  OF 
STATE,  IS  DEVELOPING  A  VIOLENT  CRIME  TRAINING  PROGRAM  THAT  WILL 
UTILIZE  EXPERIENCED  FBI  AND  LOCAL  LAW  ENFORCEMENT  HOMICIDE 
INVESTIGATORS,  AS  WELL  AS  LABORATORY  AND  EVIDENCE  TECHNICIANS,  TO 
ASSIST  RUSSIAN  LAW  ENFORCEMENT  IN  THIS  AREA. 
NOT  ONLY  IS  ORGANIZED  CRIME  VIOLENCE  A  CONCERN  TO  U.S. 
BUSINESSES,  BUT  CORRUPT  PUBLIC  OFFICIALS  WHO  SOLICIT  BRIBES  AS  A 
COST  OF  DOING  BUSINESS  ARE  AN  EVERY  DAY  REALITY  TO  THE  U.S. 
BUSINESSMAN  OPERATING  THERE. 

PERHAPS  THE  BIGGEST  OBSTACLE  FACING  RUSSIA  IN  ITS 
EFFORTS  TO  COMBAT  ORGANIZED  CRIME  IS  THE  CORRUPTION  WITHIN  THE 
GOVERNMENT  AND  CORRUPTION  WITHIN  THE  LAW  ENFORCEMENT  COMMUNITY. 
CORRUPTION  WAS  EXTENSIVE  PRIOR  TO  THE  COLLAPSE  OF  THE  FORMER 
SOVIET  UNION.   OLD  WAYS  CAN  DIE  HARD.   THE  MINISTRY  OF  INTERIOR, 
ALSO  KNOWN  AS  THE  MVD,  RECOGNIZES  THAT  CORRUPTION  WITHIN  THE 
GOVERNMENT  AND  WITHIN  THE  LAW  ENFORCEMENT  COMMUNITY  IS 
PROBLEMATIC  AND  A  SIGNIFICANT  HINDERANCE  IN  ITS  BATTLE  TO  CONTROL 
THE  ORGANIZED  CRIME  PROBLEM.   NOT  UNTIL  THE  "RULE  OF  LAW"  IS 
EMBEDDED  INTO  THE  LEGAL  AND  POLITICAL  STRUCTURES  OF  RUSSIA  AND 
THE  NEWLY  INDEPENDENT  STATES,  WILL  THE  RAMPANT  CORRUPTION  ABATE. 

WHILE  THE  FBI  IS  COGNIZANT  OF  THE  EXISTENCE  OF 
CORRUPTION  IN  THE  MVD  RANKS,  WE  HAVE  ELECTED  TO  FORGE  A 
RELATIONSHIP  WITH  SELECTED  ELEMENTS  OF  THE  AGENCY  TO  ASSIST  THE 
MVD  IN  DEVELOPING  A  PROFESSIONAL  PRESENCE.   IN  THE  PAST,  WE 
LIMITED  WHAT  WE  PROVIDED  TO  THE  MVD  TO  LESS  SENSITIVE  MATTERS. 
IF  WE  ARE  TO  BE  SUCCESSFUL  IN  ADDRESSING  RUSSIAN,  EASTERN 
EUROPEAN  AND  EURASIAN  CRIMINAL  ENTERPRISES  OPERATING  WITHIN  OUR 
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BORDERS,  AS  A  LAW  ENFORCEMENT  AGENCY  WE  MUST  TAKE  CALCULATED 
RISKS  IN  SEEKING  ASSISTANCE  FROM  THE  MA/D,  OR  ANY  OTHER  AGENCY  WE 
MUST  ESTABLISH  LIAISON  WITH  TO  PURSUE  THIS  CRIMINAL  ACTIVITY. 
OUR  LEGAL  ATTACHE  IN  MOSCOW  FOR  EXAMPLE,  MAKES  THE  DETERMINATION, 
IN  CONCERT  WITH  THE  RESPECTIVE  FIELD  DIVISION  AND  FBI 
HEADQUARTERS  INPUT,  ON  WHAT  EXTENT  THE  MVD  WILL  BE  ASKED  FOR 
ASSISTANCE  OR  BE  PROVIDED  INFORMATION  NECESSARY  TO  INITIATE  THEIR 
OWN  INVESTIGATION.   TO  DATE,  NO  FBI  INVESTIGATION  HAS  BEEN 
COMPROMISED  BY  THE  MVD. 

THE  FBI'S  INTERNATIONAL  APPROACH  IN  COMBATING  RUSSIAN 
AND  OTHER  INTERNATIONAL  ORGANIZED  CRIME  GROUPS  INVOLVES  THE 
PROVISION  OF  GENERAL  AND  SPECIALIZED  LAW  ENFORCEMENT  TRAINING  TO 
FOREIGN  LAW  ENFORCEMENT  AGENCIES.   THIS  IS  PARTICULARLY  NECESSARY 
WITH  RESPECT  TO  THE  POLICE  AGENCIES  OF  SOME  OF  THE  NEWLY  EMERGING 
DEMOCRACIES.   THIS  TRAINING  IS  ACCOMPLISHED  THROUGH  FUNDING  MADE 
AVAILABLE  BY  THE  DEPARTMENT  OF  STATE.   THE  FBI  AND  THE  DEPARTMENT 
OF  STATE,  WORKING  TOGETHER,  ARE  RESPONSIBLE  FOR  THE  INTERNATIONAL 
TRAINING  ACADEMY  IN  BUDAPEST,  HUNGARY  WHICH  FUNCTIONS  AS  THE 
CENTER  FOR  LAW  ENFORCEMENT  TRAINING  OFFICERS  FROM  MANY  EASTERN 
EUROPEAN,  RUSSIAN  AND  EURASIAN  NATIONS.   THROUGH  DEPARTMENT  OF 
STATE  FUNDED  PROGRAMS  UNDER  THE  FREEDOM  SUPPORT  ACT  AND  THE 
SUPPORT  FOR  EASTERN  EUROPEAN  DEMOCRACIES  ACT,  THE  FBI  HAS  TRAINED 
APPROXIMATELY  1,800  LAW  ENFORCEMENT  OFFICERS  FROM  RUSSIA,  THE 
UKRAINE,  LATVIA,  POLAND,  AND  LITHUANIA,  TO  NAME  A  FEW.   THE  FBI 
HAS  ALSO  PROVIDED  TrJ^INING  ON  OTHER  INVESTIGATIVE  RELATED  TOPICS 
TO  AN  ADDITIONAL  2200  FOREIGN  LAW  ENFORCEMENT  OFFICIALS 
THROUGHOUT  EUROPE  WHICH  IMPACT  ON  RUSSIAN  ORGANIZED  CRIME 
MATTERS.   THE  INSTRUCTORS  IN  THESE  PROGRAMS  HAVE  AN  ESTABLISHED 
EXPERTISE  IN  CRIMINAL  INVESTIGATIONS,  ESPECIALLY  ORGANIZED  CRIME 
AND  WHITE  COLLAR  CRIME.   THIS  TRAINING  DEMONSTRATES  TO  POLICE 
AGENCIES  OF  THE  NEW  DEMOCRACIES  HOW  EFFECTIVE  LAW  ENFORCEMENT  CAN 
BE  CONDUCTED  WITHIN  THE  LEGAL  FRAMEWORK  OF  A  DEMOCRATIC  SOCIETY, 
AND  PROVIDES  NECESSARY  CORE,  GENERAL  AND  SPECIFIED  LAW 
ENFORCEMENT  INSTRUCTION.   THE  MOST  BENEFICIAL  PART  OF  THIS 
TRAINING  IS  THE  OPPORTUNITY  IT  PROVIDES  THE  TRAINERS  AND  THE 
TRAINEES  TO  INTERACT  ABOUT  SPECIFIC  CRIME  PROBLEMS  BEING 
ENCOUNTERED  IN  THEIR  COUNTRIES,  HOW  TO  ADDRESS  THE  PROBLEM,  SHARE 
EXPERIENCES  LEARNED  IN  THE  PROCESS  AND  FORGE  NEW  RELATIONSHIPS 
FOR  FUTURE  COOPERATION  ON  MATTERS  OF  MUTUAL  INTEREST  AND  CONCERN. 
IN  SOME  OF  OUR  INVESTIGATIONS,  THE  FBI  HAS  BENFITTED  BY  BRINGING 
ACTUAL  CASE  INVESTIGATORS  TO  THE  U.S.  TO  WORK  SIDE  BY  SIDE  WITH 
FBI  AGENTS.   THIS  IS  A  CONTINUATION  OF  THE  TRAINING  WE  HAVE 
PROVIDED  AND  ALLOWS  "HANDS  ON"  APPLICATION  AND  OBSERVATION  OF 
INVESTIGATIVE  TECHNIQUES  SUCCESSFULLY  EMPLOYED  BY  THE  FBI  IN  OUR 
ORGANIZED  CRIME  INVESTIGATIONS. 

AS  EXAMPLES  OF  THE  SUCCESSES  THE  FBI  HAS  SEEN  FROM 
CONTACTS  AND  LIAISON  ESTABLISHED  AS  A  RESULT  OF  THIS  TRAINING,  A 
CENTRAL  EUROPEAN  WORKING  GROUP  ON  INTERNATIONAL  ORGANIZED  CRIME 
AND  SIX-NATION  WORKING  GROUP  ON  INTERNATIONAL  ORGANIZED  CRIME 
WERE  ESTABLISHED  THIS  PAST  YEAR  TO  BRING  TOGETHER  LAW  ENFORCEMENT 
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AGENCIES  FROM  EASTERN  AND  WESTERN  EUROPE,  AND  CANADA,  TO  DISCUSS 
SPECIFIC  ORGANIZED  CRIME  THREATS  COMMON  TO  THE  COUNTRIES 
REPRESENTED.   LINES  OF  COMMUNICATION  AND  WORKING  RELATIONSHIPS 
ARE  NOW  ESTABLISHED  AND  TANGIBLE  LAW  ENFORCEMENT  SOLUTIONS  TO  THE 
ORGANIZED  CRIME  PROBLEMS  OF  THE  REGION  ARE  PLANNED.   FBI  EUROPEAN 
AND  NORTH  AMERICAN  LEGATS  HAVE  ADVISED  THAT  AS  A  DIRECT  RESULT  OF 
THIS  INITIATIVE  SEVERAL  COUNTRIES  WERE,  FOR  THE  FIRST  TIME,  ABLE 
TO  ESTABLISH  CONTINUING  LIAISON  COMMUNICATIONS  WITH  OTHER 
REPRESENTED  ORGANIZATIONS  ON  A  DIRECT  PROFESSIONAL  LEVEL,  AND  TO 
INITIATE  JOINT  INVESTIGATIONS.   THE  RESULTING  PRODUCT  OF  THESE 
CONSTRUCTIVE  MEETINGS  IS  AN  INVESTIGATIVE  ORGANIZED  CRIME  TASK 
FORCE,  INTERNATIONAL  IN  SCOPE,  THAT  IS  TARGETING  SEVERAL 
SIGNIFICANT  CRIMINAL  ORGANIZATIONS  WHICH  WERE  DETERMINED  TO  BE  A 
MAJOR  THREAT  TO  THE  REGION  AND  TO  THE  U.S.  WHERE  THE 
ORGANIZATIONS  ARE  INVOLVED  IN  SIGNIFICANT  CRIMINAL  ACTIVITY. 

THANK  YOU  VERY  MUCH.   THIS  CONCLUDES  MY  TESTIMONY  FOR 
TODAY . 
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U.S.  Department  of  Justice 

Federal  Bureau  of  Investigation 


Washington.   D.  C.     20535 

January   17,    1996 


JIM  E.    MOODY 


During  December,  1995,  Mr.  Moody  was  promoted  to  be  the 
Deputy  Assistant  Director  in  the  Criminal  Investigative  Division 
at  FBI  Headquarters.   He  is  responsible  for  all  Organized  Crime 
and  Drug  investigations  conducted  by  the  FBI. 

Mr.  Moody  is  an  court -recognized  expert  on  Organized 
Crime.   He  has  trained  law  enforcement  officers  throughout  the 
world  concerning  strategies  and  tactics  to  employ  against 
Organized  Crime.   He  has  also  consulted  with  legislators  and 
Governments  concerning  the  phenomenon  of  Organized  Crime  and  the 
need  for  specific  legislation  targeting  organized  criminal 
activity.   Mr.  Moody  is  believed  to  be  the  first  FBI  Agent  to 
officially  visit  the  Soviet  Union  and  he  headed  the  first  FBI 
liaison  teams  to  Russia  and  the  People's  Republic  of  China.   He 
also  represented  the  FBI  with  the  United  Nations,  European  Union, 
and  G7/P8  as  an  expert  on  Organized  Crime. 

Mr.  Moody  was  sworn  in  as  a  Special  Agent  in  the 
Federal  Bureau  of  Investigation  in  November,  1970.   Following  a 
period  of  training  at  Quantico,  Virginia,  he  was  assigned  to  the - 
Atlanta,  Georgia  FBI  Office.   While  in  that  office,  he  conducted 
a  wide  variety  of  criminal  investigations.   From  Novettiber,  1971, 
to  Noven\ber,  1981,  Mr.  Moody  was  assigned  to  the  New  York  City 
FBI  Office.   While  there,  he  conducted  organized  crime 
investigations.   He  specifically  conducted  and  coordinated 
investigations  targeting  the  Genovese  La  Cosa  Nostra  family  and 
then  the  Gambino  La  Cosa  Nostra  family.   Later,  he  supervised  the 
Special  Operations  Squad  for  the  New  York  Office.   In  this 
position,  he  managed  undercover  and  court-ordered  electronic 
surveillance  operations  targeting  New  York-based  La  Cosa  Nostra 
families.   In  his  final  assignment  in  New  York,  he  was 
responsible  for  all  investigations  targeting  the  Colombo  and 
Bonanno  La  Cosa  Nostra  families  and  he  managed  the  investigation 
that  successfully  targeted  the  New  York  La  Cosa  Nostra 
Commission.   This  investigation  led  to  the  successful  prosecution 
of  the  leadership  of  all  five  La  Cosa  Nostra  families 
headquartered  in  New  York  City. 
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Mr.  Moody  was  then  transferred  to  FBI  Headquarters  in 
Washington,  D.C.,  to  assume  duties  in  the  Organized  Crime 
Section,  Criminal  Investigative  Division.   From  November,  1981, 
to  September,  1986,  he  coordinated  all  the  FBI's  Labor 
Racketeering  investigations  specifically  targeting  the  La  Cosa 
Nostra 's  infiltration  and  dominance  over  United  States  labor 
unions.   He  also  managed  all  criminal  investigations  that  evolved 
from  the  criminal  association  allegations  being  investigated  by 
the  Special  Prosecutor  investigating  United  States  Department  of 
Labor  Secretary  Raymond  Donovan. 

In  October,  1986,  Mr.  Moody  was  designated  Assistant 
Special  Agent  in  Charge  of  the  Los  Angeles,  California  FBI 
Office.   In  this  assignment,  he  oversaw  all  Organized  Crime,  Drug 
and  Violent  Crimes  investigations  for  that  region. 

In  August,  198  9,  Mr.  Moody  assumed  the  position  of 
Chief,  Organized  Crime  Section,  Criminal  Investigative  Division, 
FBI  Headquarters.   He  managed  the  FBI's  programs  targeting  the' 
American  La  Cosa  Nostra,  Italian,  Asian  and  European/Eurasian 
Organized  Crime  and  drug  trafficking  groups. 

Mr.  Moody  graduated  from  Stroud  High  School  in  1959. 
After  graduation  in  1963  from  Central  State  College,  Edmond, 
Oklahoma,  with  a  Bachelor  of  Science  degree  in  Business 
Administration,  Mr.  Moody  was  drafted  and  served  six  years  with 
the  United  States  Army.   Upon  completion  of  his  second  combat 
tour  in  Vietnam,  he  was  honorably  discharged,  in  1969,  with  the 
rank  of  Captain.   Upon  release  from  active  duty,  Mr.  Moody 
attended  Tulsa  University.   He  then  entered  private  industry. 

Mr.  Moody  is  married  with  two  children. 
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Testimony  Before  the  House  International  Relations  Committee 

on 

International  Organized  Crime 

by 

David  Carey 

Director,  DCI  Crime  and  Narcotics  Center 

31  January  1996 


On  behalf  of  the  Deputy  Director  for  Intelligence,  I 
would  like  to  thank  the  committee  for  the  opportunity  to 
address  the  threat  that  international  organized  criminal 
groups  pose  to  US  national  security  interests  and  explain 
what  the  Intelligence  Community  is  doing  to  improve 
collection  and  analysis  on  this  issue.   My  remarks  will 
focus  on  three  elements  of  the  threat--trends  in 
transnational  criminal  activity;  the  impact  of  crime  and 
corruption  on  political  and  economic  stability  in  foreign 
countries;  and  expanding  international  networks  and 
cooperation  among  criminal  organizations. 

First,  trends. 

Transnational  criminal  activities  are  growing  in  every 
region  of  the  world  as  organized  criminal  groups  take 
advantage  of  the  lowering  of  political  and  economic 
barriers,  societies  in  transition,  and  modern 
telecommunications,  technology,  and  business  practices  that 
facilitate  legitimate  international  commerce.   Indeed, 
organized  crime  groups  are  moving  aggressively  into  the 
legitimate  economies  of  many  covintries  as  business  owners, 
undermining  opportunities  for  legitimate  entrepreneurs  and 
foreign  investors,  including  US  businessmen. 

Drug  trafficking  mafias  in  many  countries  are 
increasingly  sophisticated  and  flexible  in  their  operations 
and  are  expanding  production  and  trafficking  routes. 
Although  cocaine  and  heroin  will  remain  major  narcotics 
threats,  the  production  and  distribution  of  new  drugs  are 
becoming  a  significantly  greater  problem. 

The  smuggling  of  illegal  aliens  is  a  thriving  business 
worldwide.   Alien  smuggling  rings  in  Latin  America  and  Asia 
are  not  as  highly  organized  as  drug  trafficking  groups,  but 
they  work  in  close  association  with  other  smugglers  and 
corrupt  public  officials. 
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Although  organized  crime  groups  appear  to  be  only 
peripherally  involved  in  the  gray  arms  market--which  is 
dominated  by  freelance  brokers,  corrupt  exporters,  and 
import  front  companies--conf licts  in  the  Balkans  and  in  the 
former  Soviet  Union  have  encouraged  Italian  and  Russian 
criminal  organizations  in  particular  to  expand  their 
involvement  in  arms  trafficking. 

As  criminal  organizations  grow  in  sophistication  and 
expand  their  networks,  they  could  become  increasingly 
involved  in  supporting  proliferation  and  terrorist 
activities.   Their  networks  and  mechanisms  for  illicit 
financial  deals  could  also  make  them  greater  players  in 
international  sanctions  violations. 

The  growing  complexity  and  connectivity  of  the 
international  financial  system  offer  significant  new 
opportunities  for  criminal  organizations  to  hide  the  source 
of  illicit  funds,  to  invest  in  legitimate  enterprises,  and 
to  engage  in  more  sophisticated  financial  fraud  schemes. 
Although  there  has  been  no  reliable  information  to  date  that 
any  criminal  group  has  attempted  to  manipulate  international 
financial  or  commodities  markets,  the  potential  threat  and 
implications  are  significant. 

Next,  impact. 

Although  criminal  groups  rarely  organize  politically, 
they  can  and  do  gain  considerable  power  over  political  and 
economic  systems  through  corruption,  intimidation,  and  the 
economic  influence  they  exercise.   Public  perceptions  that 
government  cannot  cope  with  the  power  and  influence  of 
criminal  organizations  or  provide  citizens  and  legitimate 
businesses  security  from  criminal  predators  can  erode 
support  for  national  institutions  and  economic  and  political 
reform. 

Nowhere  is  this  more  appar.ent  than  in  Russia,  where 
Russian  media  polls  consistently  indicate  that  Russians 
regard  organized  crime  as  their  country's  most  serious 
problem,  with  many  believing  the  "mafiya"  has  more  power 
than  the  political  leadership  or  bureaucracy.   The 
intermingling  of  the  political,  economic,  and  criminal 
sectors  that  dominate  Russian  society  undermines  the 
credibility  of  political  and  economic  reform  and  encourages 
support  for  hardline,  antidemocratic,  antireform 
politicians.   Russian  criminal  groups  have  significant 
influence  in  strategic  sectors  of  the  economy--like  the  oil 
and  metal  industries--through  high-level  political 
corruption  and  protection.   They  are  infiltrating  financial 
institutions,  disrupting  privatization  programs,  and 
deterring  foreign  investment.   Not  only  is  this  hurting  the 
Russian  economy  but  also  organized  crime  is  making  it  more 
difficult  for  US  businessmen  to  operate  in  Russia.   The 
Russian  military's  criminal  connections  threaten  the 
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security  of  nuclear  weapons  and  materials  and  continue  to 
sap  military  preparedness. 

Finally,  expanding  criminal  networks  and  cooperation. 

The  problem  of  international  organized  crime  is  much 
more  urgent  than  in  the  past  because  criminal  organizations 
are  becoming  increasingly  sophisticated  and  international  in 
the  scope  of  their  activities.   Russian  criminal 
organizations  are  expanding  their  power  and  influence 
outside  the  borders  of  the  former  Soviet  Union.   Foreign 
criminal  organizations--particularly  Russian  and  Italian 
crime  groups--are  taking  advantage  of  the  political  and 
economic  transition  in  central  and  eastern  Europe  to 
establish  new  bases  for  money  laundering  and  for 
transnational  criminal  activities  like  drugs,  arms,  and 
alien  smuggling.   Nigerian  criminal  cells  in  countries 
around  the  world  are  engaged  in  narcotics  trafficking  and 
significant  financial  fraud  activities. 

Meanwhile,  criminal  organizations  are  increasingly 
cooperating  to  broaden  the  reach  and  scope  of  their 
activities.   The  Colombian  drug  mafia  and  Italian  organized 
crime  groups  have  long  collaborated  in  developing  the  West 
European  cocaine  market.   Russian  and  Italian  criminal 
organizations  are  cooperating  in  narcotics  trafficking  in 
Eastern  and  Central  Europe.   Asian  cind  Latin  American 
criminal  groups  cooperate  in  facilitating  the  transit  of 
illegal  aliens  into  the  United  States.   Cooperation  among 
criminal  groups  that  is  now  primarily  tactical  in  nature  may 
become  more  comprehensive,  with  groups  sharing  information, 
services,  resources,  and  markets  according  to  the  principles 
of  supply-and-demand  and  comparative  «dvantage. 

For  these  reasons,  the  Intelligence  Community  is 
enhancing  collection  and  analysis  programs  in  order  to 
provide  national-level  policymakers  and  the  US  law 
enforcement  community  with  the  best  information  and 
assessments  of  the  international  organized  crime  threats  to 
the  United  States  and  its  interests  overseas.   The 
Intelligence  Community  is  focusing  collection  on  the 
structure  and  networks  of  organized  crime  groups  and  on  the 
political  and  economic  implications  of  the  problem.   The  CIA 
has  reorganized  the  DCI  Counternarcotics  Center  into  the  DCI 
Crime  and  Narcotics  Center  to  focus  analysis  on 
international  organized  crime.   The  CNC  is  the  Intelligence 
Community's  focal  point  for  interaction  with  the  US  law 
enforcement  agencies  with  the  aim  of  providing  actionable 
intelligence  on  specific  foreign  criminal  organizations. 

I  will  now  be  happy  to  answer  any  questions  you  might 
have. 

Thank  you . 
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David  W.  Carey 

Director 

DCI  Crime  and  Narcotics  Center 


David  W.  Carey  was  born  in  San  Antonio,  Texas  on  14  October 
1944.   He  married  Charlene  Hanunond  of  Arlington,  Virginia  in 
1971,  and  they  have  one  daughter,  Leah,  born  in  1978. 

Mr.  Carey  received  a  Bachelor  of  Science  degree  in 
Agricultural  Economics  from  Cornell  University  in  1966  and  a 
Master  of  Business  Administration  from  the  University  of  Delaware 
in  1968. 

Mr.  Carey  was  an  Instructor  in  the  Food  Business  Institute, 
University  of  Delaware  during  1968/69.  teaching  in  the 
University's  academic  program  and  in  various  seminars  for  U.S. 
and  foreign  food  industry  participants . 

Mr.  Carey  joined  the  Agency  in  June  1969  as  «ui  analyst 
in  the  Office  of  Economic  Research,  cuid  worked  on  Soviet 
agriculture,  manpower,  and  environment.  In  February  1989, 
Mr.  Carey  was  appointed  Deputy  Director  of  the  newly  established 
DCI  Countemarcotics  Center.   In  September  of  1990.  Mr.  Carey  was 
given  another  appointment.   Mr.  Catey  returned  to  the  DCI 
Countemarcotics  Center  as  the  Director  in  Jsmuary  of  1993  .   The 
Center  was  renamed  and  given  an  expanded  mission  in  December 
1994. 
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Amaud  de  Borchgrave 

Senior  Advisor 


Center  for  Strategic  &  International  Studies 
Washington,  DC 


PERSONAL       February  5,  1996 


The  Honorable  Benjamin  A.  Oilman, 

Chainnan 

Committee  on  International  Relations 

House  of  Representatives 

2170  Raybum  HOB 

Washington,  D.C. 


Dear  Ben: 


It  was  an  honor,  a  privilege  and  a  pleasure  to  testify  before  your  prestigious  Committee 
last  Wednesday,  January  31.  Please  find  herewith  attached  a  copy  of  my  extended  remarks. 
This  is  destined  to  be  inserted  in  the  record  of  the  hearings  on  transnational  crime. 

Please  call  me  if  the  need  arises  for  further  information.  You  might  also  let  me  know 
when  it  would  be  convenient  for  us  to  give  a  small  dinner  in  your  honor  with  some  of  the 
more  important  foreign  ambassadors  stationed  in  Washington.  We  would  dearly  love  to  have 
you  in  our  Kalorama  home. 

With  my  warmest  regards. 
Arnaufl  de  Borchgrave 


1 800  K  Street  Northwest   •  Washington,  DC  20006  •  Telephone  202/77S-328S  •  FAX202/78S-I688 


House  of  Representatives,  Committee  on  International  Relations 


Testimony  from  Arnaud  de  Borchgrave.  Director,  Global  Organized  Crime  Project, 
Center  for  Strategic  &  International  Studies  (CSJS),  on  January  31. 1996. 

We  have  witnessed  many  fascinating  phenomena  since  the  end  of  the  cold  war,  some 
encouraging,  some  discouraging,  but  only  one  truly  alarming  development  --  and  that 
is  an  astonishing  proliferation  of  transnational  chme  syndicates,  and,  even  more 
disturbing,  the  global  alliances  they  have  created. 

There  is  a  growing  crisis  of  law  and  order  over  an  increasingly  large  part  of  the  globe. 
The  collapse  of  the  Soviet  empire  led  to  a  breakdown  of  the  discipline  that  had  been 
generated  by  a  fear  we  no  longer  fear.  Transnational  crime,  which  knows  no  borders, 
has  carved  up  the  planet  into  privileged  sanctuaries  of  all  manner  of  crime. 

CSIS  has  undertaken  a  major  project  on  "Global  Organized  Crime"  to  assess  the 
dimensions  of  transnational  crime,  the  nature  of  the  threat,  and  to  make 
recommendations  on  measures  to  cope  with  it. 

GOC's  Steering  Group  is  chaired  by  Judge  William  H.  Webster,  the  former  DCI  and  FBI 
Director,  and  is  composed  of  some  30  prominent  experts  from  the  intelligence,  law 
enforcement  and  corporate  security  communities.  I  direct  the  project  which  has 
spawned  seven  task  forces  (composed  of  150  members,  each  one  an  expert  in  his  or 
her  field)  that  deal  with  money  laundering;  counterteiting;  the  smuggling  of  radioactive 
materials;  the  smuggling  of  millions  of  illegal  immigrants  from  east  to  west  and  from 
south  to  north;  narcotics  trafficking;  Russian  Organized  Crime;  Asian  Organized  Crime; 
cybercrime  and  information  technology  security;  cyberterrorism;  cyberwarfare,  or 
infowar. 

After  18  months  on  the  job,  there  is  little  doubt  in  our  collective  minds  that  the 
dimensions  of  transnational  crime  present  a  far  greater  international  security 
challenge  than  anything  Western  democracies  had  to  deal  with  during  the  cold  war. 
Jim  Woolsey,  the  former  DCI,  who  is  also  a  member  of  our  Steering  Group,  could  not 
have  put  it  better  and  more  succinctly  when  he  said,  "We  have  slain  the  dragon  of  the 
Soviet  empire,  but  we  now  find  ourselves  in  a  jungle  filled  with  a  bewildering  variety  of 
poisonous  snakes." 

The  Committee  has  requested  that  we  emphasize  Russian  Organized  Crime  today. 
President  Yeltsin,  as  we  know,  has  called  his  own  country,  which  still  spans  eleven 
time  zones,  the  biggest  mafia  state  in  the  worid,  the  superpower  of  crime.  He  has 
accused  officials  of  turning  a  blind  eye  to  the  criminal  penetration  of  the  MVD,  the  very 
organization  that  is  in  charge  of  fighting  organized  crime. 
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Mr.  Yelsin's  own. Security  Council  has  stated  publicly  that  there  is  a  "growing  terror  that 
has  challenged  the  very  nature  of  democratic  reforms."  Poisoning  has  now  been 
added  to  the  contract  murders  of  businessmen,  bankers  and  officials  who  spurn  the 
demands  of  organized  crime.  Contract  hits  now  average  about  500  a  year. 

What  Mr.  Yeltsin  is  not  yet  ready  to  concede  is  that  DCs  tentacles  have  spread  to  the 
Security  Council  itself.  The  head  of  the  German  FBI,  or  BKA,  says  there  is  now  a  "lethal 
mix  of  transnational  criminal  activity  and  intelligence  services  in  Russia." 

The  Communist  Party  was  the  only  party  to  enrich  itself  at  its  own  funeral.  CSIS'  task 
force  on  Russian  organized  crime  has  been  briefed  many  times  --  most  recently 
yesterday  by  a  former  KGB  officer  with  specialized  knowledge  on  OC  --  on  how  what 
we  believe  to  be  the  beginning  of  a  free  market  democratic  system  in  Russia  is.  in 
reality,  a  criminally  focused  state  from  top  to  t)Ottom. 

Our  briefers  have  explained  in  great  details,  with  names,  dates  and  places,  that  we  are 
up  against  a  "feudal  kleptocracy"  that  is  not  governed  by  laws,  but  by  inviduals  who 
wield  power  through  their  connections  with  OC. 

When  the  Soviet  Union  broke  up  in  1991 ,  the  KGB  immediately  reduced  its  effectives 
by  about  100,000  agents.  Most  of  them  went  straight  into  organized  crime  syndicates 
that  needed  their  inside  knowledge  of  financial  conduits  abroad  and  of  the  clandestine 
agents  they  once  handled  while  stationed  in  foreign  countries.  They  also  found 
employment  in  the  security  business  at  home  and  could  thus  extort  while  "protecting." 
And  there  is  no  Russian  Elliott  Ness. 

I  personally  investigated  --  and  in  many  cases  witnessed  --  what  Russian  thieves-in- 
law  or  mafia  dons  were  doing  all  over  Western  Europe,  North  America  and  Latin 
America.  Carrying  $5  million  to  $10  million  around  in  $100  bills  in  suitcases,  they  are 
buying  choice  properties  all  the  way  from  Buenos  Aires  to  Berlin,  from  Marbella, 
Spain,  to  Monte  Carlo,  Monaco.  In  one  day  last  July,  a  former  KGB  operative  in 
Switzerland,  bought  eleven  villas  for  $10  million  on  the  French  side  of  the  Geneva 
border  (as  foreigners  are  not  allowed  to  buy  in  Switzerland). 

Mr.  Jurgen  Storbeck,  the  German  director  of  Europol,  a  nascent  EU  police 
investigative  unit  (without  law  enforcement  powers),  said  recently  "there  is  a  tidal  wave 
of  cash  of  dubious  origin  being  invested  by  Russians.  Russians  are  now  the  most 
active  in  buying  up  any  assets  on  the  European  markets,  including  companies,  office 
buildings,  stores,  restaurants,  clubs  etcetera.  The  French  Riviera,  Vienna,  Berlin,  Paris, 
London  and  Cyprus  seem  to  be  favorite  locations  at  this  time.  Billions  of  dollars  are 
being  channelled  each  month  to  Cyprus  alone  to  be  laundered.  No  one  is  quite 
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sure  about  how  the  money  is  being  made  and  where  it's  coming  from.  But  we  do  know 
that  much  of  it  is  obtained  through  extorsion  and  other  criminal  activities." 

Dr.  Zbigniew  Brzezinski,  the  former  National  Security  Adviser,  who  also  headquarters 
at  CSIS,  estimates  that  Russia  has  taken  in  approximately  $110  billion  from  all 
Western  countries  and  international  institutions  during  the  past  seven  years.  Of  that 
amount,  he  reckons  that  between  60%  and  70%  has  found  its  way  back  to  secret 
banks  accounts  abroad. 

The  KGB  defector  who  briefed  us  yesterday  said  that  Russian  organized  crime  and  the 
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state  are  so  intertwined  that  the  criminal  structure,  which  starts  at  the  top,  is  beyond 
unraveling.  He  went  on  to  say  that  the  Administration  believes  it  is  dealing  with 
government  counterparts,  but  that  these  Russian  agencies  are  not  in  a  position  to 
make  things  happen  through  their  bureaucracies.  Individuals  connected  to  OC  have 
that  power.  And  OC's  motto  stands  for  mystery,  secrecy  and  authority.  Everyone  has 
what  the  Russians  call  a  (criminal)  roof  over  their  heads,  which  provides  protection, 
and  which  explains  why  there  hasn't  been  a  single  bank  robbery  --  only  contract 
murders  of  bankers  who  wouldn't  go  along  with  OC.  Anyone  who  says  he  doesn't 
have  or  need  such  a  roof,  according  to  this  KGB  defector,  is  either  lying  or  a  masochist. 
The  ultimate  umbrella,  he  and  others  have  told  our  task  force,  is  General  Khorzhakov, 
the  commander  of  the  Kremlin's  security  force  (15,000-strong),  described  in  the 
Russian  media  as  "Yeltsin's  Rasputin." 

Of  more  direct  concern  to  our  mandate  at  CSIS  on  transnational  crime  is  the  fact  that 
Russian  OC  has  established  relations  with  counterparts  in  29  countries  and  operates 
in  17  U.S.  cities  in  14  states.  These  figures  came  from  tesimony  given  by  FBI  Director 
Louis  Freeh  on  May  25,  1994.  We  believe  the  number  of  countries  has  grown  by  at 
least  ten  in  the  past  two  years.  Of  an  estimated  6,000  criminal  gangs  in  Russia,  which 
employ  some  100,000  fuiltime  members  and  some  three  million  part-timers,  more  than 
220  of  these  gangs  have  been  identified  as  operational  in  the  United  States. 

There  is  a  tendency  in  Western  democracies  to  adopt  the  ungainly  posture  of  the 
proverbial  ostrich  --  and  then  to  express  outraged  surprise  when  we  get  kicked  in  the 
most  obvious  place.  Our  GOC  study  has  also  determined  that  there  is  a  direct 
correlation  between  the  exponential  growth  of  transnational  crime  and  the  computer 
revolution.  Traditional  prerogatives  of  national  sovereignty  have  not  only  been 
challenged  in  cyberspace;  they  have  ceased  to  exist.  But  we  still  seem  oblivious  to 
how  vulnerable  information  technology  has  made  us.  A  former  computer  topsider  in 
the  intelligence  community  said,  "Give  me  $1  billion  and  20  hackers,  and  I  can  shut 
down  America."  A  DoD  colleague,  upon  hearing  the  statement,  said  he  could  do  it  for 
$100  million. 

In  order  to  test  the  security  and  vulnerability  of  DoD's  communications  systems  and 
networks,  the  ASSIST  Center  of  DISA  (Defense  Information  Systems  Agency)  was 
tasked  to  attempt  to  penetrate  the  Pentagon's  worldwide  operations.  For  these  mock 
attacks  they  did  not  use  sophisticated  tools  and  techniques  but  rather  software 
available  to  anyone  on  Internet  such  as  SATAN  and  ROOTKIT. 

First  they  were  able  to  gain  full  user  privileges  of  three  per  cent  of  computers  through 
the  frontdoor.  Then,  by  exploiting  the  relationships  of  trust  of  the  three  per  cent,  they 
were  able  to  penetrate  88  per  cent  of  all  targeted  systems.  96  per  cent  of  those  attacks 
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went  undetected.  And  of  the  four  per  cent  who  did  realize  they  had  been  successfully 
attacked,  only  five  per  cent  reported  the  incident  to  their  superiors. 

Computer  networks  are  being  used  by  a  growing  number  of  states  in  vacuuming 
specific  industries  and  companies  and  sharing  intelligence  with  its  domestic 
producers.  The  FBI  estimates  that  57  nations  have  used  covert  means  to  obtain 
advanced  technologies  from  U.S.  corporations.  Sub-state  or  non-state  criminal  actors 
are  using  the  same  methods.  At  least  400  of  the  Fortune  500  corporations  have  been 
penetrated  -  and  again  only  five  per  cent  were  aware  of  the  intrusion. 

In  all  of  1991 ,  CERT  (The  DoD-funded  Computer  Emergency  Response  Team  in 
Pittsburgh)  handled  191  incidents  of  electronic  penetration.  It  is  now  averaging  300 
plus  per  month. 

The  computer  revolution  has  created  a  global  village  without  a  police  department  and 
national  law  enforcement  is  from  five  to  ten  years  behind  the  cybercriminals  who 
operate  in  the  seamless  world  of  cyberspace. 

Computer  technology  leaps  forward  exponentially,  doubling  in  power  and  speed  every 
18  months.  But  it  now  takes  an  average  of  49  months  for  a  government  agency  to 
purchase,  acquire  and  install  a  new  computer,  by  which  time  they  are  about  three 
generations  out  of  date.  The  State  Department  is  still  using  1977  technology.  Yet 
today's  state-of-the-art  desktop  work  station  is  more  powerful  than  the  mainframe  that 
put  a  spacecraft  on  the  moon  in  1969.  And  the  year  2000  will  see  a  desktop  PC  that  is 
1 ,000  times  more  powerful  than  today's  latest  model.  Some  90  per  cent  of  the 
revenues  of  computer  companies  are  generated  by  products  that  were  not  on  the 
market  two  years  ago. 

These  little  technological  marvels  can  access  the  computers  and  the  mainframes,  with 
far  superior  capabilities,  that  are  used  by  the  defense  and  intelligence  communities. 
"We've  become  more  vulnerable  than  any  nation  on  earth,"  says  the  Director  of  NSA. 

A  Russian  computer  scientist,  working  in  tandem  with  an  Indian  software  engineer  in, 
say.  Bangalore,  can  paralyze  vital  nerve  centers  wherever  they  point  and  click.  These 
are  the  kind  of  weapons  we  can  expect  the  worid's  next  Saddam  Hussein  to  use  --  or  a 
group  of  cyberwarriors  bearing  a  grudge. 

Electronic  warfare  scenarios  -  or  cyberwars  ~  have  been  conducted  by  the  Pentagon 
with  alarming  results.  One  war  game  saw  Internet's  World  Wide  Web  sites  flooded  by 
tens  of  thousands  of  requests  for  data.  It  took  telephone  companies,  defense 
laboratories  and  universities  several  hours  to  realize  that  cyberbombs  were  literally 
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paralyzing  the  global  'Net, 

The  source  of  the  attacks  could  not  be  pinpointed;  telephone  Lines  were  jammed 
solid;  trading  on  the  New  York  Stock  Excchange  was  suddenly  frozen;  automated 
teller  machines  had  gone  haywire,  crediting  and  debiting  erroneous  amounts  at 
random;  the  Social  Security  system  and  its  1 ,325  field  offices  could  no  longer  function; 
air  traffic  control  centers  and  railroad  computers  had  been  knocked  out  of  action.  An 
unknown  assailant  in  this  mock  cyberwar  had  wasted  America's  vital  nerve  centers 
with  impunity  in  a  bloodless  cyberwar.  There  have  been  six  such  cyberwar  exercises 
in  the  past  year. 

Top  priority  has  been  given  to  foiling  cyberwar  attacks.  But  for  each  firewall  defense, 
new  vulnerabilities  crop  up.  The  reason  for  this  frustration  is  quite  simple:  95%  of  the 
Pentagon's  communications  travel  along  the  paths  that  the  public  uses,  while  U.S. 
military  bases  are  powered  by  civilian  electric  grids,  and  soldiers  are  paid  by  the  same 
banking  system  as  civilians. 

Potential  adversaries  and  criminal  elements  have  access  to  logic  bombs,  software 
programs  designed  to  cause  chaos  when  a  specific  set  of  conditions  is  met,  or  a 
computer  executing  a  particular  set  of  instructions,  on  a  particular  time  and  date  in  the 
future.  And  these  cyberbombs  can  camouflage  themselves  as  seemingly  innocent 
attachments  to  E-mail  messages.  The  most  vulnerable  targets  for  criminal  intrusions 
are  banking,  stock  exchanges,  electronic  commerce  (expected  to  reach  $3  trillion  a 
year  by  2000),  air  traffic  control  systems,  utility  grids,  the  social  security  network  and 
defense  systems. 

The  next  stage  of  defense  is  the  development  of  software  that  will  function  like 
antibodies,  as  in  a  biological  immune  system.  The  more  technologically  advanced  a 
country  is,  the  more  vulnerable  it  becomes  to  cyberattack.  Paradoxical  though  it  may 
seem,  only  when  all  potential  adversaries  become  equally  dependent  on  information 
technology,  will  retaliatory  cyber  counterattack  become  possible. 

We  have  long  assumed,  erroneously  it  turns  out,  that  warrior  societies  were  a 
phenomenon  of  the  past,  and  that  the  Saddam  Husseins  of  the  future  would  lack  the 
sophistication  to  integrate  the  new  technologies  into  a  war-making  doctrine  that  could 
bring  the  U.S.  to  its  knees.  This  assumption  ignores  the  fact  that  cyberwarfare  -  or 
weapons  of  mass  disruption  -  does  not  require  war-fighting  platforms  like  ships, 
aircraft  and  tanks,  but  computer  wizards,  as  rare  as  piano  virtuosos. 

Last  fall,  the  world's  fastest  supercomputer  was  capable  of  256  billion  operations  per 
second,  or  68  moves  for  each  and  every  inhabitant  on  earth  per  second.  Since  then 
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Cray  Research  has  unveiled  an  awesome  electronic  marvel  that  can  do  one  trillion 
operations  per  second.  The  enormity  of  these  figures  is  brought  home  by  the  fact  that 
one  million  seconds  ago  was  eleven  days;  one  billion  seconds  ago,  31  years;  and  one 
trillion  seconds  ago,  29,000  B.C.! 
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trillion  seconds  ago,  29,000  B.C.! 

The  professionals  on  our  task  forces  believe  that  electronic  financial  crimes  are  now 
threatening  the  world's  financial  infrastructure.  We  are  facing  a  new  breed  a 
transnational  criminal  with  hightech  methodologies.  Some  of  the  equipment  seized 
from  the  Colombia  drug  cartels  was  so  advanced  that  only  the  intelligence  community 
has  access  to  it  in  the  U.S. 

Individuals  and  corporations  are  only  dimly  aware  of  the  risks.  Vint  Cert,  the  father  of 
Internet,  at  one  of  our  task  force  meetings,  predicted  that  before  the  end  of  the  century  - 
--in  four  years  time  -  some  200  million  computers  (vs.  40  million  users  today),  and 
solme  five  million  global  networks  (vs.  80,000  networks  today),  would  all  be  linked  to 
Internet. 

Internet's  World  Wide  Web  sites  are  now  doubling  every  53  days.  In  this  global 
electronic  environment  there  are  no  cops  to  protect  you,  your  assets  or  your  secrets,  or 
your  reputation  in  personnel  records  that  can  be  doctored  by  remote  control  on  the 
infobahn. 

The  order  of  magnitude  of  transnational  crime  is  staggering.  Britain's  National  Criminal 
Intelligence  Service  recently  upped  its  estimate  of  annual  global  money  laundering  to 
$1.3  trillion  ~  an  increase  of  $300  billion  in  one  year.  NCIS  receives  some  12,000 
confidential  money  laundering  tips  per  year  from  public-spirited  citizens.  But  not  one  of 
these  tips  led  to  a  conviction.  Evidence  simply  vanished  in  cyberspace  in 
nanoseconds. 

PDD-42,  issued  by  President  Clinton  last  October,  was  designed  to  come  to  grips  with 
transnational  crime  and  money  laundering.  It  is  at  least  a  beginning.  But  it  is  woefully 
inadequate  in  that  it  assumes  that  we  can  negotiate  the  closing  of  some  50  major 
money  laundering  centers  that  span  the  globe  -  many  of  them  tiny  island  nations  - 
and,  if  unsuccessful,  punish  them  by  taking  them  out  of  the  U.S.  financial  loop.  There  is 
no  such  loop.  It  is  now  a  global  one,  but  law  enforcement  still  stops  at  meaningless 
borders. 

New  Scotland  Yard  Commissioner  David  Veness  told  CSIS  that  "what  we  face  today 
is  a  critical  problem  where  the  operations  and  the  intelligence  of  criminals  is  much 
better  than  those  of  the  authorities."  Because  working  with  these  transnational  criminal 
organizations  are  a  legion  of  white  collar  professionals,  all  over  the  world,  bankers, 
stockbrokers,  accountants,  attorneys,  hacker  wizards,  even  scientists.  As  the  head  of 
Germany's  BKA,  talking  about  the  black  market  in  nuclear  materials,  put  it ,  "We  are  in 
a  race  against  time." 
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The  world's  leading  financial  policemen  are  only  now  getting  around  to  "considering- 
targeting  money  laundering  from  arms  trafficking,  extortion  and  bribery,  as  well  as  the 
drug  trade.  Members  of  the  Financial  Action  Task  Force,  which  groups  officials  from 
the  European  Commission  in  Brussels,  the  Gulf  Cooperation  Council  and  26  other 
countries,  have  launched  a  review  of  "guiding  principles."  This  review  will  be 
completed  in  June.  Hopefully,  this  will  result  in  the  criminalization  of  money  laundering 
linked  to  any  serious  crime. 

The  Task  Force's  current  recommendations,  based  on  lowest  common  denominators 
among  the  member  states,  only  require  the  criminalization  of  drug  money  laundering. 
Including  all  serious  crimes  could  make  it  simpler  for  law  enforcement  officials  to 
launch  investigations  that  look  suspicious  but  have  no  obvious  drug  links.  The  review 
is  not  expected  to  result  in  big  changes  to  the  40  principles  currently  recommended  by 
the  Task  Force.  Yet  these  changes  are  long  overdue. 

The  review  will  also  have  to  consider  whether  to  address  new  issues  raised  by  the 
development  of  "cybercash,"  new  payments  systems  such  as  stored  value  cards  or 
electronic  wallets.  Ronald  Noble,  the  outgoing  Undersecretary  for  Enforcement  at 
Treasury  and  chairman  of  the  Task  Force,  said,  "We  have  to  be  concerned  as  an 
organization  to  come  up  with  principles  which  recognize  that  technologies  could  pose 
a  threat  but  do  not  define  them  in  such  a  way  that  you  are  dated  as  soon  as  you 
publish  them." 

Law  enforcement  officials  are  keen  that  the  developers  of  new  financial  technologies 
should  think  about  their  criminal  potential  before  they  launch  them,  so  that 
governments  do  not  have  to  clamp  down  on  them  afterwards  with  draconian  rules. 
Safeguards  now  being  discussed  against  the  misuse  of  electronic  stored  value  cash 
cards  could  include  limiting  their  maximum  value  or  restricting  their  use  to  certain 
closed  systems. 

With  the  New  York  Federal  Reserve  alone  transferring  some  $2.3  trillion  a  day,  $980 
billion  of  which  goes  abroad,  and  transnational  crackers  (criminal  hackers)  having 
demonstrated  their  ability  to  penetrate  triple  electronic  firewalls  (e.g.,  Citicorp),  the 
potential  for  criminal  diversions  is  an  immediate  threat. 

On  another  front,  since  the  end  of  the  cold  war,  millions  of  human  beings  are  being 
smuggled  by  sophisticated  transnational  networks  --  from  the  FSU  to  western  Europe 
and  to  North  America,  and  from  the  poorest  southern  hemisphere  countries  to  Europe 
and  then  the  U.S.  and  Canada. 
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The  Masstricht  Treaty  on  European  Union  created  Europol  to  deal  with  these  networks 
and  other  forms  of  transnational  chme.  But  Europol  was  to  have  investigative  powers 
only,  not  law  enforcement  capabilities.  And  Europol  is  yet  to  become  operational, 
mired  as  it  is  in  a  long-running  dispute  over  the  oversight  role  of  the  European  Court  of 
Justice.  Britain  is  against  this  oversight;  the  14  other  EU  members  favor  it. 

Meanwhile,  Europol,  based  in  The  Hague,  operates  on  an  ad  hoc  basis  as  the 
"European  Drugs  Unit,"  with  100-odd  officers  headed  by  Jurgen  Storbeck,  an  18-year 
veteran  of  the  German  BKA.  Mr.  Storbeck  says  the  trade  in  illegal  immigrants  -  the 
biggest  population  movements  since  World  War  II  -  is  "every  bit  as  violent  as  drugs 
trafficking.  Illegal  migrants  pay  from  $5,000  to  $35,000.  They  are  looking  for  a  better 
life,  but  they  don't  know  what  they  are  getting  themselves  into.  Few  can  escape  the 
trap.  Violence  is  used  to  force  women  into  prostitution.  These  illegals  are  forced  to  live 
under  the  conditions  of  slavery,  without  a  passport,  sold  to  work  in  restaurants  and 
sweatshops." 

Mr.  Storbeck  adds  that  several  hundreds  of  thousands  are  smuggled  into  Europe  each 
year.  One  complex  operation  with  tentacles  in  Belgium,  the  Netherlands,  Luxembourg, 
Germany  and  Britain  was  bringing  thousands  of  Indians  from  the  subcontinent  to  the 
U.K.  and  on  to  the  U.S.  Islamist  extremists  run  their  own  networks  from  the  three 
Maghreb  countries  of  North  Africa  into  Europe. 

The  EU  is  handicapped  by  a  confounding  diversity  of  more  than  100  police  forces  with 
the  power  to  arrest  suspects.  But  only  Europol  has  a  chance  of  coordinating  the  three 
to  four  agencies  in  each  of  the  15  members  countries  that  are  charged  with  tracking 
down  immigrant  -smuggling  networks.  Thus  far,  there  is  little  crossborder  liaison 
between  the  criminal  police,  the  immigration  service  and  the  border  police. 

Europol  is  a  microcosm  of  the  challenge  of  transnational  police  cooperation.  A 
European  FBI  is  not  even  a  distant  dream. 

And  then  there  is  the  nightmarish  scenario  of  the  diversion  of  radioactive  materials. 
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In  Germany  alone,  more  than  100  people  have  been  arrested  for  smuggling  nuclear 
components  from  the  former  Soviet  republics.  Far  easier  smuggling  routes  lie  in  the 
Central  Asian  and  Trancaucus  republics  where  borders  are  ill-defined  and  mostly 
unguarded.  A  former  high-ranking  Iranian  oil  official,  whose  London  office  was  used 
as  a  front  for  the  illicit  purchase  of  nuclear  components,  defected  and  told  debriefers 
he  believed  Iran  had  bought  "three  nuclear  devices"  from  Russian  custodians  working 
for  OC.  French  intelligence  has  heard  reports  of  three  Russian  nuclear  weapons  in 
Iran. 

When  asked  to  rate  the  chances  of  Russian  "nuclear  migration  to  a  Middle  Eastern 
country"  on  a  scale  of  one  to  ten  -  ten  being  near-certitude  -  seventeen  Russian 
generals  and  admirals,  on  a  visit  to  the  U.S.  18  months  ago,  all  gave  it  a  ten.  What 
could  be  the  most  important  and  dangerous  crime  of  the  century  has  apparently  gone 
virtually  unnoticed  ~  except  in  FOREIGN  REPORT,  formerly  owned  by  the  London 
Economist  and  now  published  Jane's  Information  Group,  known  to  be  close  to  British 
intelligence.  The  Belarus  military  prosecutor,  according  to  this  report,  is  trying  in 
abstentia  three  men  for  the  theft  of  7.8  kilos  (19.2  lbs)  of  weapons-grade  plutonium 
from  the  former  25th  arsenal  of  the  Soviet  Strategic  Rocket  Forces.  Its  street  value, 
said  the  prosecutor  is  $13  million.  Its  destructive  power  (combined  with  conventional 
explosives):  enough  to  flatten  Manhattan. 

What  does  CSIS  hope  to  do  about  Global  Organized  Chme?  First  of  all,  there  is  no 
central  clearing  house  for  information  about  activities  in  all  fields  of  transnational 
crime.  CSIS  has  collected,  and  continues  to  collect,  this  information  from  a  wide 
variety  of  sources  all  over  the  world.  CSIS'  mandate  is  that  of  a  catalyst  to  raise  the 
level  of  awareness  that  hopefully  will  provide  the  building  blocks  for  the  kind  of 
hightech  transnational  cooperation  and  legal  structures  that  are  essential  in  order  to 
level  the  playing  field  between  law  enforcement  and  transnational  cnme  syndicates. 
Countries  under  attack,  including  all  the  democratic  nations  of  the  world,  have  no 
choice  but  to  pool  their  resources  to  create  the  kind  of  countervailing  force  that 
transnational  crime  syndicates  will  have  to  take  seriously.  Until  that  happens,  GOC  will 
continue  to  supplant  national  entities  and  undermine  the  world's  financial 
infrastructure. 


Washington,  D.C.,  January  31,  1996 
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January  31,  1996 

Mr.  Chairman,  Ladies  and  Gentlemen: 

Thank  you  for  giving  me  the  opportunity  to  address  this  distinguished  Committee. 

With  the  Russian  presidential  elections  only  five  months  away,  this  is  a  good  time  to  address 
the  threat  to  the  future  of  democracy  and  free  markets  in  Russia  and  the  New  Independent  States 
(NIS)  posed  by  the  tidal  wave  of  crime  and  corruption  sweeping  Eurasia. 

The  gangland-style  murder  last  year  of  Vlad  Listyev,  director-designate  of  the  Russian  TV 
Network,  drew  worldwide  attention  to  the  problem.  The  poisoning  of  Ivan  Kivelidi,  an  anti-crime 
crusader  who  was  one  of  Russia's  leading  bankers,  and  the  brutal  murder  of  his  colleague  Oleg 
Kantor,  together  with  over  40  other  senior  bank  officials,  demonstrates  the  ruthlessness  with  which 
the  mob  is  attempting  to  establish  control  over  the  Russian  banking  system.  The  recent  successes  of 
the  communist  party  and  ultranationalist  hardliner  Vladimir  Zhirinovsky  reveal  that  the  anti- 
democratic forces  of  Russia  are  keen  to  exploit  voter  frustration  with  the  Yeltsin  administration's 
ineffectiveness  in  the  fight  against  cnme. 

In  Russia  today,  there  are  over  5,000  gangs,  3,000  hardened  criminals,  300  mob  bosses,  and 
1 50  illegal  organizations  with  international  connections.  Approximately  40,000  Russian  business 
and  industrial  enterprises  are  controlled  by  organized  crime.  Their  combined  output  is  higher  than 
the  gross  national  product  of  many  members  of  the  United  Nations.  The  Russian  mafya  (a  generic 
term  for  all  organized  crime  in  the  former  Soviet  Union)  is  estimated  to  turn  over  in  excess  of  $10 
billion  a  year.  More  Russians  died  of  criminal  violence  in  1993  than  were  killed  during  nine  years 
of  war  in  Afghanistan.''  In  1 994,  criminals  took  1 1 8  people  hostage  in  Moscow  alone.  Ten 
Western  businessmen  were  kidnapped  for  ransom  in  1995,  and  one  of  them  murdered.  The  situation 
in  other  Newly  Independent  States  of  the  former  Soviet  Union  is  worse,  with  criminal  gangs  even 
controlling  the  value  of  some  national  currencies. 


"Ministerstvo  vorov  v  zakone"  ("Ministry  of  Thieves-in-Law"),  Izvestiya,  July  20,  1994,  p.  5. 

Russian  government  sources,  quoted  in  Iniercon  Daily  Report  on  Ri4ssia,  June  17,  1994,  p.  1. 

Andrey  Konstantinov,  "Kto  takiye  nayemnye  killery,  i  kak  oni  voyu'ut  protiv  naroda"  ("Who  are  the 
Killers  for  Hire,  and  How  do  They  Fight  the  People"),  Komsomol' skaya  Pravda,  July  19,  1994,  pp.  1-2. 

According  to   Peter  Grinenko,   former  head  of  the  New  York  City  Detective   Bureau's  Russian 
department,  quoted  in  an  interview  with  Dmitry  Radyshevsky,  Moscow  News,  July  1-7,  1994,  p.  12. 
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The  future  of  Russia,  Ukraine,  and  their  neighbors  in  Eastern  and  Central  Europe  is  at  stake. 
Moreover,  developments  in  Russia  are  crucial  to  the  post-Cold  War  international  environment.  In 
1995  the  Russians  named  the  surge  in  crime  and  the  threat  to  personal  safety  as  their  primary 
concerns,  along  with  nmaway  inflation  and  the  poor  economic  situation  in  the  country.  Ordinary 
people  who  feel  unsafe  in  the  streets  and  now  mistakenly  perceive  democracy  as  having  granted 
criminals  the  freedom  to  loot  and  murder. 

President  Boris  Yeltsin  is  doing  very  little  to  curb  the  corruption  that  plagues  his 
administration.  The  Russian  media  have  accused  his  Defense  Minister  Pavel  Grachev  and  First 
Deputy  Defense  Minister  Matvei  Burlakov  of  organizing  the  murder  of  a  popular  investigative 
journalist,  the  late  Dmitrii  Kholodov  of  the  daily  Moskovskii  Komsomolets.  Kholodov  published  a 
series  of  startling  exposes  of  military  corruption  and  was  about  to  testify  before  a  Duma  committee 
when  he  was  assassinated  in  October  1994. 

According  to  reports  in  the  Russian  media.  Central  Bank  officials  in  Moscow  have  been 
involved  in  fraud  and  forgery  that  have  cost  the  Russian  taxpayer  over  $350  million  dollars. 
Although  charges  were  filed,  no  convictions  have  been  made.  Today,  the  American  media  is 
reporting  on  a  largescale  scam  in  which  mafia-controlled  Russian  banks  are  purchasing  U.S. 
currency  with  fraudulent  banking  documents.  I  sincerely  hope  that  the  Treasury  Department  is 
taking  note  of  these  reports  and  investigating. 

Growing  crime  and  corruption  threaten  not  only  Russia,  but  the  entire  world.  Russian  contract 
killers  have  murdered  in  Los  Angeles,  New  York,  and  London.  Former  KGB  "specialists"  in 
assassination  are  available  to  the  highest  bidder. 

Responding  to  this  global  threat  will  require  coordinated  action  by  the  entire  international 
community. 

THE  GREAT  CRIMINAL  TAKEOVER 

Of  great  concern  to  the  West,  crime  has  become  a  major  post-Soviet  export.  Illegal  drugs, 
weapons,  and  some  amount  of  nuclear  materials  are  flowing  from  Russia,  Ukraine,  Georgia  and 
other  NIS  to  Western  Europe,  the  U.S.,  and  Asia.    Criminal  orgaimations  around  the  world  can 


^Dmitrii  Kholodov,  "I  sluzhba  tam  pokazhetsia  medom"  ("And  Your  Service  There  Will  Look  Like 
Honey"),  Moskovskii  Komsomolets,  June  30,  1994,  p.  I.  Kholodov  was  blown  to  bits  by  an  exploding 
briefcase  in  what  looked  like  a  professional  assassination.  He  reportedly  was  told  by  a  source  in  the 
Russian  military  intelligence  that  the  briefcase  contained  documents  exposing  corruption  in  the  Russian 
military. 
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recruit  former  KGB  oflRcers  with  expertise  in  eavesdropping,  assassinations,  and  paramilitary 
training. 

Russian  newspapers  today  are  full  of  advertisements  selling  luxury  villas  in  the  Spanish  riviera, 
incorporation  services  in  Panama,  and  even  dual  citizenships,  diplomatic  passports  and  honorary 
consulate  positions.  It  is  little  wonder  that  many  of  the  buyers  are  Russian  mobsters.  Russian  pliers 
also  publish  articles  about  the  going  bribe  rates. 

Shady  businessmen  from  the  East  are  buying  up  expensive  real  estate  in  the  prestigious 
Sixteenth  arrondissement  in  Paris,  in  London's  Kensington  and  Belgravia  neighborhoods,  and  in 
California  and  Florida.  They  often  produce  briefcases  full  of  cash'^up  to  $3  million  at  a  time'/ito 
buy  property  in  the  West. 

Some  Russian  gangs  are  ruled  by  hardened  criminals  called  vory  v  zakone  (thieves-in-law), 
who  oversee  a  loosely  knit  federation  of  organized  crime.  These  are  professional  criminals  who 
spent  many  years  in  the  Soviet  prison  system  and  were  outsiders  under  the  old  regime.  The 
structure  of  this  type  of  Russian  mafiya  resembles  American  organized  crime.  A  senior  criminal 
normally  oversees  several  "brigadiers"  who  are  in  charge  of  "soldiers."  There  is  also  an  array  of 
informants,  support  personnel,  and  corrupt  officials,  in  addition  to  a  detachment  of  "enforcers"  to 
harass  competitors  or  collect  debts. 

Another  type  of  criminal  organization  is  headed  by  biznesmeni,  post-Soviet  businessmen, 
often  with  roots  in  the  communist  party  apparatus  or  the  KGB.  These  people  do  not  have  the 
mythos  and  the  ethos  of  the  Russian  underworld,  but  are  better  organizers,  managers  and  financiers. 
They  also  are  better  educated,  and  better  connected,  than  their  more  "traditional"  colleagues.  The 
boundaries  between  this  type  of  crime  and  legitimate  enterprise  in  Russia  is  increasingly  blurred. 
Moreover,  one  type  of  illegal  organization  exploits  the  other,  with  underground  gangs  aggressively 
seeking  control  of  for-profit  enterprises.  They  are  especially  interested  in  the  financial  services  and 
banking  system,  to  facilitate  money  laundering,  evade  taxes,  and  export  profits  abroad.  Criminals 
also  look  for  "front"  activities  that  provide  cover  for  extorting  protection  money.  These  cover 
activities  include  security  services  and  insurance  businesses. 

Corrupt  officials  and  criminal  organizations  are  involved  in  a  variety  of  black  market  activities 
that  generate  multi-million-dollar  profits.  The  illegal  export  of  such  natural  resources  as  oil,  ferrous 
and  non-ferrous  metals,  timber,  and  diamonds  is  the  most  lucrative,  followed  closely  by  illegal  drug 
production  and  distribution. 


Law  in  this  case  means  a  set  of  unwritten  rules  and  regulations  binding  the  criminals.  Until  the  1970s, 
these  rules  prohibited  contact  with  or  work  for  the  regime.  After  the  1970s,  cooperation  between  the 
nomenklatura  (party  officials)  and  the  criminal  underworld  began  to  increase. 
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The  Russian  Interior  Ministry  estimates  that  smuggling  of  such  natural  resources  as  oil  grew 
by  50  percent  from  1992  to  1993.  The  Ministry  believes  that  approximately  20,000  metric  tons  of 
metals,  over  1 00,000  metric  tons  of  oil  products,  and  more  than  200,000  cubic  yards  of  timber  were 
smuggled  abroad  from  Russia  in  1993,  with  up  to  a  trainload  a  day  passing  through  Lithuania  and 
into  the  port  of  Kaliningrad  alone. 

Corruption  is  rampant,  with  little  to  no  prosecution  of  high-level  perpetrators  taking  place. 
Russian  officials  charge  up  to  $80,000  to  register  a  bank  and  up  to  15  percent  of  the  deal's  value  to 
issue  an  oil  export  license.  The  managers  of  government-owned  industrial  enterprises  often  bill 
international  customers  only  1 0  percent  of  the  price  of  exported  commodities,  with  the  difference 
between  the  contract  price  and  the  world  market  price  being  deposited  into  their  offshore  bank 
accounts.  Until  early  1994,  the  Central  Bank  of  Russia  issued  credits  to  commercial  banks  and 
state-owned  enterprises  at  rates  much  lower  than  inflation.  Banks  and  enterprises  then  loaned  the 
money  out  at  higher  market  rates.  Central  Bank  officials  reportedly  received  1 3  percent  of  these 
loans  as  bribes.* 

Soviet  military  officers  allegedly  sold  off  the  military's  strategic  supply  of  fiiel  to  black 
marketeers  in  Western  Europe  from  1 990  to  1 994.  There  were  several  million  tons  of  oil  in  the 
strategic  reserves,  enough  to  fuel  planned  Russian  occupation  forces  in  Westem  Europe  until  the 
year  2006.  Russian  generals  used  military  aircraft  to  fly  Volvos  and  other  European  cars  home  for 
sale.  The  top  brass  illegally  traded  in  MIG  fighters,  armored  vehicles,  and  stolen  German  cars. 
They  even  illegally  manufactured  and  sold  synthetic  drugs  using  Russian  military  labs.'  The 
hostilities  in  Chechnya,  Georgia,  Karabakh,  and  the  former  Yugoslavia  contributed  to  an  explosion 
of  criminal  activities.  Arms  and  drugs  trafficking,  the  availability  of  thousands  of  foot  soldiers,  lax 
border  controls,  corrupt  customs,  have  all  exacerbated  the  breakdown  of  law  and  order  in  the 
aftermath  of  the  Soviet  and  Yugoslav  collapse. 


THE  RUSSIAN  CONNECTION  TO  INTERNATIONAL  CRIME  AND  CORRUPTION 

The  Russian  mafiya  landed  in  the  United  States  in  the  1970s.  Since  then  it  has  become 
involved  in  gasoline  tax  and  medical  insurance  fraud  in  New  York  and  California.  It  has 
cooperated  with  the  Sicilian  mob  in  transporting  heroin  and  with  Colombian  cartels  in  shipping 


^  "Russia's  Smugglers  Gain  Strength,"  The  Wall  Street  Journal,  March  30,  1994,  p.  A 12. 

^  Another  scam  involving  Russian  central  bankers  featured  Chechen  con  men  as  well  as  comipt  Central 
Bank  officials.  Using  bribes  and  intimidation,  they  managed  to  defraud  the  Russian  treasury  of  $350 
million  by  issuing  forged  promissory  notes.  Personal  interviews  in  Moscow,  1993-1994. 

'  Kholodov,  "And  Your  Service  There  Will  Look  Like  Honey,"  op.  cit. 
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cocaine.  One  metric  ton  of  cocaine  was  seized  in  St.  Petersburg's  Pulkovo  airport  en  route  to 
Antwerp  in  1994.'°  While  not  yet  as  powerful  as  the  Colombians,  the  Chinese  Triads,  or  La  Cosa 
Nostra,  the  Russians  are  an  up-and-coming  force  in  the  increasingly  globalized  world  of  crime. 
The  Russian  mafiya's  operations  in  the  U.S.  were  until  recently  headed  by  Vyacheslav  Ivankov, 
nicknamed  "Yaponets"  ("Jap"),  and  known  as  "the  father  of  Soviet  extortion."  Ivankov  was  recently 
arrested  in  New  York  for  allegedly  attempting  to  extort  millions  of  dollars  from  a  Russian 
American  businessman.  In  the  process,  the  father  of  the  victim,  still  residing  in  Moscow,  was 
murdered. 

The  Russian  mafiya  is  fast  developing  an  international  network.  The  illicit  sale  of  arms  and 
nuclear  materials  and  technologies  represents  the  greatest  threat  to  Russia's  neighbors  and  to  the 
West.  Privatized  property  is  bought  up  by  foreign  and  domestic  criminal  organizations  to  launder 
and  hide  illegal  profits.  Mobsters  launder  their  ill-gotten  gains  by  investing  in  gambling,  luxury  car 
dealerships  in  European  cities  like  Budapest,  and  banks,  marinas,  and  resorts  in  the  Caribbean 
Basin.  They  also  work  with  top-flight  international  attorneys  in  Frankfurt  and  Zurich  to  learn  the 
money-laundering  techniques  perfected  by  Colombian  drug  lords  and  Sicilian  mobsters.  The  main 
technique  is  to  move  money  electronically  among  dozens  of  companies  so  that  eventually  it  finds 
its  way  into  respectable  investment  portfolios  in  the  West. 

Russian  and  other  Eurasian  criminals  also  are  becoming  more  involved  in  the  international 
drug  trade.  The  opium  poppy  and  cannabis  (marijuana  and  hashish)  have  grown  naturally  in 
Eurasia  for  millennia,  from  the  Ukrainian  steppes  to  the  plateaus  of  Kyrgyzstan.  With  the  collapse 
of  strict  police  controls,  drug  cultivation  in  Eurasia  has  reached  an  all-time  high.  Three  million 
acres  of  opium  poppies  are  controlled  by  organized  crime  in  Central  Asia,  primarily  in  Tajikistan, 
Uzbekistan,  and  Kyrgyzstan.  There  are  no  fuel  and  spare  parts  for  the  aircraft  that  once  were  used 
to  police  these  areas.  Besides,  in  many  instances  the  police  are  on  the  take  from  drug  dealers,  and 
the  porous  borders  in  Eurasia  allow  illegal  drugs  to  pass  from  Central  Asia  into  Westem  Europe. 
Recently,  drugs-for-arms  swaps  were  reported  between  mobsters  from  Russia  and  China. 

Eastern  and  Central  Europe,  Russia,  and  Eurasia  are  becoming  major  transit  points  for  drugs 
manufactured  in  Pakistan,  Iran,  and  Afghanistan.  Uzbek  and  Tajik  tribes  inhabit  Afghanistan  and 
have  close  connections  in  Central  Asian  governments,  and  the  Central  Asians  are  plugged  into  the 
Moscow  power  structure.  Azeris,  Armenians,  Russians,  Georgians,  and  Central  Asian  Turks  play 
an  important  role  by  maiming  the  bridge  between  drug  manufacturers  in  Asia  and  markets  in 
Westem  Europe. 


James  Moody,  criminal  investigations  bureau  chief  of  the  organized  crime  department  of  the  FBI,  in  a 
presentation  to  the  Russian-American  Chamber  of  Commerce  Annual  Convention,  Vail,  Colorado,  July 
1994,  said  that  the  Russians  are  more  sophisticated,  more  global  in  their  outlook,  and  better  educated  than 
any  other  criminal  group  in  the  United  States. 
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Russia  is  also  becoming  a  transit  point  for  heroin  coming  from  the  Golden  Triangle  of  the  Far 
East  (the  Burma-Thailand-China  border  region).  The  Russian  mob  has  established  a  foothold  in 
Hong  Kong,  Singapore,  and  Bangkok,  where  it  cooperates  with  the  Chinese  Triads.  Moreover, 
Russian  gangs  in  New  York,  working  with  the  Mafia's  Gambino  family,  are  shipping  heroin  into 
the  United  States. 


THE  ROOTS  OF  CRIME 

The  problem  of  crime  in  Russia  and  the  >nS  is  deep  rooted.  The  criminal  code  of  Russia  and 
other  former  socialist  states  cannot  deal  with  the  freedom  unleashed  by  the  collapse  of  communism. 
During  Soviet  times,  such  innocent  practices  as  buying  and  selling  for  profit  or  dealing  in 
securities  or  foreign  currency  were  criminalized."  Meanwhile,  such  simple  judicial  tools  as  laws 
against  conspiracy  to  commit  crime  were  lacking.  Soviet  law  was  ideological  and  arbitrary, 
allowing  communist  party  apparatchiks  to  decide  the  legality  of  economic  transactions. 

Legally,  there  was  no  private  property,  so  the  system  did  not  contain  provisions  for  conflict  of 
interest.  This  legacy  has  been  carried  over  into  the  new  Russian  Federation.  Even  today,  there  is  no 
adequate  definition  of  corruption  in  the  Russian  criminal  code;  nor  are  there  adequate  civil  service 
etliics  regulations.  It  is  no  wonder  that  Russia  and  other  Newly  Independent  States  have  some  of 
the  most  corrupt  bureaucracies  in  the  world.  Their  legal  systems  are  completely  incapable  of 
preventing  corruption. 

Soviet-trained  judges  have  a  poor  understanding  of  private  property.  They  have  not  been 
trained  in  Western  legal  practices  of  settling  property  and  transactional  disputes  between  private 
individuals.  Before  1992,  there  was  only  one  state-run  arbitration  system  in  the  USSR.  There  were 
no  forums  for  corporate  dispute  resolution.  Since  everything  belonged  to  the  state,  nobody  really 
cared  whether  contracts  were  honored.  Parties  to  conflicts  and  their  counsel  had  no  personal  or 
business  interest  in  the  outcome  of  the  proceedings. 

This  legal  vacuum  has  been  filled  by  a  growing  criminal  class  who  are  taking  the  law  into 
their  own  hands.  The  inability  of  the  civil  courts  to  enforce  justice  has  been  a  disaster  for  the 
nascent  business  class  in  Russia  and  the  NIS.    Russians  have  "privatized"  justice  by  reverting  to 


^^Beginning  in  the  1960s,  dozens  of  people  in  Russia  were  executed  for  simple  hard  currency  exchange 
operations  or  for  stealing  "socialist  property."  Hundreds  were  given  10-15  year  GULAG  terms  for  doing 
the  same.  Simultaneously,  many  murderers  and  other  violent  criminals  received  relatively  short  terms  of 
four  to  seven  years. 

"  Personal  interviews  in  the  InstiUite  of  State  and  Law,  Moscow,  July  1993,  and  with  Dr.  Nina  Belyaeva 
of  the  Interlegal  Foundation,  November  1993. 
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hired  hoodlums  to  collect  debts.  They  also  employ  mobsters  to  guard  their  businesses  from  other 
mobsters,  and  pay  protection  money  to  gangsters  to  be  left  in  peace.  Today,  this  "privatization"  of 
justice  has  taken  on  grotesque  forms,  when  mobsters  bring  legal  and  accounting  experts  to  assist 
them  with  the  adjudication  of  complicated  business  disputes'/isomething  that  overworked  and 
incompetent  judges  are  incapable  of  doing.  Such  hearings  are  often  conducted  under  the  miss  of  the 
Russian  civil  procedure,  but  unlike  in  the  state-run  system,  awards  and  rulings  are  rapidly  enforced. 


THE  DANGERS  OF  CRIME  AND  CORRUPTION 

The  explosion  of  crime  and  corruption  in  the  NIS  and  some  Eastem  and  Central  European 
countries  is  a  threat  not  only  to  the  people  who  live  in  these  countries,  but  to  the  entire  international 
community.  It  undermines  the  credibility  of  democracy  and  the  market  economy  and  even  spreads 
the  danger  of  nuclear  terrorism.  Specifically,  crime  and  corruption: 

Undermine  the  legitimacy  of  democratic  reforms.  Nostalgia  in  Russia  for  the  "good  old  days"  of 
the  Brezhnev  era  is  growing.  Threats  to  personal  security  and  property,  growing  prostitution  and 
drug  trafficking,  and  unchecked  bureaucratic  graft  make  the  post-communist  societies  long  for  a 
"strong  hand."  Communist  and  ultra-nationalist  politicians  utilize  the  criminal  threat  to  boost 
support  for  their  own  causes. 

Such  demagoguery  is  best  represented  by  communist  leader  Gennady  Zyuagnov  and 
neofascist  Vladimir  Zhirinovskyy4both  of  whom  are  serious  contenders  for  the  presidency  in  June 
1996.  Zhirinovsky  promised  in  his  1993  election  campaign  to' stop  crime  in  three  months  by 
arresting  half  a  million  people.  He  also  called  for  the  public  mass  execution  of  ten  thousand 
mobsters.  At  other  times,  however,  Zhirinovsky  has  suggested  a  "condominium"  with  organized 
crime.  He  would  make  a  deal  in  which  gangsters  would  receive  unofficial  permission  from  the 
state  to  run  drug  trafficking  and  prostitution  in  exchange  for  leaving  "legitimate"  businesses 
alone. '^ 

Zhirinovsky's  simplistic  formulae  are  a  recipe  for  dictatorship.  A  dictator  could  use  the  rise  in 
crime  and  corruption  to  crack  down  not  only  on  criminals,  but  on  legitimate  businesses  as  well. 
The  result  would  be  the  end  of  democracy  and  a  free-market  economy  as  private  property  was 
renationalized  in  the  name  of  law,  order,  and  economic  equality.  It  is  little  wonder  that  charismatic 
nationalist  General  Alexander  Lebed  is  proving  to  be  a  tough  competitor  in  the  presidential  race  by 


^^  Criminal  boss  Otari  Kvantrishvili,  assassinated  in  the  summer  of  1994,  even  created  his  own  party, 
"Russia's  Sportsmen,"  composed  of  sportsmen  and  Afghan  war  veterans.  Such  sports  organizations  provide 
security  and  collection  services  to  private  business.  They  also  exert  pressure  on  politicians.  "Ministry  of 
Thieves-in-Law,"  op.  cii. 


75 


running  on  pledges  to  fight  crime  and  corruptiotf/iand  also  to  institute  an  across  the  board  price 
freeze. 

Discredit  free  markets.  Lacicing  a  legal  system  capable  of  buttressing  the  market  economy, 
Russia  and  other  NIS  societies  have  lost  hundreds  of  millions  of  dollars  due  to  fraud.  Legal 
authorities  do  not  protect  investors  or  consumers  from  thievery,  extortion,  or  fraud.  For  example,  in 
1993  a  company  called  Independent  Oil  Concem  stole  millions  of  dollars  from  investors  and 
transferred  the  money  abroad.  The  Russian  prosecutor's  office  did  not  even  investigate  the 
matter.  Another  example  was  the  1993-1994  MMM  stock  market  disaster  caused  by  Moscow 
entrepreneur  Sergei  Mavrodi  and  named  for  the  initials  of  the  partners.  This  was  a  massively 
advertised  pyramid  scheme  in  which  the  value  of  the  shares  was  driven  sky-high  by  the  influx  of 
millions  of  new  buyers.  In  the  end,  the  bubble  burst  and  multi-billion-ruble  losses  ensued. 

The  negative  impact  of  all  this  criminal  activity  on  the  image  of  business  and  markets  is 
tremendous.  The  crime  and  corruption  of  today  are  reviving  prejudices  left  over  from  the  days  of 
Soviet  communism,  giving  the  old  charge  that  business  is  "dirty"  a  new  meaning.  Widespread 
crime  and  corruption  are  deterring  honest,  industrious  people  from  joining  the  ranks  of 
entrepreneurs  and  are  fomenting  a  hostile  political  climate  toward  free-market  reforms. 

Weaken  the  rule  of  law.  Democracy  and  free  markets  cannot  survive  without  the  rule  of  law. 
However,  precious  little  has  been  achieved  in  establishing  a  frnn  legal  basis  for  a  civil  society  based 
on  democratic  principles.  It  takes  the  police  two  to  seven  hours  to  arrive  if  a  foreigner  is  severely 
beaten  and  mugged.  If  the  victim  is  Russian,  they  may  not  arrive  at  all.  If  a  ruling  is  rendered  by  a 
judge,  the  police  often  will  not  enforce  it;  there  is  no  effective  state-run  or  private  enforcement 
servicey^with  the  exception  of  organized  crime.  Companies  find  little  protection  from  the  police, 
who  sometimes  are  co-conspirators  with  the  mob.  In  1994,  dozens  of  senior  police  officers  were 
fired  for  cooperating  with  the  mafiya,  while  odiers  were  killed  by  criminals  for  reftising  to 
cooperate. 

Impede  Western  investment.  Western  businessmen  increasingly  are  harassed  by  Russian 
mobsters.  American  managers  in  Moscow  told  me  that  they  have  received  anonymous  phone  calls 
inquiring  about  their  sales  volume  more  than  once  a  day.  Such  routine  intelligence-gathering  helps 
criminals  to  determine  which  foreign  firms  can  be  targeted  for  extortion.  Americans,  Gennans,  and 
Finns  have  been  murdered,  robbed,  or  severely  beaten  in  Moscow,  St.  Petersburg,  and  other  cities. 
To  cope  with  the  danger,  foreign  businesses  must  bear  the  steep  costs  of  additional  security  for 
themselves,  their  families,  and  their  property.  Faced  with  these  costs,  which  can  absorb  as  much  as 
30  percent  of  profits,  many  frnns  refiise  to  invest  in  Russia  and  the  NIS. 


^*Yaroslav  Shimov,  "Rossiyskogo  grazhdanina  obmanut*  legko,  a  nakzaf  obmanshchika  trudno"  ("The 
Russian  Citizen  is  Easily  Defrauded,  But  It  Is  Difficult  to  Punish  a  Crook"),  Iziiesliya,  July  19,  1994,  p.  1. 
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Western  businesses  are  also  increasingly  insecure  about  the  Russian  banking  system.  The  mob 
is  running  a  virtual  spy  network  in  the  banks  and  tax  system,  with  undercover  infiltrators  reporting 
to  their  crime  bosses  about  the  levels  of  income  of  businesses.  This  causes  many  Western 
businesses  to  conceal  their  income,  operate  on  a  cash  basis,  or  pull  out  of  the  country  altogether. 
Expenses  connected  with  security  and  corruption  costs  are  real  impediments  to  foreign  investment, 
which,  in  turn,  feeds  into  the  economic  slump,  breeds  desperation  among  the  electorate,  and 
improves  the  chances  of  hardliners  to  take  over. 

Spread  the  dangers  of  nuclear  proliferation  and  terrorism.  The  deterioration  of  central  controls 
since  the  collapse  of  the  Soviet  Union  in  1991  has  led  to  the  hair-raising  possibility  of  unauthorized 
sales  of  nuclear  components  and  materiel  to  terrorists  and  other  criminals.  By  1993,  Germany  had 
arrested  over  100  people  involved  in  smuggling  nuclear  components  from  the  former  Soviet  Union. 
Ukraine,  with  its  diverse  nuclear  establishment,  was  a  major  source  of  nuclear-related  dual-use 
materials,  including  heavy  water,  zirconium,  and  hafiiium  from  its  Dneprodzerzhinsk  production 
complex.  These  materials  are  all  on  the  Nuclear  Suppliers  Group  restricted  list  (the  NSG  is  an 
international  regime  aimed  at  stopping  the  proliferation  of  dual-use  nuclear  weapon  components).'^ 

Nuclear  facilities  also  are  located  in  such  potentially  unsafe  and  unstable  areas  as  Tajikistan, 
Kyrgyzstan.  Uzbekistan,  and  Kazakhstan.  Tajikistan  is  in  the  midst  of  a  civil  war,  while  nuclear 
security  in  the  other  republics  can  be  very  lax.  There  are  unguarded  nuclear  components  in 
research  facilities  such  as  Dneprodzerzhinsk  in  Ukraine  and  nuclear  laboratories  in  Georgia  and 
Armenia.  Ex-Soviet  nuclear  scientists  are  working  on  secret  and  illegal  nuclear  weapons  programs 
in  Algeria,  North  Korea,  India,  China,  Iraq,  Iran,  and  Libya  in  violation  of  the  Nuclear  Non- 
Prcliferation  Treaty.'^ 

Radioactive  components  for  nuclear  weapons  can  be  bought  in  Russia  and  other  parts  of  the 
NTS.  Since  1990  there  has  been  clear  evidence  that  uranium  and  plutonium  are  being  smuggled 
out  of  the  former  Soviet  Union.  Several  smugglers  died  or  became  severely  ill  from  mishandling 
the  materials,  which  have  been  left  in  railway  stations  and  airports  in  Lithuania,  Austria,  and 
Germany.  Over  100  people  have  been  arrested  by  German,  Czech,  and  other  Central  European 
security  services  since  1991 .  Russian  KGB  and  miUtary  officers  were  supplying  nuclear  machinery 
and  weapons  systems,  and  Italian  mafiosi  were  reselling  them  to  Libyans.    Transshipments  of 


William  C.  Potter,  "Nuclear  Exports  From  the  Fomier  Soviet  Union:  What's  New,  What's  True,"  Arms 
Control  Today,  January/February  1993,  p.  3. 

16       ,^  ,  ^ 

Ibid. ,    pp.    6-10 . 

Leonid  Fituni,  president  of  the  Russian  Academy  of  Science  Center  for  Global  and  Strategic  Studies, 
Report  to  the  Hanns  Seidel  Foundation,  quoted  in  Claire  Sterling,  Thieves'  World  (New  York:  Simon  & 
Schuster,  1994),  p.  211. 
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nuclear  materials  were  made  to  Italy,  Switzerland,  Austria,  and  Sweden,  but  the  direct  route  is  even 
easier.  Former  PLO  official  Shaaban  boasted  in  a  May  1994  newspaper  interview  that  he  had 
purchased  two  neutron  bombs,  hiding  one  in  a  desert  in  Southern  Jordan  and  another  in  Southern 
Lebanon.  Shaaban  declared  that  his  people  are  going  to  attack  Tel  Aviv  and  West  Jerusalem  with 
these  weapons.  This  particular  charge  may  sound  implausible,  but  some  take  such  scenarios 
seriously.  Last  fall,  Chechen  terrorists  planted  small  amounts  of  Cesium  in  a  Moscow  park, 
warning  that  they  would  explode  a  conventional  device  interspersed  with  fission  waste,  which 
could  cause  radioactive  pollution  to  be  spread  over  a  wide  area. 


STEPPING  BACK  FROM  THE  ABYSS 

Crime  and  corruption  in  Russia  and  other  parts  of  Eastern  Europe  and  Eurasia  are  adversely 
affecting  the  lives  of  Russians,  Ukrainians  and  other  peoples  in  the  area.  But  they  also  threaten 
American  interests  in  the  region.  To  curb  this  increasing  danger,  action  must  be  taken  on  three 
levels. 

1)  COORDINATED  ACTIONS  BY  RUSSIA,  OTHER  NIS  COUNTRIES,  AND  EASTERN 
AND  CENTRAL  EUROPEAN  STATES. 

These  countries  should: 

Create  entirely  new  criminal  investigation  agencies.  The  existing  police  agencies  in  Russia  and 
the  NIS  are  extremely  corrupt.  Rather  than  rely  on  personnel  who  are  trained  but  tainted,  it  may  be 
wiser  for  the  Russian  police  to  recruit  and  train  new  people.  The  Interior  Ministry  and  former 
KGB  offices  are  penetrated  by  mob  informants  and  constantly  leak  highly  sensitive  information  to 
the  mafiya. 

Arrest  and  prosecute  suspected  prominent  criminals.  Despite  well-documented  allegations  in 
the  Russian  media,  no  one  of  high  rank  has  been  prosecuted  for  corruption  or  involvement  with  the 
mob.  While  First  Defense  Minister  Matvei  Burlakov  and  Chairman  of  the  Central  Bank  Victor 
Gerashchenko  were  removed  from  office  in  1994  because  of  charges  of  corruption,  they  were  never 
put  on  trial.    For  the  Russian  people  to  believe  their  democratically  elected  government,  some 


Vaiery  Vyzhutovich,  "Brat  po  sud'be,  tovarishch  po  oruzhyu"  ("Brother  by  Fate,  Comrade  in  Arms"), 

Izvestiya,  May  25,  1994,  p.  5. 

^'  Newt  Gingrich,  speech  at  the  Nixon  Center,  Washington,  D.C.,  March  1,  1995. 

^°  Personal  interviews  with  Edwin  Meese;  Peter  Filippov,  fomier  head  of  the  Yeltsin  Analytical  Center, 
and  Vladimir  Rubanov,  Deputy  Secretary  of  the  Russian  National  Security  Council. 
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public  figures  accused  of  crimes  must  be  investigated  and,  if  the  evidence  warrants,  brought  to 
trial.^' 

The  political  elite  in  Moscow  is  watching  today  the  drama  currentiy  unfolding  in  Korea  with 
intense  interest.  Two  former  Korean  presidents  are  being  tried  for  giving  orders  to  kill 
demonstratorsy4similar  to  Yeltsin's  order  to  shoot  at  the  rebellious  Parliament  in  1993.  But  the 
Muscovites  are  also  watching  the  events  in  Seoul  because  the  fomier  political  leaders  are  accused 
of  massive  bribe-taking  from  Korean  businessesy4Something  many  Russian  politicians  may  be 
accused  of  one  day. 

Amend  the  criminal  codes  to  better  define  organized  crime.  The  Yeltsin  anti-crime  decree  of 
June  1 994  was  both  anti-constitutional  and  ineffective.  It  allows  wide-spread  abuses  of  police 
power,  but  resulted  in  almost  zero  convictions.  According  to  Vladimir  Rubanov,  the  Deputy 
Secretary  of  the  Russian  National  Security  Council,  the  current  Russian  criminal  code  is  sufficient 
to  prosecute  the  "fat  cats"  if  the  police,  the  prosecutor's  office,  and  the  judiciary  are  adequately  paid 
and  protected. 

The  Duma  and  other  legislative  bodies  in  the  NIS  should  introduce  the  doctrine  of  conflict  of 
interest  into  administrative  law  and  pass  an  ethics  code  that  applies  to  all  public  servants.  The 
Prosecutor-General's  office  and  regional  prosecutors  should  be  allowed  to  proceed  against  mob 
leaders,  whose  names  as  a  rule  are  well  known.  This  can  be  done  without  violating  constitutionally 
guaranteed  individual  rights.^' 

Recruit  and  train  a  new  judiciary.  Soviet-era  judges  lack  thetraining  and  legal  knowledge  to 
protect  property  rights  and  to  adjudicate  disputes  between  private  citizens.  Moreover,  many  of 
these  judges  are  corrupt.  (For  example,  in  one  town  1  l;ieard  of  a  sitting  judge  who  was  paid  a 
monthly  salary  by  a  local  law  firm  to  settle  cases  in  favor  of  that  firm's  clients.)  As  a  result,  many  of 
these  disputes  are  resolved  by  criminal  elements.  A  new  legal  system  that  can  protect  the  lives, 
liberties,  and  property  of  its  citizens  requires  an  entirely  new  generation  of  lawyers  and  judges 
trained  in  Western  legal  norms  and  practices.  Existing  magistrates  should  be  phased  out  fix)m 
positions  of  power  and  confined  to  lesser  positions,  for  example,  registrars  and  judges  in  traffic 
courts.^'' 


A  similar  call  came  from  famed  writer  Alexander  Solzhenitsyn  in  a  recent  Duma  speech.    Radio 
Liberty-Radio  Free  Europe  Broadcast  Monitoring,  October  28,  1994. 

"Organized  Crime  and  the  Prospect  of  National-Socialists  Taking  Power  in  Russia,"  Analytical  Center 
of  the  Russian  President  Special  Report,  January  1994. 

Personal  interviews  with  Nina  Belyaeva,  the  Interlegal  Foundation,  Washington,  D.C.,  November 
1993. 
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Upgrade  the  civil  courts  to  handle  private  sector  disputes.  Russians  revert  to  the  maftya  to 
settle  disputes  and  debts.  The  government  has  to  demonstrate  that  the  state  court  system  is  as 
effective  asViand  safer  than^^the  mob  enforcers.  One  way  to  do  this  is  to  introduce  a  marshal 
system  to  enforce  court  orders  and  rulings.  Such  a  structure,  fashioned  after  its  U.S.  counterpart, 
could  be  charged  with  collecting  court  awards,  seizing  assets,  and  enforcing  asset  forfeiture.  This 
would  work  better  than  the  current  system  because  it  will  put  the  judiciary,  not  the  mob,  in  charge 
of  civil  dispute  resolution. 

It  is  well  worth  noting  here  that  Russia  desperately  needs  a  massive  Western  assistance 
program  to  reform  its  legal  system,  including  the  judiciary.  Russia  requires  an  upgrade  of  its 
legislative  and  law  drafting  mechanisms.  It  legal  education  system,  both  for  training  lawyers  and 
informing  the  lay  public  about  the  law,  needs  a  major  overhaul.  The  Russian  people  deserve  broad- 
based  access  to  the  country's  laws  and  regulations,  something  they  were  denied  during  the  seventy 
years  of  communist  rule. 

Upgrade  security,  inventory  management,  and  accountability  at  nuclear  production  and 
storage  facilities.  Criminals  attempting  to  purloin  nuclear  materiel  should  be  identified  and 
prosecuted.  So  far  this  has  not  been  done,  especially  with  officials  in  charge  of  security  themselves 
involved  in  nuclear  smuggling.  Russia,  Ukraine,  and  other  states  must  cooperate  more  closely  with 
Western  governments  to  identify-  and  apprehend  criminals  attempting  to  acquire  nuclear  weapons, 
technology,  and  personnel,  with  particular  attention  paid  to  buyers  fi-om  rogue  states  such  as  Iran, 
Iraq,  North  Korea,  Libya,  and  Syria. 

Ease  bureaucratic  regulation  of  the  economy.  Russian,  Ukrainian,  and  other  bureaucrats  are 
among  the  richest  men  in  post-communist  societies.  They  achieve  wealth  by  illegally  selling  export 
licenses,  business  permits,  and  other  goods  and  services.  They  thrive  on  the  bureaucratic  red  tape 
and  regulations  that  frustrate  normal  and  legal  economic  activity.  Easing  bureaucratic  regulation  of 
the  economy  not  only  would  help  stimulate  the  economy,  but  would  reduce  black  market  and  other 
illegal  activities.  The  recent  announcement  by  President  Yeltsin  that  he  will  abolish  state  licenses 
for  oil  exports  and  cut  his  staff  by  one-third  is  a  welcome  step  in  the  right  direction. 

Reduce  the  tax  burden.  Taxes  in  Russia  and  Ukraine  are  among  the  highest  in  the  world. 
Because  they  are  so  high,  they  are  routinely  evaded.  It  is  common  for  bureaucrats  to  grant  tax  relief 
to  relatives,  cronies,  and  business  associates  in  retum  for  bribes  and  other  favors.  Sometimes 
business  owners  hire  organized  criminals  to  intimidate  tax  collectors.  Thus,  the  mafiya  ends  up 
with  money  that  should  go  into  state  coffers.  Reducing  tax  rates  and  uniformly  enforcing  tax  laws 
would  alter  the  atmosphere  in  which  organized  criminals  and  corrupt  tax  collectors  operate. 


'  Tina  Rosenberg,  "Meet  the  New  Boss,  Same  as  the  Old  Boss,"  Harper's,  May  1993,  pp.  47ff. 
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2)  WESTERN  COOPERATION  WITH  RUSSIAN,  OTHER  NIS,  AND  EASTERN  AND 
CENTRAL  EUROPEAN  GOVERNMENTS. 

These  countries  should: 

Share  computerized  data  on  criminal  activity.     This  will  allow  the  West  to  identiiy  and 
apprehend  Eurasian  criminaJs  in  a  timely  fashion.  However,  Western  countries  should  bear  in  mind 
that  the  Eastern  European'^especially  the  former  Soviety4police  forces  are  not  fiilly  trustworthy. 
They  have  been  penetrated  by  organized  crime.     Western  countries  must  be  careful  not  to 
compromise  intelligence  sources  by  disclosing  informant  networks  or  sensitive  data. 

Identify  trustworthy  and  reliable  law  enforcement  personnel  in  the  East.  The  FBI's  experience 
in  cooperating  with  the  Italians  shows  that  trustworthy  partners  can  be  found  even  in  police  forces 
penetrated  by  organized  crime.  The  situation  in  Russia  and  other  former  Soviet  republics  is  no 
different.  A  special  effort  should  be  made  to  locate,  encourage,  and  cooperate  with  trusted  ofiScers 
to  build  permanent,  long-lasting  ties  between  Western  and  NIS  law  enforcement  officials.^* 

Gain  Western  help  in  writing  criminal  codes.  Specifically,  this  means  drafting  laws  dealing  with 
organized  crime  and  corruption,  etfiics  codes  for  civil  service,  and  administrative  law.  Educational 
programs  should  be  designed  to  help  these  countries  train  judges  and  prosecutors  to  handle  actual 
cases  of  organized  crime. 

Create  a  witness  relocation  program.  Such  programs  have  proven  a  major  tool  in  prosecuting 
mafiosi  in  both  the  U.S.  and  Italy.  The  Russians  have  been  askiitg  for  assistance  in  this  area.  The 
U.S.  could  bring  in  Russian  officials  to  study  the  system  in  America  and  dispatch  American 
specialists  to  implement  a  similar  program  in  Russia. 

Combat  crime  throughout  Eastern  and  Central  Europe  and  Eurasia,  not  just  in  Russia. 

Western  bureaucracies  often  treat  the  entire  former  Soviet  area  as  "Moscow  and  its  branch  ofiBces." 
However,  intercepting  drugs  in  Central  Asia  or  illegal  arms  in  the  Caucasus  requires  direct 
cooperation  with  Uzbekistan,  Kyrgyzstan,  Azerbaijan,  Armenia,  and  Georgia.  The  FBI  and  other 
law  enforcement  organizations  need  ample  forces  with  agents  speaking  the  languages  of  the  area 
and  having  cultural  and  ethnic  expertise  in  the  region.  Without  linguistic  and  cultural  skills  law 
enforcement  is  rendered  almost  meaningless,  and  certainly  much  less  effective. 


"Russian-American  Intelligence  Agenda:  Cooperation  or  Confix)ntation?,"  a  seminar  at  the  Heritage 
Foundation,  March  31,  1994.  At  this  seminar,  Kenneth  De  GrafTenreid,  David  Major,  and  J.  Michael 
Waller  all  warned  against  excessive  cooperation  with  the  ex-USSR  services. 

Moody  presentation  to  the  Russian- American  Chamber  of  Commerce,  July  1994,  op.  cit. 
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3)  UNILATERAL  ACTIONS  TAKEN  BY  THE  UNITED  STATES  AND  ITS  WESTERN 
ALLIES. 

The  U.S.  and  its  Western  allies  should: 

Track  and  penetrate  Russian  and  NIS  criminals  dealing  in  nuclear  materials  and  narcotics. 

The  illicit  spread  of  these  materials  and  substances  is  by  far  the  largest  security  threat  posed  by  the 
crime  wave  in  Russia  and  the  NIS.  To  cope  with  it,  the  West  needs  first-class  intelligence.  This 
may  come  from  human  sources  (HUMINT)  or  from  sophisticated  electronic  surveillance  (ELINT). 
While  mobsters  today  outgun  and  outspend  many  Eurasian  police  forces,  they  lack  the  high-tech 
intelligence-gathering  capabilities  of  Western  governments.  Moreover,  in  some  case,  covert  action 
to  preempt  and  scuttle  Eurasian  criminal  activities  might  be  in  order.  Such  scenarios  would  include 
criminal  organizations  dealing  in  large  amounts  of  drugs,  weapons  (especially  of  the  non- 
conventional  variety),  and  technology  to  produce  such  weapons.  In  other  cases,  access  to 
information  about  involvement  of  foreign  officials  in  illicit  activities  might  give  American 
intelligence  services  and  policy  makers  significant  political  advantage.  Appropriate  committees  of 
the  Congress  should  get  involved  in  developing  guidelines  for  such  covert  operations  together  with 
the  intelligence  community. 

Better  monitor  East- West  Tmancial  transactions.  Money  laundering  is  on  the  rise  in  Eastern 
Europe,  Russia,  and  other  states  in  the  region.  This  multi-billion-dollar  infusion  of  "dirty"  funds 
both  destabilizes  and  criminalizes  the  Western  financial  system.  The  U.S.  should  force  Western 
banks  to  evaluate  sources  of  money  from  the  East  and  to  report  siispicious  fmancial  activities  to  law 
enforcement  authorities.  Moreover,  recent  media  reports  indicate  that  Russian  banks  are  involved  in 
gigantic  schemes  to  defraud  American  banks  and  the  Federal  Reserves  of  himdreds  of  millions  of 
dollars.  The  Treasury  and  the  Justice  Department  should  give  high  priority  to  investigating  these 
charges. 


CONCLUSION 

The  wave  of  crime  and  corruption  engulfing  Russia,  the  NIS,  and  parts  of  Eastern  and  Central 
Europe  presents  a  threat  not  only  to  the  peoples  living  in  these  countries,  but  to  the  entire  world. 
Organized  crime  discredits  the  market  system  and  undermines  democratic  institutions.  It  also  raises 
the  prospects  that  terrorist  groups  might  gain  access  to  nuclear  materials  or  technologies.  Thus, 
organized  crime  in  these  regions  threatens  international  security  and  stability. 

The  Central  European  and  Eurasian  governments  must  drastically  reorganize  their  legal  and 
law  enforcement  systems.  They  must  apply  economic  policies  that  foster  the  free  market,  not 
mafiya  development.  The  West  should  cooperate  with  Central  European  and  Eurasian  law 
enforcement  authorities  as  much  as  possible.    And  in  the  vital  areas  of  nuclear,  chemical,  and 
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biological  non-proliferation  and  drug  interdiction,  the  West  should  act  resolutely  and,  if  necessary, 
unilaterally. 
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I  INTRODUCTION 

The  scale  of  the  challenge  posed  by  transnational  organized  crime  is  exemplified  by  comparing 
contemporary  criminal  organizations  such  as  the  Colombian  drug  cartels  with  those  of  the  prohibition 
era  in  the  United  States.   From  today's  perspective,  Alphonse  Capone,  the  pre-eminent  organized 
crime  figure  of  his  era,  was  a  small  time  gangster  with  limited  ambitions  and  constricted  horizons,  his 
empire  no  more  than  a  local  fiefdom.    And  the  fact  that  he  was  jailed  for  tax  evasion  would  be  almost 
incomprehensible  to  criminal  entrepreneurs  who  employ  specialists  to  hide,  transmit  and  legitimize  the 
money  they  earn  from  their  crimmal  activities. 

This  is  partly  the  result  of  the  changed  context  within  which  organized  crime  now  operates.    New 
opportunities  have  been  grasped  eagerly  and  effectively,  leaving  law  enforcement  working  to  match 
the  inventiveness,  adaptability  and  resilience  of  criminal  organizations  that  have  become  transnational 
in  both  thought  and  deed  while  operating  from  a  safe  home  base  or  "sanctuary".    Criminal 
organizations  carry  on  their  activities  in  what  for  them  is,  in  effect,  a  borderless  world,  while  law 
enforcement  is  significantly  constrained  by  having  to  operate  in  what  is  still  a  bordered  world.  Both 
criminal  personnel  and  "hot  money"  have  unprecedented  mobility  and  are  able  to  find  cover  and 
recruits  in  transnational  ethnic  networks  created  by  migration  and  diasporas  and  that  are  difiicult  for 
domestic  law  enforcement  to  penetrate.    Moreover,  while  technology  offers  new  weapons  that  can  be 
used  against  transnational  criminal  organizations,  it  can  also  be  exploited  by  these  organizations  -  and 
it  may  not  be  too  large  a  step  from  exploiting  technology  for  organizational  and  defensive  purposes  to 
efforts  to  disrupt  the  technology-dependent  communication  and  information  systems  of  states  that  arc 
pursuing  vigorous  strategies  against  transnational  organized  crime.  Closely  related  to  this  possibility 
is  what  might  be  described  as  a  growing  democratization  or  diffusion  of  threats  to  national  and 
international  security:  threats  arc  no  longer  related  exclusively  to  territorial  integrity,  and  emanate 
from  transnational  actors  as  well  as  other  states.   Moreover,  the  technological  sophistication  of  post- 
industrial  states  is  increasingly  becoming  a  source  of  vulnerability  as  well  as  a  source  of  power.   As 
such,  it  is  something  that  could  be  exploited  either  by  ruthless  criminal  organizations  that  arc  willing 
and  able  to  grasp  new  opportunities  to  extend  their  influence  and  to  augment  their  wealth  or  by 
desperate  orgaiuzations  that  feel  they  are  being  pushed  into  a  comer  where  an  attack  on  the 
technological  infra-structure  of  the  threatening  state  looks  attractive  whether  for  defense  or  retaliation. 


To  characterize  transnational  criminal  organizations  as  a  security  threat  is  an  acknowledgment  both  of 
their  growing  importance  and  of  their  progression  beyond  simply  a  domestic  law  and  order  issue.  It, 
certamly  does  not  mean  that  there  is  a  monolithic  global  conspiracy  or  anything  of  that  kind.  Indeed, 


I 


85 


if  there  were  some  kind  of  monolithic  global  Mafia,  it  would  be  much  easier  to  deal  with  than  a 
phenomenon  that  is  complex,  diverse,  and  fragmented.   A  single,  unified  global  organized  crime 
conspiracy  would  be  subject  to  decapitation;  a  complex  mix  of  transnational  criminal  organizations  of 
various  shapes  and  sizes  that  intersects  in  multiple  ways  with  the  legitimate  economy  and  society,  that 
is  simultaneously  amorphous  and  concrete,  that  engages  in  co-option  and  corruption  as  well  as 
coercion  and  confrontation,  is  much  more  difficult  to  deal  with.  Transnational  organized  crime  cannot 
be  put  out  of  business  simply  by  the  capture,  imprisonment  or  elimination  of  a  few  leaders  of  a  few 
orgamzations.  let  alone  arrests  of  lower  level  personnel.    Indeed,  arresting  the  chief  executive  officers 
of  criminal  organizations,  without  embedding  such  actions  in  an  overall  strategy,  serves  simply  to 
accelerate  internal  promotion.   The  diversity  and  multiplicity  of  the  organizations,  their  ability  to 
regenerate  after  setbacks,  and  their  inter-penetration  of  the  legitimate  economy  make  them  particularly 
resistant  to  law  enforcement  and  could  result  in  the  emergence  of  "criminalized  states". 

Transnational  organized  crime  has  developed  to  such  a  point  that  it  can  be  understood  as  a  new  form 
of  geopolitics  with  its  own  character  and  logic,  its  own  structures  and  support  systems.  Moreover, 
transnational  organized  crime  has  several  crucial  advantages  over  governments.   Consequently,  it  is 
important  to  identify  several  ways  in  which  some  of  the  asymmetries  favoring  transnational  organized 
crime  can  be  reduced  or  eliminated  and  a  more  even  playing  field  established. 

II  THE  GEOPOLITICS  OF  TRANSNATIONAL  ORGANIZED  CRIME 

The  geopolitics  of  transnational  organized  crime  differs  in  many  respects  from  traditional  geopolitics 
in  which  control  of  natural  resources  and  critical  geographical  areas  Avas  central  to  success  in  the 
global  power  struggle.   Yet,  like  its  predecessor,  the  new  geopolitics  rests  on  a  series  of  interlocking 
and  complementary  features  of  global  politics  and  economics  that  helps  to  explain  not  only  the  growth 
of  transnational  organized  crime  but  also  why  it  has  become  such  a  formidable  problem  for  the 
international  community. 

1.  The  Variety  of  Transnational  Criminal  Organizations 

Part  of  the  problem  for  the  international  community  in  trying  to  deal  with  fransnational  organized 
crime  is  that  there  is  no  single  organizational  or  behavioral  paradigm  that  provides  a  constant  and 
accessible  target.  Criminal  organizations  vary  in  size,  scale,  bonding  mechanisms,  the  range  of 
activities,  their  geographical  scope,  their  relationships  with  the  power  structures  in  home  and  host 
states,  their  internal  organizations  and  structures,  and  the  combination  of  instruments  they  use  both  to 
promote  their  criminal  enterprises  and  to  protect  themselves  against  government  and  law  enforcement 
efforts. 


2.  Location  in  a  safe  home  base 

In  traditional  geopolitics,  power  was  linked  to  territory,  and  control  over  critical  regions  was  deemed 
to  be  a  major  strategic  asset.   In  the  new  geopolitics,  the  crucial  variable  is  not  power  so  much  as 
authority  -  or  rather,  the  lack  of  it.    Crimmal  organizations  flourish  in  those  countries  where  authority 
has  been  eroded  (or  never  properly  established)  and  the  state  is  weak.   Such  organizations  not  only 
thrive  on  political  weakness  and  instability  but  also  exacerbate  the  consequences  of  the  breakdown  of 
authority  structures  that  occurred  in  an  increasing  number  of  states  during  the  1980s  and  the  first  half 
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of  the  1 990s.  It  is  not  coincidental  that  the  era  of  failed  nation-states  is  also  the  era  of  transnational 
organized  crime.  One  of  the  crucial  factors,  for  example,  in  the  emergence  of  organized  crime  in  many 
of  the  countries  of  Eastern  Europe  and  the  Former  Soviet  Union  is  the  weakness  of  the  new  states. 
Few  of  the  states  in  transition  have  eflFective  criminal  justice  systems  to  assist  in  the  struggle  against 
organized  crime:  they  have  no  legislation  that  allows  them  to  target  criminal  organizations  as  such,  or 
that  facilitates  witness  protection  schemes,  asset  forfeiture,  and  electronic  surveillance,  all  of  which  are 
essential  in  the  struggle  against  organized  crime.   Furthermore,  in  many  of  these  states,  banking 
regulations  are  notably  lax,  thereby  providing  an  attractive  environment  for  money  laundering  both  by 
indigenous  criminal  organizations  and  by  groups  from  elsewhere. 


3.  The  irrelevance  of  borders 

Just  as  licit  transnational  corporations  operate  in  a  "borderless  world"  so  do  transnational  criminal 
organizations.    TTie  incentive  for  trading  across  borders  because  of  price  diflFerentials  and  market 
conditions  is  as  compelling  for  illicit  enterprise  as  it  is  for  licit. 

4.  The  importance  of  host  .states 

If  some  states,  unwittingly,  unwillingly  or  voluntarily,  have  become  the  home  states  for  transnational 
criminal  organizations,  others  have  become  host  states  in  which  these  organizations  supply  the  market 
for  illicit  products,  launder  profits,  and  engage  in  a  wide  variety  of  illicit  activities.   These  states  are 
not  necessarily  weak  slates,  but  nevertheless  find  it  diQlcult  to  prevent  the  operation  of  these  markets 
and  to  deal  with  criminal  organizations  that  are  often  ethnically  based  and  therefore  difficult  to 
penetrate. 

5.  The  financial  infrastructure 

Another  component  of  the  new  geopolitics  is  the  fmancial  infrastructure.  The  development  of  a  global 
financial  system  and  in  particular  the  offshore  banking  system  has  provided  enormous  opportunities 
for  the  secretion  and  transfer  of  funds.  The  speed  and  ease  with  which  capital  can  be  moved  around 
the  global  financial  system,  as  well  as  the  opportunities  for  obscuring  sources  of  capital  and  blending 
legal  and  illegal  money,  has  been  facilitated  by  the  development  of  computerized  financial  networks 
based  on  Chips,  Swift,  and  Fedwire.  The  sheer  volume  of  financial  business  that  has  developed  as  the 
investment  economy  has  given  way  to  the  transactions  economy  has  not  been  matched  by  the 
development  of  regulatory  measures  and  has  encouraged  the  mobility  of  capital  in  parallel  with  that 
of  the  transnational  criminals  themselves. 

6.  Linkages  between  the  licit  and  the  illicit 

Another  component  of  the  new  geopolitics  consists  of  the  linkages  between  the  underworld  and  the 
upper-world.'  Transnational  organized  crime  would  be  far  less  effective  and  less  of  a  threat  if  it  were 
completely  isolated  from  the  licit  economy.   In  reality,  however,  there  are  all  sorts  of  linkages  and 
points  of  convergence  between  the  licit  and  the  illicit,  linkages  that  often  culminate  in  symbiotic 
relationships  between  criminal  organizations  and  the  state  apparatus. 


7.  The  Rise  of  Global  Cities 

The  last  few  decades  have  seen  the  emergence  of  global  cities  characterized  by  the  concentration  of 
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financial  power  and  the  availability  of  highly  developed  banking  and  financial  systems.  In  some 
cases,  these  cities  are  also  national  capitals  or  administrative  centers  and.  therefore,  provide 
opportunities  for  the  intersection  of  organized  crime  and  the  political  and  economic  elites.   Such  cities 
also  act  as  transportation  hubs  with  links  to  each  other  as  well  as  to  their  respective  national 
hinterlands.   Their  advanced  telecommunications  systems  facilitate  the  transfer  of  information  and 
money,  while  their  large,  cosmopolitan  populations  facilitate  both  anonymity  and  criminal  contact 
among  diflFerent  ethnic  and  national  groups. 

8.  Migration,  Diasporas  and  Ethnic  Networks 

The  connection  between  migration  and  organized  crime  is  both  close  and  complex.   Transnational 
ethnic  networks  resulting  from  rmgration  are  a  major  resource  for  organized  crime,  while  illegal 
immigration  provides  a  lucrative  source  of  income  for  transnational  criminal  organizations. 

9.  The  parallel  economy 

In  recent  years,  black  markets  have  become  a  ubiquitous  global  phenomenon:  they  are  enormously 
profitable,  there  are  links  between  black  markets  in  different  products,  and  the  line  between  the  licit 
and  the  illicit  is  often  blurred  in  practice. 

10.  Strategic  alliances 

One  feature  of  traditional  geopolitics  that  finds  a  ready  counterpart  in  the  new  geopolitics  is  the 
prevalence  of  alliances.  In  the  new  geopolitics,  however,  alliances  among  transnational  criminal 
organizations  resemble  not  traditional  military  alliances  so  much  as  strategic  alliances  among 
transnational  corporations.  While  not  all  linkages  among  criminal  organization  can  be  characterized 
as  strategic  alliances,  strategic  alliances,  have  several  qualities  that  set  them  apart  from  other  linkages: 
they  arc  long-term,  involve  operational  linkages,   are  based  on  some  kind  of  formal  or  tacit  agreement, 
and  are  underpinned  by  mutual  expectations  of  continued  cooperation.^   At  the  other  end  of  the 
spectrum  arc  onc-ofF  arrangements  or  spot  deals  in  which  criminal  organizations  come  together  for  a 
specific  transaction  without  any  notion  that  the  relationship  will  become  more  enduring. 

Like  their  licit  counterparts,  transnational  criminal  organizations  enter  strategic  alliances  for  a  variety 
of  reasons.   At  the  most  basic  level,  strategic  alliances  offer  a  means  of  cooperating  with  potential 
rivals  and  avoiding  conflicts  that  could  be  counterproductive  for  all  concerned.    Often,  though,  there 
arc  more  specific  reasons  for  the  formation  and  maintenance  of  strategic  alliances.   Such  arrangements 
allow  criminal  organizations  to  share  risks,  to  penetrate  new  markets,  to  establish  regular  supplier 
relationships,  to  use  existing  distribution  channels  and  to  overcome  national  entry  barriers  and 
circumvent  law  enforcement  efforts. 


11.  The  global  information  system 

Another  component  of  the  new  geopolitics  is  the  development  of  global  information  and 
communication  systems  that  complement  the  global  fmancial  and  transportation  systems.  This 
development,  however,  brings  with  it  a  new  set  of  vulnerabilities  for  states  that  could  all  too  easily  be 
exploited  by  transnational  criminal  orgamzations  as  well  as  by  individuals.  It  involves  the  diffusion 
and  democratization  of  threats  to  security  as  well  as  a  decoupling  of  the  traditional  linkages  between 
territory  and  security.  The  global  information  system  brings  with  it  a  whole  new  set  of  vulnerabilities 
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that  are  wholly  independent  of  territory  or  physical  resources.   Ironically,  these  vulnerabilities  are  also 
asymmetrical;  the  greater  the  level  of  sophistication,  the  greater  the  vulnerability. 

12.  Political  unrest  and  transnational  organized  crime 

The  post  Cold  War  world  is  characterized  not  only  by  the  emergence  of  the  "global  village"  but  also, 
somewhat  paradoxically,  by  growing  fractiousness  and  fragmentation.  Ironically,  just  as  tendencies 
towards  globalization  and  economic  interdependence  have  provided  new  opportunities  for  criminal 
organizations,  so  do  the  forces  of  disintegration. 

13.  The  Prevalence  of  Network  Structures 

One  feature  of  traditional  geopolitics  was  that  it  involved  basically  one  type  of  actor  -  states. 
Criminal  organizations  represent  a  new  kind  of  "sovereign  free"  actor  based  on  "networks  of 
affiliation"  that  are  difficult  for  law  enforcement  to  penetrate.'     Indeed,  ethnic  and  kinship  ties, 
together  with  the  slow  creation  of  trust  are  important  defense  mechanisms  for  criminal  organizations. 
So  too  are  network  structures.^  These  structures  are  resistant  to  disruption  and  have  a  degree  of 
resilience  that  other  forms  of  organization  lack.  Because  networks  are  characterized  by  considerable 
redundancy,   linkages  can  be  maintamed  through  a  variety  of  different  connections.    If  some  of  these 
connections  are  broken  they  can  be  replaced,  enabling  the  organization  to  reconstitute  itself  without 
great  difficulty.    Furthermore,  even  if  the  periphery  of  a  network  is  infiltrated,  the  core  can  still  be 
insulated.  This  is  partly  because  of  what  is  termed  loose  coupling.  In  organizations  or  systems  where 
the  components  are  tightly  coupled,  disturbance  or  dislocation  in  one  component  can  create  a 
damaging  chain  reaction.    In  contrast,   "loose  coupling  gives  time,  resources,  and  alternative  paths  to 
cope  with  the  disturbance  and  linuts  its  impact".' 

The  value  of  network  structures  is  increasingly  being  recognized  in  the  commercial  and  industrial 
world  where  some  businesses  are  fmding  that  alternatives  to  traditional  hierarchy  are  both  more 
efficient  and  more  effective  in  terms  of  innovation  and  the  achievement  of  goals.   Transnational 
criminal  organizations,  however,  have  been  in  this  position  for  some  time,  and  have  instinctively 
developed  a  form  of  organization  that  offers  distinct  advantages  over  any  other. 

14  The  sophistication  of  transnational  criminal  organizations 

The  reliance  on  network  structures  is  only  one  of  the  ways  in  which  transnational  criminal 
organizations  are  highly  sophisticated.  Transnational  criminal  organizations  have  developed 
sophisticated  strategies  to  manage  the  risks  they  confront.  These  strategies  involve  efforts  to  prevent, 
to  control  and  to  absorb  risks,  especially  risks  to  the  leadership  and  to  the  integrity  of  the  organization. 
The  use  of  corruption  to  create  a  congenial  environment,  for  example,  is  a  means  of  preventing  risks 
from  arising  in  the  home  base;  violence  may  be  used  to  eliminate  those  in  government  and  law 
enforcement  who  are  pressing  hard  on  the  criminal  organizations,  thereby  controlling  risks.   Another 
control  measure  is  to  ensure  that  activities  are  compartmentalized  both  in  terms  of  information  and 
participation.  There  are  also  safeguards  against  organizational  defection  and  infiltration. 

This  picture  of  the  new  geopolitics  is  salutary  and  suggest  that  it  will  be  impossible  to  eliminate  the 
conditions  that  facilitate  transnational  organized  crime.   The  organizations  themselves  are  well  - 
equipped  to  exploit  these  conditions.   Moreover,  both  their  structures  and  their  risk  management 
strategies  make  them  formidable  adversaries  for  governments. 


89 


III  Transnational  organized  crime  versus  government:  asymmetric  warfare 

Discussions  about  transnational  organized  crime  often  assume,  sometimes  implicitly,  that  if  only 
governments  exhibited  greater  will  they  could  deal  with  the  problem  fairly  easily.  What  is  rarely  done 
when  dealing  with  this  issue,  however,  is  to  provide  a  net  assessment,  ie.  an  assessment  of  the 
capabilities  of  transnational  organized  crime  on  the  one  side  and  government  and  law  enforcement  on 
the  other.  The  conclusions  of  such  an  assessment  are  not  encouraging.  When  the  capabilities  of  the 
two  kinds  of  actor  are  examined,  states  are  more  often  lacking  in  the  attributes  they  need  to  be 
eftective  in  combating  transnational  criminal  organizations. 

One  reason  for  this  is  that  states,  traditionally  are  organized,  conceptually,  institutionally,  and 
operationally,  to  contend  with  problems  posed  by  other  states.   States  arc  not  equipped  in  anything  like 
the  same  way  to  deal  with  threats  from  transnational  criminal  organizations  that  are  not  only  elusive 
but  also,  for  the  most  part,  anxious  to  avoid  direct  confrontation  with  either  the  home  state  or  those 
states  that  involuntarily  host  their  criminal  activities.  Governments  are  of  course  trying  to  overcome 
this  deficiency.   Multinational  law  enforcement  task  forces,  the  use  of  extradition  treaties  and  mutual 
legal  assistance  treaties  as  well  as  the  growing  willingness  to  provide  law  enforcement  training  and 
judicial  assistance  to  other  countries  are  all  part  of  an  attempt  to  elaborate  the  instruments  and 
mechanisms  necessary  to  counter  transnational  criminal  organizations.  There  remains,  however,  much 
to  do. 

One  of  the  reasons  for  this  is  that  law  enforcement  by  its  very  nature'is  predominantly  reactive. 
CritTunals  are  generally  arrested  and  prosecuted  after  they  have  committed  their  crimes  not  before. 
Somewhat  less  obviously,  the  reactive  nature  of  law  enforcement  also  means  that  the  expenditure  of 
efforts  and  resources  by  government  is  out  of  all  proportion  to  that  expended  by  the  criminal 
organizations.  Perhaps  the  best  example  of  this  is  money  laundering.  In  one  case  in  Holland,  the  act 
of  laundering  money  took  45  seconds;  the  investigation  of  the  case  consumed  several  law  enforcement 
personnel  for  1 8  months."  In  short,  it  is  easier  to  engage  in  organized  crime  activities  than  it  is  to 
prevent  or  prosecute  it.  Transnational  criminal  organizations  almost  invariably  have  the  initiative. 

Closely  linked  to  this,  and  another  major  advantage  for  criminal  organizations  is  that  they  have  a 
clearer  and  much  simpler  agenda  than  most  states.   In  a  sense,  the  competition  is  one  between  profit 
maximizers  and  political  compromisers.  Criminal  organizations  are  concerned  only  about  their  profits 
and  how  they  can  obtain  the  most  money  while  ensuring  the  risks  they  face  arc  acceptable. 
Governments,  in  contrast  have  to  balance  their  actions  against  transnational  organized  crime  with  a 
variety  of  other  considerations  and  objectives.  Rightly  and  legitimately,  they  have  to  be  concerned 
about  respect  for  human  rights  and  civil  liberties.  Similarly,  how  can  they  disrupt  illicit  trade  without 
also  disrupting  licit  trade.  Efforts  to  adopt  more  stringent  or  more  comprehensive  inspections 
inevitably  conflict  with  the  desire  to  facilitate  free  trade.  The  fact  that  competitive  advantage 
increasingly  depends  not  only  on  the  quality  of  goods  but  also  on  the  promptness  of  delivery  adds 
another  barrier  to  the  imposition  of  greater  controls.  In  short,  states  have  multiple  objectives  and 
constituencies  and  have  to  accept  tradeoffs  that,  undermine  the  struggle  against  transnational 
organized  crime. 
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This  disadvantage  is  even  more  salient  because  of  the  asymmetry  of  objectives.  The  main  goals  of 
states  in  dealing  with  transnational  organized  crime  are  oifensive  -  to  disrupt,  destroy  or  eradicate  the 
criminal  organization;  the  objectives  of  the  criminal  organizations  vis  a  vis  the  state  arc  essentially 
defensive.  This  asymmetry  works  in  favor  of  transnational  criminal  organizations. 

So  too  do  other  characteristics  of  the  two  kinds  of  actors.   States  are  essentially  flxed  and  static,  with 
ponderous  bureaucratic  organizations  and  a  relatively  high  degree  of  transparency  in  their  operations. 
Transnational  criminal  organizations  in  contrast  tend  to  be  highly  mobile,  elusive  and  largely  covert 
organizations. 

The  competition  between  the  two  can  also  be  understood  as  one  between  rule  bound  and  rule  free 
institutions.   States  are  bound  by  rules  and  regulations  and  in  many  cases  are  accountable  to  their 
citizens.  Openness  and  accountability  inhibit  their  response.  Criminal  organizations  in  contrast,  by 
their  very  nature,  violate  rules  and  conventions,  while  their  lack  of  accountability  gives  them 
enormous  freedom  of  maneuver.  This  is  important  in  compensating  for  what  otherwise  appears  to  be 
an  overwhelming  advantage  for  states  -  their  wealth  and  power.  The  issue  is  not  one  of  overall 
resources  so  much  as  readily  disposable  resources  •  and  in  this  respect  the  criminal  organizations  win 
hands  down. 

There  is  something  similar  with  respect  to  organizational  structures.   States  for  the  most  part  are  still 
organized  according  to  traditional  bureaucratic  hierarchies.  Criminal  organizations  in  contrast,  place 
far  greater  reliance  on  looser  informal  network  structures  that  maximize  their  flexibility  and 
adaptability.   Furthermore,  governments  are  hindered  by  competition  among  different  parts  of  the 
bureaucracy;  leading  to  "seams  of  vulnerability"  that  criminal  organizations  can  exploit.    Operations 
that  are  multi-jurisdictional  domestically  are  complicated;  when  the  issue  of  cooperation  with  other 
governments  comes  up,  the  complications  are  even  greater,  not  least  because  of  the  difficulty  of 
knowing  whom  to  trust  in  countries  where  corruption  is  rife.  Information  sharing  is  even  more 
difficult  internationally  than  it  is  domestically. 

All  this  suggests  that  a  net  assessment  -  done  not  in  terms  of  raw  power  but  in  terms  of  each  side's 
ability  to  achieve  its  objectives  against  the  other  -  favors  transnational  criminal  organizations  over 
states  or  governments.  If  the  relationship  between  states  on  the  one  side  and  transnational  criminal 
orgauiizations  on  the  other  is  understood  as  a  series  of  competitions,  then  this  becomes  even  more 
obvious,  ne  area  where  this  applies  most  clearly  is  what  might  be  termed  the  competition  in 
infiltratiorL  Criminal  organizations  and  governments  generally  try  to  infiltrate  each  other,  but  this  is 
easier  for  transnational  criminal  organizations  than  it  is  for  governments.  Governments  have  many 
points  of  access  that  are  susceptible  to  infiltration.  Indeed,  the  infiltration  of  government  or  a  law 
enforcement  agency  requires  access  to,  and  either  bribery  or  intimidation  of,  someone  who  is  already 
emplaced.  This  is  not  the  case  the  other  way  around.  Infiltration  requires  emplacement  within  the 
organization,  a  task  made  much  more  difficult  by  criminal  bonding  mechanisms  whether  familial  or 
ethnic,  their  inherent  suspicion  of  outsiders,  and  their  propensity  for  violence.  To  the  extent  that 
infiltration  is  a  major  source  of  competitive  intelligence,  therefore,  this  is  an  area  where  criminal 
organizations  once  again  have  the  advantage  -  an  advantage  underlined  by  the  asymmetry  of  risks. 
Infiltration  of  transnational  criminal  organization  is  a  high  risk  activity  and  the  benefits  for  the 
individual  (as  opposed  to  the  benefits  for  law  enforcement  as  a  whole)  are  not  commensurate  with  this 
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risk.   In  the  case  of  criminal  infiltration  of  government,  the  calculus  is  the  opposite  -  low  risk  and  high 
payoff. 

There  is  also  an  important  time  dimension.  When  government  institutions  become  corrupted,  this  can 
take  years  or  even  decades  to  reverse.  The  capacity  of  criminal  organizations  to  regenerate  after 
suffering  reverses  tends  to  be  both  more  immediate  and  much  greater.   Paradoxically,  criminal 
organizations  also  have  longer  time  horizons  than  governments  which,  on  the  whole,  tend  to  fmd  it 
difficult  to  sustain  long  term  vigor  in  the  fight  against  transnational  organized  crime.  Criminal 
organizations  can  retreat  temporarily  or  even  "hibernate"  when  the  pressure  is  on.'  As  soon  as  the 
pressure  is  eased,  however,  they  re-group,  re-energize  and  re-emerge  and  au^e  sometimes  even  stronger 
than  before. 


I 


In  short,  if  the  race  is  to  the  swift  the  criminal  organizations  seem  to  be  winning  it.  Governments  arc 
playing  a  constant  game  of  catch-up.  The  implication  of  this  is  that  transnational  organized  crime  is 
likely  to  go  from  strength  to  strength.   Several  developments  stand  out  as  both  highly  feasible  and 
particularly  threatening: 

1.  the  consolidation  of  strategic  alliances  among  criminal  organizations  alliances  that  could  in  some 
cases  lead  to  merger  by  a  gradual  process  of  osmosis.  At  the  very  least  we  will  almost  certainly 
witness  more  and  more  joint  ventures,  that  also  become  more  blatant  and  bold. 

2.  TTiere  is  also  likely  to  be  a  consolidation  and  a  gradual  blurring  of  different  kinds  of  crime  and  of 
the  organizations  perpetrating  them.   Actions  that  have  traditionally  been  associated  with  terrorism 
could  also  become  the  hallmark  of  certain  organized  crime  groups,  while  there  is  also  likely  to  be  a 
merging  of  organized  crime  and  white  collar  or  financial  crime. 

3.  There  might  also  be  an  increase  in  the  level  of  violence  threatened  or  implemented  by  transnational 
criminal  organizations  for  purposes  of  extortion.  This  is  likely  to  differ  fi-om  traditional  terrorism  in 
that  threats  will  be  anonymous,  the  purpose  will  be  profit,  those  making  the  threats  will  not  want  to 
implement  them,  and  so  long  as  they  are  paid  will  not  do  so.  The  availability  of  the  capabilities  to 
engage  in  such  threats  is  already  apparent.    Nuclear  material  smuggling  from  the  former  Soviet 
Umon,  for  example,  has  become  rife.  That  there  have  been  very  few  cases  involving  weapons  grade 
material  is  a  comfort  to  those  who  are  concerned  only  about  proliferation,  but  does  not  mean  that  even 
some  of  the  lower  grade  matenals  could  not  create  widespread  death  and  destruction  if  used  in 
conjunction  with  conventional  explosives.  Similarly,  criminal  organizations,  by  acquiring  the 
expertise  of  skilled  hackers,  may  be  able  to  threaten  to  disrupt  or  corrupt  major  communications  and 
information  systems,  as  well  as  to  obtain  access  to  bank  and  corporate  funds. 

4.  Another  trend  that  could  prove  equally  disturbing,  if  less  dramatic,  is  that  criminal  organizations 
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may  well  move  from  corruption  and  co-option  of  political  elites  to  more  direct  control  of  political 
power.  The  rise  of  the  "outlaw  state"  will  pose  considerable  difilculties  for  efforts  by  the  international 
community  to  create  regulatory  regimes  or  norms  of  behavior  to  deal  with  transnational  organized 
crime.  Efforts  to  achieve  a  global  money  laundering  regime  currently  encounter  major  difficulties  but 
could  become  even  more  problematic  where  criminals  control  governments  and  prevent  them  from 
joining  such  efforts.   An  even  more  disturbing  scenario  is  one  in  which  several  powerful  states  fall 
under  criminal  domination  and  take  concerted  action  to  obstruct  efforts  by  the  international 
community  to  initiate  more  vigorous  measures  against  transnational  organized  crime.  Should  this 
occur,  it  is  not  inconceivable  that  one  of  the  main  fissures  in  international  politics  would  be  that 
between  "outlaw  states"  and  law-abiding  states.    The  clash  would  be  not  one  of  civilizations,  but 
between  criminal  cultures  and  those  who  uphold  the  rule  of  law. 

5.  As  well  as  moving  to  more  direct  control  of  political  power  transnational  organized  crime  could 
move  from  infiltration  to  control  of  licit  businesses.  This  has  certainly  happened  already  in  certain 
economic  sectors  (the  construction  industry  and  waste  disposal  are  very  obvious  examples)  in  certain 
cities  and  regions,  but  could  become  much  more  widespread.  There  are  signs  of  this  in  Russia  where 
organized  crime  has  taken  control  of  large  sectors  of  the  economy  including  a  significant  portion  of  the 
banking  industry.   This  endows  criminal  organizations  with  advantages  that  go  beyond  even  those  they 
currently  enjoy:  when  one  controls  or  owns  the  bank,  for  example,  it  is  not  necessary  to  worry  about 
suspicious  transactions  reports.  Tlie  implication  of  all  this  is  that  BCCI  could  be  not  a  footnote  to  the 
1980s  so  much  as  a  model  for  the  twenty  first  century  -  albeit  one  in  which  the  barriers  to  external 
investigation  and  control  are  more  difficult  for  law  enforcement  to  overcome. 

CONCLUSION:  LEVELING  THE  PLAYING  FIELD 

The  picture  above  is  a  rather  gloomy  one,  suggesting  as  it  does  that  criminal  organizations  have 
certain  advantages  over  states  and  that  the  challenge  to  domestic  and  international  order  posed  by 
transnational  organized  crime  is  likely  to  intensify  rather  than  abate.   States  can,  however,  take  certain 
actions  that  may  help  to  avert,  or  postpone,  some  of  the  more  troublesome  scenarios.  There  arc  clearly 
several  things  that  governments  need  to  do  more  effectively  than  in  the  past.    Some  of  these  are  very 
obvious:  it  is  necessary  to  devise  a  comprehensive  strategy  against  transnational  organized  crime,  in 
which  a  premium  is  placed  on  coordination  and  cooperation  both  at  the  national  and  international 
levels.    Moreover,  the  strategy  should  take  full  account  of  the  nature  of  the  challenge.  On  the  grounds 
that  it  takes  a  network  to  defeat  a  network,  for  example,  emphasis  should  be  given  not  simply  to 
extending  the  formalities  of  law  enforcement  cooperation  (although  this  is  important)  but  to  building 
transnational  networks  of  trust  among  law  enforcement  officials  in  different  nations. 

The  approach  should  also  take  into  account  the  risk  management  strategies  of  criminal  organizations 
and  initiate  appropriate  actions  to  nullify  or  overcome  these.  In  effect,  government  responses  should 
be  the  converse  of  the  criminal  organizations,  and  involve  both  offensive  and  defensive  strategies.  In 
offensive  terms,  there  are  two  priority  objectives  that  could  help  to  increase  the  risks  and  costs  incurred 
by  transnational  criminal  organizations.  The  first  is  to  take  all  measures  possible  to  eliminate  the  safe 
have  or  safe  home  base  for  criminal  organizations,  recognizing  that  the  safe  haven  might  be  either  a 
matter  of  lack  of  will  or  a  result  of  limited  state  capacity.    External  pressure  can  have  some  impact  on 
national  will,  especially  if  it  is  multilateral.  And  state  capacity  can  be  enhanced  through  well-targeted 
programs  of  judicial  assistance.  Underlying  such  programs,  has  to  be  a  recognition  of  the  need  for  a 
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long  tenn  commitment  to  implement  measures  designed  both  to  strengthen  the  state  and  to  eradicate 
the  conditions  in  which  organized  crime  flourishes.  Enhancing  state  capacity  involves  more  than  a 
series  of  quick,  fixes  by  governments.   The  second  priority  is  to  target  the  assets  of  criminal 
organizations,  an  approach  that  focuses  less  on  the  laundering  process  as  such  and  more  on  the 
uncovering  and  forfeiture  of  the  assets  accrued  by  transnational  criminal  organizations. 

In  terms  of  defense,  governments  need  to  develop  protection  measures  to  reduce  their  own 
vulnerabilities  and  those  of  commercial  enterprises.   This  requires  forging  more  eflFective  public- 
private  partnerships  that  make  business  and  commerce  more  transparent  and  therefore  more  difficult  to 
infiltrate.  It  also  requires  that  the  current  programs  on  "information  wairfare"  being  carried  out  in 
departments  of  defense  m  the  United  States  should  devote  as  much  attention  to  peacetime  protection  of 
communication  and  information  system  as  to  developing  a  capacity  for  the  wartime  disruption  of  an 
enemy's  systems.   Such  efforts  should  be  accompamed  by  better  contingency  planning  for  the 
possibility  that  some  criminal  organizations  will  go  on  the  offensive  and  try  to  engage  in  large  scale 
extortion  either  as  a  means  of  accruing  wealth  or  as  a  defensive  measure  to  compel  governments  to 
ease  the  pressure.     Such  contingency  planning  should  include  a  focus  on  communication  and 
information  systems  but  should  go  well  beyond  this  to  include  the  possibility  that  criminal 
organizations  will  use  primitive  weapons  of  mass  destruction. 

If  the  argument  that  transnational  organized  crime  really  is  a  threat  to  national  and  international 
security  is  as  compelling  as  suggested  here,  then  governments  should  be  willing  to  devote  more 
resources  to  dealing  with  it.   Moreover,  they  should  ensure  that  traditional  law  enforcement  efforts  are 
supplemented  by  the  activities  of  the  national  security  establishment^  especially  the  intelligence 
agencies.   Novel  threats  demand  novel  combinations  of  expertise  and  novel  operational  capabilities. 
They  also  demand  that  policy  solutions  are  not  simply  more  of  the  same.   If  the  international 
community  is  to  respond  effectively  to  the  threat  posed  by  transnational  criminal  organizations  then 
policy  solutions  need  to  be  not  only  comprehensive  and  well-coordinated  but  also  highly  imaginative. 
Anything  less  is  unlikely  to  be  enough. 

Notes 

1 .  This  formulation  is  the  title  of  an  unpublished  paper  by  Alex  P  Schmid,  entitled  "Organized  Crime: 
Links  between  Upper  World  and  Underworld". 

2.  Robert  Lynch,  quoted  in  Phil  Williams,  "Transnational  Criminal  Organizations:  Strategic 
Alliances  "  in  Brad  Roberts  (ed.)  Order  and  Disorder  after  the  Cold  War  Cambridge  Mass.:  MIT 
Press,  1995)  pp.  235-250. 

3.  The  author  is  grateful  to  Peter  Lupsha  for  this  point  about  networks. 

4.  There  is  some  excellent  theoretical  work  on  networks  being  done  by  David  Ronfeldt  of  the  Rand 
Corporation. 

5.  Sec  Charles  Perrow,  Normal  Accidents  (New  York:  Basic  Books,  1984)  for  a  fiiUer  analysis  of 
tight  and  loose  coupling.  The  quote  is  from  p.332 

6.  Private  interview. 

7.  The  notion  of  hibernation  was  suggested  by  Robert  Bruce. 
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Today  our  Committee  begins  a  series  of  hearings  on  the  growing  international 
dimensions  of  the  threat  that  organized  crime  presents  to  civilized  society  around  the  world. 
Whether  through  drug  trafficldng,  extortion,  bank  fraud,  money  laundering,  corruption,  or 
trafficking  in  stolen  nuclear  materials,  criminal  elements  are  prospering  and  growing. 

The  collapse  of  communism,  increased  international  travel  and  newly  opened  societies 
has  helped  to  make  global  crime  a  significant  factor  that  affects  the  very  future  of  reform  and 
democracy  in  countries  where  it  is  struggling  to  take  root.   The  corrosive  effect  of  global  crime 
on  civilized  society  and  democratic  institutions  is  massive  and  threatening  —  let  there  be  no 
mistake  about  that. 

Whether  it  is  in  the  former  Soviet  Union,  where  Russian-  speaking  criminals  threaten 
Western  investors  with  bribery,  violence  and  extortion,  or  in  the  democracies  of  Latin 
America,  where  massive  amounts  of  monies  from  illicit  drugs  threatens  their  governments,  we 
are  all  at  risk. 

To  defeat  these  criminals  and  their  organizations  we  must  exercise  political  will  and 
courage,  and  be  willing  to  share  expertise,  experience,  and  information  with  our  friends  and 
allies.  Organized  crime  is  not  a  regional  or  local  problem;  it  is  global  in  dimension,  and 

the  solutions  to  this  threat  must  be  creative. 

No  one  truly  knows  how  deeply  these  global  criminal  elements  reach  within  the 
Americas  or  Asia  on  the  drug  trafficking  front,  or  into  Eastern  Europe  in  extortion,  money 
laundering  and  other  economic  crimes,  or  what  kind  of  links  exist  among  them. 

However,  civilized  society  cannot  sit  by  and  let  this  cancer  grow  and  threaten  the  very 
foundation  of  our  democratic  institutions.   As  Willie  Sutton  once  replied  when  asked  why  he 
robbed  banks,  "that's  where  the  money  is."   Because  of  our  wealth  and  influence,  these  global 
crime  elements  present  an  especially  serious  challenge  to  us  here  in  the  U.S.   It  is  our  wealth 
that  they  seek. 

Accordingly,  we  Americans  must  be  prepared  to  help  provide  the  resources  and 
manpower  needed  to  meet  the  grave  challenge  global  crime  presents,  and  insist  that  other 
nations  around  the  globe  do  their  share  as  well.   We  are  fortunate  that  our  excellent  FBI, 
DEA,  Customs  Service,  Secret  Service,  IRS  and  other  federal  and  local  law  enforcement 
officials,  as  well  as  our  intelligence  community,  have  aggressively  taken  on  these  crime  cartels 
here  and  overseas. 

Wliether  by  helping  honest  and  courageous  members  of  the  Colombia  National  Police 
take  down  the  Call  cariel,  or  sharing  our  expertise  with  the  new  police  forces  in  the  former 
Soviet  Union  and  the  Eastern  bloc  nations  at  the  new  and  impressive  police  training  academy 
(ILEA)  in  Budapest,  we  are  on  the  cutting  edge  of  the  fight  against  global  organized  crime. 
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I  am  particularly  pleased  to  have  helped  secure  the  initial  funding  for  these  types  of 
training  programs  in  Eastern  Europe.   They  merit  our  continued  support. 

Our  Nation  has  been  fortunate  to  escape  the  corruption  of  public  officials  and  the  police 
which  is  such  a  common  element  of  the  global  crime  network's  operations,  but  we  cannot 
afford  to  let  our  guard  dov^n. 

We  have  trained,  professionalized,  and  paid  our  police  officers  well.    A  strong  sense  of 
pride  and  loyalty  to  our  nation  and  people  that  has  helped  prevent  our  institutions  and  police 
from  succumbing  to  the  temptations  of  the  massive  amounts  of  illicit  monies  that  flow  from 
global  crime. 

We  must  continue  those  efforts,  and  help  share  that  commitment  to  excellence  with  our 
friends  and  partners  around  the  globe  who  are  also  dedicated  to  combatting  this  scourge. 

As  an  example  of  what  we  can  do  against  global  organized 
crime,  I  was  pleased  to  help  lead  funding  for  the  first  effort  to  launch  professional  police 
training  in  the  former  Soviet  Union  directed  in  particular  at  Russian  speaking  organized  crime 
spreading  from  there  into  Western  Europe,  and  even  to  the  streets  of  our  great  cities  like  New 
York. 

Committee  staff  have  just  returned  from  a  visit  to  Eastern  and  Western  Europe  to 
evaluate  the  problems  and  potential  solutions  to  growing  post-Cold  War  organized  crime  in  the 
region. 

Today,  through  the  leadership  of  FBI  Director  Louis  Freeh,  the  assistance  of  the  entire 
U.S.  federal  law  enforcement  community,  and  the  cooperation  of  the  Hungarian  National 
Police,  we  are  now  training  future  leaders  of  police  in  the  region. 

A  new  edifice  rises  in  Budapest,  Hungary  from  the  collapse  of  communism,  and  a  new 
international  law  enforcement  academy  training  Russian,  Poles,  Hungarians,  Bulgarians, 
Czechs  and  others  will  help  lead  the  battle  against  organized  and  global  crime. 

The  new  International  Law  Enforcement  Academy  (ILEA)  in  Budapest  offers 
professional  training  in  the  latest  investigative  techniques  against  organized  crime,  drug 
trafTicking,  extortion,  stolen  car  rings,  money  laundering,  as  well  as  border  security, 
smuggling,  and  white  collar  crimes. 

We  are  training  former  adversaries  in  Russian  and  Eastern  Bloc  police  agencies  in  order 
to  help  them  join  with  us  to  fight  a  new  and  common  enemy:  global  organized  crime. 

This  program  also  provides  U.S.  law  enforcement  agencies  trained  colleagues  with  whom 
they  can  work  on  transnational  cases.    I  am  hopeful  that  the  European  Union  will  soon 
recognize  that  it  is  in  their  own  interest  to  join  in  supporting  these  ILEA  police  training 
efforts. 

-0- 
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U.S.  Representative  Ed  Royce  (R-CA) 
Global  Organized  Crime  Hearing 
House  Committee  on  International  Relation 
Opening  Statement  1/31/96 

Mr.  Chairman,  I  want  to  commend  you  for  calling  this  hearing,  the  second  in  a  series  of 
three  coordinated  hearings  into  the  threat  of  global  organized  crime  activities  and  their 
impact  on  United  States'  citizens  and  taxpayers.   The  House  Judiciary  Committee  opened  the 
series  last  week  with  testimony  from  our  first  witness  today,  Mr.  Moody;  we  will  continue 
further  with  the  subject  today  with  particular  focus  on  Russian  organized  crime;  and  the 
House  Banking  and  Financial  Services  Committee  will  pursue  the  subject  further  when  we 
return  on  Feb.  28  with  a  focus  on  international  crime  and  banking. 

Mr.  Chairman,  the  involvement  of  three  House  committees  in  this  issue  calls  attention  to  the 
increasingly  serious  nature  of  this  problem.    Two  years  ago,  when  the  Director  of  the  CIA, 
Mr.  Woolsey,  appeared  before  this  committee,  I  asked  him  about  the  extent  of  the  former 
Soviet  KGB  involvement  in  organized  criminal  activity  in  Russia,  which  was  only  then 
becoming  evident.    Today,  that  problem  has  mushroomed  beyond  Russia,  becoming  a 
transnational,  an  international  issue.    According  to  recently  published  reports  in  Russia, 
including  one  prepared  last  year  by  Russian  Federation  Council  Commission  Chairman 
Aleksandr  Dolgolaptev  and  Aleksandr  Geriasimov,  chief  of  the  Department  of  Administrative 
and  Criminal  Legislation,  organized  crime  in  Russia  today  encompasses  some  1 ,500  state 
enterprises,  4,000  share-holding  societies,  500  joint  ventures  and  550  banks!    Their  study, 
"Economic  Crime  and  the  Security  of  Citizens,  Society  and  the  State,"  stated  that 
approximately  700  legal  financial  and  commercial  institutions  have  been  set  up  by  criminal 
groups  for  the  purpose  of  money  laundering--not  surprising  when  you  consider  they  also 
found  that  in  one  year  alone,  government  officials  and  bureaucrats  took  an  estimated  $100 
billion  in  bribes  and  other  forms  of  illegal  income.    The  report  concluded  that  organized 
crime  currently  controls  about  40  percent  of  the  Russian  gross  domestic  product. 

Journalists  and  scholars,  such  as  Arcadi  Vaksberg  in  1991  and  Claire  Sterling  in  1994,  report 
that  former  KGB  security  officials  and  bureaucrats  in  the  Departments  of  Defense  and 
Internal  Affairs  have  emerged  as  Russia's  largest  criminal  class.   In  his  book.  Comrade 
Criminal,  the  Theft  of  the  Second  Russian  Revolution,  journalist  Stephen  Handelman  quotes  a 
frustrated  former  mayor  of  Moscow  saying  "The  main  way  the  mafiya  penetrates  into  the 
economy  is  via  the  bureaucrats.    They  are  our  main  enemy..." 

The  penetration  of  the  KGB  into  the  formerly  docile  Russian  mafiya  is  chronicled  by  former 
Ministry  of  Interior  Major  General  Aleksandr  Gurov  in  Red  Mafiya,  and  by  Georgy 
Podlesskikh  and  Andrei  Tereshonok  in  Thieves  in  Law.    Using  internal  KGB  documents, 
former  KGB  agents  Podlesskikh  and  Tereshonok  show  that  the  MVD  and  KGB  supervised 
and  influenced  organized  crime  and  directed  its  activities  far  beyond  the  borders  of  the 
former  Soviet  Union. 

Interestingly,  Mr.  Chairman,  the  most  rapid  growth  in  organized  crime  and  corruption  in 
Russia  is  now  within  the  financial  and  banking  structure;  indeed,  according  to  some  studies. 
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the  Russian  business  sector  has  been  deeply  penetrated  by  former  high-ranking  KGB  officers, 
who  actually  steered  business  creation  and  development  in  the  late  1980s  and  1990s  and 
merged  large  portions  of  these  entities  into  the  underworld.    Under  this  KGB  tutelage,  the 
mafiya,  which  a  decade  ago  seemed  to  most  observers  underdeveloped  and  provincial,  was 
provided  with  institutional  and  organizational  experience,  professional  intelligence  techniques 
and  tradecraft. 

This  "professionalization"  of  the  Russian  mafiya  poses  new  threats  not  just  in  Russia  but  in 
the  world  fmancial  markets  and  the  United  States.   As  the  Soviet  Union  collapsed,  the 
Communist  Party  embarked  on  a  campaign  of  mass  appropriation  of  state  property  and 
resources,  and  commissioned  the  KGB  to  dump  rubles  abroad,  sell  vast  quantities  of  raw 
materials  (including  nuclear  material)  for  hard  currency,  and  to  launder  the  proceeds  through 
Western  banks.    Describing  phony  documents  used  to  transfer  cash  to  Swiss  and  British 
banks  and  to  defraud  the  governments  of  Italy,  Greece  and  Portugal,  Russian  Parliamentary 
investigator  A.P.  Surkov  in  1992  reported  that  "the  party  moved  abroad  at  least  60  tonnes  of 
gold,  eight  tonnes  of  platinum,  150  tonnes  of  silver,  and  in  the  safes  of  Western  banks  are 
stored  resources  of  the  Communist  Party  amounting  to  from  15  to  50  million  dollars." 

Communist  Party  officials  founded  more  than  100  banks  and  commercial  enterprises  in 
Moscow  and  600  in  the  Russian  Federation,  as  well  as  companies  based  in  the  West, 
according  to  Lev  Timofeyov,  who  quotes  one  former  KGB  general  as  saying  "This  is  not  so 
much  for  the  Party's  sake  as  for  self  preservation,"  and  added,  "There  is  undoubtedly  an 
element  here  of  organized  retreat... under  which  the  retreating  force  tries  to  maintain  some 
element  of  order  and  the  possibility  of  preserving  a  nucleus,  and  then  perhaps,  in  time, 
returning  to  the  past." 

Mr.  Chairman,  I  will  not  take  up  more  time  at  this  moment  to  describe  these  activities  and 
others,  such  as  KGB  involvement  in  dnig  smuggling  worldwide  and  the  theft  of  Western 
business  and  fmancial  information.   Suffice  it  to  say  that  many  analysts  now  agree  with 
Russian  President  Boris  YeUsin  that  Russia  has  become  a  "superpower  of  crime,"  not  merely 
because  of  the  absence  of  adequate  laws  or  a  supposed  "robber  baron"  stage  of  economic 
development,  but  because  of  the  inherently  corrupt  nature  of  its  former  Soviet  security 
apparatus  and  intelligence  services,  which  have  now  supplanted  the  indigenous  Russian 
Mafiya.   This  poses  a  serious  threat  to  fmancial  institutions  in  the  U.S.  and  worldwide,  and 
our  job  here  should  be  to  get  to  the  bottom  of  it. 
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Drug  Trafficking  and  Organized  Crime  in  Belarus: 
Threat  and  Response 

Phil  Williams 
INTRODUCTION 

a.  Purpose  and  Scope 

The  geopolitics  of  the  Cold  War,  dominated  by  nuclear  weapons,  alliances,  and  superpower 
rivalry  has  been  replaced  by  the  geopolitics  of  organized  crime  and  drug  trafficking    It  is  a  form 
of  geopolitics  in  which  location  remains  important  but  borders  are  highly  permeable,  sub- 
national  and  transnational  criminal  organizations  are  the  primary  actors,  and  the  power  of  states 
is  measured  not  in  military  or  economic  capabilities  but  in  the  capacity  to  govern  effectively. 
Vulnerabilities  can  be  understood  not  in  terms  of  military  weakness,  but,  for  example,  the  ease 
with  which  commercial  and  financial  sectors  of  national  economies  can  be  infiltrated  by 
criminal  organizations     Strength  depends  not  simply  on  militarv'  capabilities  but  on  the 
effectiveness  of  the  legal  system  and  law  enforcement  authorities    It  is  a  world  in  which  the 
adversary  is  not  a  monolithic  force  but  a  variety  of  ephemeral  and  elusive  targets  that  are 
obscured  rather  than  illuminated  by  labels  such  as  "global  organized  crime"  or  "global  criminal 
conspiracy".  This  is  not  to  deny  that  there  have  been  many  changes  in  the  nature  of  criminal 
organizations.    Organized  crime  has  gone  from  a  local  and  national  phenomenon  to  become 
transnational  in  scope  and  operations,  while  both  the  number  and  the  variety  of  criminal 
organizations  have  increased  enormously.  Cross  border  operations  have  become  a  staple  of 
criminal  activity,  as  drug  traffickers  and  other  organized  crime  groups  have  established 
themselves  in  "safe  havens"  in  those  states  where  law  enforcement  is  weak  and  have  used  what 
are  effectively  sanctuaries  as  bases  from  which  they  supply  both  domestic  and  foreign  markets 
with  illicit  products  and  services.    The  growth  of  economic  interdependence  and  the 
development  of  trade  and  financial  linkages  have  been  accompanied  by  a  new  array  of 
transnational  criminal  problems  that  law  enforcement  -  which  is  still  predominantly  national  in 
scope  and  vision  -  has  proved  ill-equipped  to  solve.  While  the  rise  of  transnational  organized 
crime  is  a  global  phenomenon,  in  no  area  of  the  world  has  the  gap  between  the  challenge  posed 
by  the  new  breed  of  criminal  organizations  engaged  in  national  and  transnational  activities  such 
as  drug  trafficking  and  alien  smuggling,  and  the  capacity  of  governments  to  respond  to  this 
challenge,  been  more  obvious  than  in  Eastern  Europe  and  the  states  of  the  Former  Soviet  Union. 


Ironically,  the  massive  social,  political  and  economic  changes  that  took  place  in  1989  and 
during  the  early  1990s  and  were  widely  heralded  in  the  West  as  a  dual  triumph  for  liberal 
democracy  and  the  market  economy,  brought  with  them  problems  that  few  had  foreseen  and  that 
governments  in  the  region  were  not  equipped  to  deal  with.  Economic  and  social  dislocation 
generated  new  pressures  on  societies,  while  the  collapse  of  totalitarian  controls  offered  new 
opportunities  Patterns  of  crime  and  corruption  that  had  developed  in  the  Soviet  era  but  had  been 
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contained  by  the  KGB  and,  in  large  part,  controlled  by  the  Communist  Party,  mutated  into  more 
overt  and  violent  forms  that  have  led  to  comparisons  between  Russia  and  the  American  frontier 
in  the  nineteenth  century. 

Additional  opportunities  were  provided  by  the  elimination  of  barriers  between  East  and  West  in 
Europe.  While  this  opened  up  widely  anticipated  opportunities  for  the  growlh  of  licit  trade,  it 
also  pro\  ided  unprecedented  opportunities  for  those  mvolved  in  illicit  trade  -  whether  it  be  the 
smugglmg  of  drugs,  people  or  weapons.  Not  surprismgly,  organized  crime  from  the  former 
Soviet  bloc  has  spilled  over  into  Western  Europe    Germany,  in  particular,  has  become  the  focus 
of  much  cnmmal  activity  -  as  a  lucrative  market,  as  the  destination  of  illegal  aliens,  as  a  source 
of  luxury  cars  that  are  stolen  and  exported  to  Poland,  Belarus,  Ukraine  and  Russia,  as  a 
battleground  for  rival  organizations,  and  as  an  attractive  locale  for  extortion  and  for  the 
mfiltration  of  legitimate  business.  Some  observers  have  even  contended  that  a  "common  market 
of  crime"  has  emerged  extending  from  Russia  to  Western  Europe.'  Part  of  the  reason  for  this,  of 
course,  is  that  states  in  transition  have  a  peculiar  vulnerability  to  drug  trafficking  and  organized 
crime.  Lacking  the  institutional  capacity  to  combat  these  problems  effectively,  such  states 
provide  a  congenial  environment  for  criminal  organizations  that  seek  to  minimize  the  risks 
posed  by  law  enforcement.  Belarus  is  one  such  state.    In  the  new  geopolitics  of  crime,  Belarus 
is  highly  exposed  and  vulnerable.  While  the  challenges  posed  by  drug  trafficking  and  organized 
crime  may  be  less  extreme  than  in  some  of  the  other  states  of  the  Former  Soviet  Union  (FSU), 
Belarus  certainly  shares  problems  that  are  endemic  throughout  the  Commonwealth  of 
Independent  States  and  Central  Europe.  Moreover,  unless  there  are  systematic  efforts  to  deal 
with  both  the  symptoms  and  the  underlying  causes  of  these  problems,  the  situation  can  only 
detenorate.  Self-help  and  a  strong  and  sustained  commitment  by  the  government  are 
prerequisites  for  success,  but  need  to  be  reinforced  by  external  support  for  the  creation  of  a  more 
effective  criminal  justice  system  and  the  elaboration  of  a  regulatory  framework  to  discipline  the 
emerging  market  economy. 

A  country  of  10.25  million  people  (77.9  per  cent  Belarusians,  13.2  per  cent  Russians,  4.1  per 
cent  Poles,  2.9  per  cent  Ukrainians  and  1 . 1  per  cent  Jews)  covering  an  area  of  80,200  square 
miles,  Belarus  has  borders  with  Poland,  Lithuania,  Latvia,    Ukraine  and  Russia  -  all  of  whom 
have  ver>'  serious  problems  with  organized  crime  and  drug  trafficking.  Of  these  neighbonng 
states,  Russia  is  obviously  most  important  not  only  as  a  trading  partner  and  as  a  major  political 
influence,  but  also  as  the  core  area  of  powerful  criminal  organizations,  some  of  which  extend 
their  reach  into  -  and  have  connections  in  -  Belarus.  From  this  perspective,  Belarus  can  be 
understood  both  as  a  "penetrated  state"  and  as  a  transit  zone  for  all  kinds  of  illicit  commodities 
from  Russia  and  the  Caucasus,  as  well  as  for  drugs  from  Central  Asia  and  Afghanistan. 

Formerly  an  integral  part  of  the  Soviet  Union,  Belarus  is  in  a  difficult  transition  period 
characterized  by  rampant  inflation  (that  is  gradually  coming  under  control),  growing 
unemployment,  and  a  serious  decline  in  industrial  output     The  government  has  not  yet  worked 
out  all  the  norms  and  procedures  associated  with  the  new  constitution,  and  the  difficulty  of 
electing  a  new  parliament  resulted,  throughout  much  of  1995,  in  government  that  functioned 
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largely  through  presidential  decree.  Not  surprisingly,  therefore,  although  new  financial 
institutions  have  been  created  and  some  progress  has  been  made  towards  the  creation  of  a  free 
market  economy,  a  comprehensive  regulator*'  framework  remains  to  be  established.  Moreover, 
because  of  the  economic  problems  faced  bv  Belarus  -  some  of  which  can  be  traced  back  to  the 
consequences  of  Chernobyl  and  some  of  which  reflect  the  heavy  dependence  of  Belarus  on 
heavy  industry  and  anns  production  -  the  capacity  to  mobilize  resources  to  deal  with  social 
problems  such  as  drug  abuse  and  organized  crime  remains  weak.  Against  this  background  this 
paper  sets  out: 

■  to  provide  an  assessment  of  the  threat  posed  by  drug  trafficking  and  organized  crime  in 
Belarus. 

■  to  examine  the  state  capacit)  to  respond  to  these  challenges,  in  effect,  pro\  iding  a 
capability  assessment  of  the  government  in  relation  to  drug  trafficking  and  organized 
crime. 

■  to  consider  the  social  and  economic  consequences  for  Belarus  of  the  prevalence  of 
organized  crime  and  drug  trafficking  activities. 

■  to  offer  a  series  of  recommendations  about  how  counter  drug  policies  and  the  struggle 
against  organized  crime  can  be  strengthened. 

The  analysis  is  designed  to  offer  an  assessment  of  the  existing  situation,  while  also  identifying 
possible  future  trends.  It  adopts  an  analytical  framework  based  on  the  assumption  that  these 
trends  will  be  determined  in  large  part  by  a  mixture  of  incentives  and  pressures,  opportunities, 
and  resources  -  a  mix  that  can  be  influenced  by  the  actions  of  the  Belarus  government.  Indeed, 
there  is  still  a  window  of  opportunity  in  which  the  government  can  introduce  legislation  and  take 
other  measures  to  increase  the  risks  faced  by  drug  trafficking  groups  and  criminal  organizations. 
Unless  this  is  done  with  both  great  care  and  some  despatch,  however,  both  organized  crime  and 
drug  trafficking  will  become  more  severe  and  more  resistant  to  effective  counter-action.    With 
all  this  in  mind,  the  paper  is  divided  into  four  major  sections.  Section  One  explores  the 
conditions  that  have  given  rise  to  the  growth  of  drug  trafficking  and  organized  crime  in  Belarus. 
Attention  is  given  to  the  opportunities,  the  incentives  and  pressures,  and  the  resources  that  have 
facilitated  the  rise  of  organized  cnme  and  drug  trafficking.  Section  Two  offers  a  snapshot  of  the 
existing  situation,  assessing  the  current  level  of  organized  crime  and  drug  trafficking  in  Belarus. 
Section  Three  of  the  paper  considers  the  consequences  for  the  political,  social  and  economic 
fabric  of  the  country  should  these  forces  continue  to  develop.  Section  Four  outlines  a  series  of 
recommendations  for  strengthening  the  tight  against  drug  trafficking  and  organized  crime  and 
trying  to  ensure  that  the  situation  in  Belarus  does  not  deteriorate  further. 
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1  THE  EMERGENCE  OF  ORGANIZED  CRIME  AND  DRIG  TR.\FFICK1NG  IN 
BELARUS 

To  see  organized  crime  and  drug  trafficking  as  entireh'  new  phenomena  in  Belarus  -  as 
elsewhere  in  the  Former  Soviet  Union  -  would  be  a  mistake.  The  Soviet  Union  had  a  drug 
problem  for  many  years  before  it  formally  acknowledged  the  fact    Similarly,  organized  crime 
had  many  of  its  roots  in  a  system  where  the  black  market  was  both  an  instrument  of  privilege 
for  the  party  nomenklaiura  and  a  safety  valve  against  production  inefficiencies  and  shortages  of 
goods.  Under  the  old  Soviet  system,  however,  the  state  -  or  at  least  its  representatives  - 
remained  the  dominant  partner    The  relationship  between  organized  crime  and  the  state  was 
symbiotic,  but  it  was  a  symbiosis  within  a  relatively  rigid  and  predictable  framework.'  The 
collapse  of  the  Soviet  Union  and  its  social  and  political  control  mechanisms,  and  the  moves 
towards  market  economies  in  the  new  states,  created  a  highly  permissn  e  en\  ironment  for  the 
emergence  of  criminal  organizations  that  are  far  less  disciplined  and  constrained  than  those  of 
the  Soviet  era.  Moreover,  the  lack  of  effective  criminal  justice  systems  combined  with  the 
attempt  to  develop  free  markets  without  the  rules  and  regulations  that  are  necessary  to  ensure 
their  integrity  and  efficiency,  was  an  ideal  combination  for  an  upsurge  of  organized  crime  and 
drug  trafficking.^    Simultaneously,  the  end  of  the  Cold  War  made  it  easier  for  drug  trafficking 
and  organized  crime  groups  in  the  Former  Soviet  Union  to  engage  in  transnational  activities. 
The  result  has  been  a  strengthening  of  existing  criminal  groups,  the  rise  of  new  organizations, 
the  diversification  of  criminal  activities,  and  the  spread  of  violence  and  corruption.  The 
emergence  of  organized  crime  and  drug  trafficking  in  Belarus,  therefore,  has  to  be  understood  as 
part  of  a  much  wider  phenomenon.  While  some  of  the  characteristics  of  criminal  activity  in  the 
country  are  a  product  of  particular  national  conditions,  the  overall  problem  is  typical  in  many 
respects  of  the  criminal  threat  that  is  endemic  throughout  most  of  the  Former  Soviet  Union.  As 
elsewhere,  the  development  of  organized  crime  and  drug  trafficking  in  Belarus  can  be 
understood  in  terms  of  a  combination  of  opportunities,  incentives  and  pressures,  and  resources.' 

1.  Opportunities 

a.  Lack  of  a  legislative  framework 

States  undergoing  rapid  political,  social,  and  economic  transformations  have  many 
vulnerabilities  and  offer  numerous  opportunities  for  the  emergence  of  criminal  organizations  and 
drug  traffickmg.  Such  opportunities  encompass  both  the  general  climate  in  which  criminal 
organizations  can  act  with  a  relatively  high  degree  of  impunity  and  specific  vulnerabilities  that 
can  be  exploited  by  criminal  organizations  engaged  in  drug  tratTicking  and  other  activities  such 
as  extortion,  financial  fraud,  and  money  laundering.  It  has  been  suggested  elsewhere  that 
organized  crime  and  drug  trafficking  thrive  when  the  state  is  weak,  acquiescent,  corrupt,  or 
collusive.''  In  Belarus  the  biggest  problem  is  the  weakness  of  the  state  the  government  does  not 
have  the  resources  to  prosecute  the  fight  against  organized  crime  and  drug  trafficking  with 
vigor.  At  the  same  time,  the  Parliament  for  a  variety  of  political  and  substantive  reasons,  has 
failed  to  elaborate  comprehensive  and  effective  legislation  against  organized  crime  and  drug 
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trafficking,  thereby  exhibiting  a  degree  of  acquiescence  that  is  disquieting     While  it  is  difficuh 
to  determine  the  extent  of  corruption  and  collusion,  cases  of  corruption  witiiin  law  enforcement 
have  been  reported,  although  in  many  cases  they  have  also  led  to  dismissal  or  arrest     More 
problematic  is  the  extent  of  corruption  within  the  political  and  economic  elite    Allegations  have 
been  made  against  high  ranking  politicians  and  government  officials,  although  some  of  these 
seem  to  have  been  based  on  political  opportunism  rather  than  genuine  con\  iction    There  is  a 
danger,  however,  that  organized  crime  will  facilitate  the  election  of  at  least  some  deputies  to  the 
Parliament  who  will  then  act  to  protect  criminal  interests  by  tr\  ing  to  block  -  or  at  the  veiy  least 
to  dilute  -  much  needed  legislation 

When  the  USSR  disintegrated,  the  collapse  of  social  and  economic  controls  left  many  states 
with  no  formal  legislative  framework  for  dealing  with  organized  crime  or  drug  trafficking    This 
was  certainly  the  case  for  Belarus      One  authoritative  report  on  development  in  Belarus  noted 
that  "the  acting  criminal  legislation  still  has  man\  loopholes,  especiallv  m  the  areas  of 
corruption,  criminalisation  of  state  authorities,  and  organized  and  economic  crime"     This  is  a 
gross  understatement  There  is  no  comprehensive  legislati\e  framework  for  dealing  v\ith 
organized  crime    In  the  Criminal  Code,  there  is  an  article  on  banditr\   but  it  is  ver\  dated,  not 
very  specific,  and  ineffective.  There  is  also  legislation  directed  against  political  groups  that 
dates  back  to  early  in  the  Soviet  era    TheoreticalK .  this  could  be  redirected  to  work  against 
organized  crime,  but  this  would  require  a  high  degree  of  ingenuity  by  law  enforcement  officials 
and  is  not  really  a  substitute  for  carefully  crafted  and  targeted  legislation  that  would  accord  with 
international  norms  and  conventions  and  give  Belarus  greater  compatibilitv  with  other  nations 
which  have  comprehensive  legislation  directed  against  organized  crime. 

Similarly,  one  of  the  major  weaknesses  of  Belarus  in  its  counter-narcotics  efforts  is  the  lack  of  a 
well-developed  and  carefully  crafted  legislative  framework    Belarus  continues  to  relv  on  the 
outdated  penal  code  of  1961,  with  the  added  complication  that,  in  the  1980s,  the  use  of  drugs 
was  decriminalized.  The  law  on  drugs.  Article  219  of  the  Criminal  Code,  defines  as  crimes  the 
illicit  production,  acquisition,  storage,  transport,  mailing  or  sale  of  narcotic  substances,  with 
details  of  what  is  covered  by  each  of  these  activities.  In  addition,  the  law  distinguishes  between 
small  and  large  lots  of  drugs  (the  amount  of  which  may  vary  according  to  the  potency  of  the 
drug)    The  legislation  encompasses  those  substances  on  a  list  prepared  b\  the    Permanent 
Committee  on  Drug  Control  in  the  Ministp,  of  Health,  a  list  that  includes  over  200  items  "*    As  it 
stands,  however,  this  legislative  framework  has  several  weaknesses: 

■  There  is  no  clear  definition  of  "narcotic  substances"  and  the  notion  of 
psvchotropic  substances  is  not  mentioned  by  the  legislation. 

■  The  lack  of  penalties  for  the  use  of  drugs  is  inconsistent  with  other  components  of  the 
legislation  especially  those  regarding  the  acquisition  of  narcotics. 

■  The  abolition  of  both  administrative  and  criminal  responsibilities  for  the  first  and  second 
cases  of  non-medical  usage  of  drugs  has  facilitated  the  growih  of  drug  abuse. 
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There  is  a  large  gap  between  the  obligations  undertaken  by  Belarus  in  becoming  a  party 
to  the  1961,  1971  and  1988  conventions  on  drug  trafficking  and  abuse,  and  the  existing 
national  legislation.  Conformity  with  these  conventions  requires  major  increases  in 
counter-narcotics  efforts  as  well  as  legislation  making  possession  and  use  of  narcotics  a 
criminal  offence. 

There  are  no  distinctions  between  different  types  of  drugs  nor  a  system  of  penalties 
commensurate  with  such  distinctions 

There  is  no  provision  for  asset  seizure  of  the  profits  of  drug  traftlcking 


Recognition  of  these  weaknesses  and  of  the  gap  between  national  legislation  in  Belarus  and  its 
international  obligation  led  UNDCP,  in  October  1992,  to  provide  model  lavNs  on  prevention  of 
drug  tratTicking  and  on  the  classification  and  control  of  licit  activities.  Tough  anti-drug 
legislation  as  well  as  measures  directed  specifically  against  organized  crime  were  subsequently 
prepared  in  both  the  Ministry  of  Justice  and  the  Ministry  of  the  Interior,  but  have  failed  to  obtain 
the  necessary  level  of  legislative  support.    As  a  result,  law  enforcement  authorities  bearing 
responsibility  for  dealing  with  drug  traftlcking  and  organized  crime  are  crucially  hampered.  As 
the  Chief  of  the  Organized  Crime  Control  Department  noted  somewhat  wryly  in  a  newspaper 
interview:  "during  the  last  five  years  more  than  300  new  laws  have  been  passed,  and  about 
3,000  amendments  and  additions  to  the  laws  were  made,  including  to  the  Criminal  Code  and  the 
Code  of  Cnminal  Procedure"  but  no  special  laws  have  been  adopted  to  assist  in  the  struggle 
against  organized  crime  and  drug  trafficking."  Rectifying  this  situation  does  not  seem  to  be  a 
priority  for  the  Parliament 

The  President,  in  contrast,  has  taken  steps  to  strengthen  state  capacity  to  fight  organized  crime 
and  drug  trafficking:  his  decree  of  December  1994  on  fighting  crime  and  drugs  placed 
organized  crime  and  drug  trafficking  on  the  political  agenda    Consisting  of  14  urgent  measures 
to  fight  crime,  the  decree  allowed  for  an  increase  in  the  basic  wages  of  in\esligators. 
employees  of  law  enforcement  bodies,  border  troops  and  customs  employees,  depending  on 
their  training,  status  and  type  of  work.  The  decree  also  mandated  that  the  Ministr\  of  Internal 
Affairs,  together  with  the  Committee  for  State  Security,  the  Main  Border  Directorate  and  the 
State  Customs  Committee  would  be  required  to  "be  more  effective  in  uncovering  criminal 
formations,  incidents  of  corruption,  smuggling  and  the  illegal  circulation  of  drugs". '"    Although 
the  decree  also  mandated  that  new  legislative  proposals  be  prepared,  the  legislative  logjam  does 
not  seem  to  have  been  cleared    As  the  Minister  of  Interior  graphically  expressed  it  in  an 
interview  in  the  Summer  of  1995.  8  pending  legislative  acts  that  would  strengthen  the  criminal 
justice  system  "lie  like  a  dead  log". ' ' 

In  an  effort  to  fill  the  vacuum,  at  least  temporarily,  the  President  has  introduced  additional 
measures     A  Presidential  Decree  of  30  June  1995  established,  under  the  auspices  of  the 
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National  Security  Council,  an  Interagency  Commission  for  combatting  crimes  and  drug  abuse. 
This  Commission  is  charged  with  coordinating  activities  of  the  ministries,  state  committees, 
other  central  control  agencies,  and  public  associations  for  combatting  crimes  and  drug  abuse. 
Withm  this  broad  mandate  the  Commission  is  responsible  for  preparing  forecasts  and  analyses  of 
the  problems  of  law  and  order,  information  security,  and  the  spread  of  drug  abuse  and  the  drug 
business;  for  developing  a  strategy  for  combatting  the  growth  of  crime  and  drug  abuse;  for 
proposals  to  improve  the  activities  of  law  enforcement  agencies;  for  identifying  priorities  for 
relevant  scientific  and  research  activities;  for  overseeing  the  development  and  implementation  of 
programs  aimed  at  the  prevention  of  violence;  for  the  preparation  of  drafts  of  laws  against 
crime  and  drug  abuse;  and  for  the  elaboration  of  organizational  and  legal  activities  to  execute 
the  appropriate  laws,  resolutions  of  the  National  Security  Council,  and  international  treaties  and 
agreements.    In  order  to  perform  these  tasks  the  Interagency  Commission  has  to  assess  the 
effectiveness  of  existing  legislation;  prepare  information  for  the  President  on  the  execution  of 
the  laws  on  combatting  crimes  and  drug  abuse;  elaborate  resolutions  on  cooperation  with 
international  organizations,  and  other  states;  conduct  working  meetings  of  officials  on  the 
problem;  and  take  into  account  foreign  experience  in  this  area.  The  Commission  is  supported  by 
staff  officers  of  the  Security  Council  who  assist  in  preparing  and  assessing  materials  for 
consideration  by  the  Council.'' 

Consisting  of  25  members  representing  a  wide  range  of  departments  and  agencies  that  extend 
beyond  traditional  law  enforcement,  the  Interagency  Commission  is  a  major  step  forward.  The 
composition  of  the  Commission  reflects  the  scope  of  the  crime  and  drug  problems  within 
Belarus.  If  the  Commission  is  to  be  really  successful,  however,  it  will  need  to  adopt  a  broad 
conception  of  its  mandate  and  to  pursue  its  objectives  in  a  sustained  and  systematic  manner    In 
particular,  the  Commission  needs  to  force  the  issues  of  crime  and  drugs  on  to  the  political 
agenda,  and  to  ensure  that  there  is  both  a  stronger  legislative  framework  and  more 
comprehensive  policy  guidance.  In  addition,  the  Commission  needs  to  consider  ways  in  which 
the  resources  devoted  to  the  struggle  against  the  drugs  and  crime  problem  might  be  enhanced.  If 
it  succeeds  in  these  tasks,  the  Interagency  Commission  will  make  a  significant  contribution  to 
the  development  of  a  more  effective  national  effort  to  deal  with  the  drug  problem  in  Belarus. 
Yet,  even  if  the  Commission  is  efTective,  the  problems  stemming  from  limited  resources  will 
remain  acute 

Indeed,  if  the  transition  to  the  market  economy  in  Belarus  is  to  succeed,  it  will  be  in  part  because 
Belarus  receives  a  major  infusion  of  foreign  investment.  The  need  for  investment  capital  is 
critical  and    "the  government  is  hoping  to  attract  a  total  of  almost  4.5  billion  in  foreign 
investment"  during  the  next  few  years."  Unless  the  privatization  program  is  clearly  delineated 
and  svstematically  implemented,  however,  foreign  investment  on  this  scale  is  unlikely  to  be 
forthcoming    Unfortunately,  Belarus  is  currently  in  a  difficult  position  since  it  offers  little 
attraction  for  licit  investment  and  has  no  safeguards  against  illicit  investment.  With  an  infusion 
of  capital  vital  to  the  future  of  the  economy,  there  is  not  the  inclination  -  nor  really  in  Belarus 
the  capability  -  to  determine  the  source  of  the  money.  Joint  ventures  provide  a  particularly 
attractive  way  of  laundering  money  and  need  careful  oversight.  Although  law  enforcement 
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does  monitor  joint  ventures  operated  by  Italians  and  Latin  Americans,  there  is  clearly  a  need  for 
greater  professional  expertise  on  money  laundering  matters,  and  even  closer  scrutiny  than  these 
activities  have  hitherto  been  given 

While  the  desire  for  foreign  investment  facilitates  money  laundering  by  drug  traffickers  and 
criminal  organizations  based  elsewhere,  Belarus  also  has  all  the  conditions  necessary  for  money 
laundering  by  indigenous  groups.  There  is  a  large-scale  grey  economy,  a  proliferation  of 
exchange  establishments,  and  a  framework  for  financial  management  and  control  that  is  still  not 
fully  developed.    Just  as  currency  exchanges  provide  a  channel  for  money  laundering  in  other 
societies,  the  number  of  currency  exchange  booths  in  Belarus  offer  vers'  similar  opportunities. 
While  these  booths  keep  meticulous  records  of  the  amount  of  individual  transactions,  those 
exchanging  currency  have  to  provide  no  documentation  or  identification.  Money  could  also  be 
laundered  through  the  casinos  that  have  opened  in  Belarus,  especially  Minsk,  during  recent 
years,  and  that  are  not  subjected  to  strict  regulation  and  control. 

Nor  is  the  banking  system  itself  immune  to  money  laundering.   Banks  have  no  "know  your 
customer"  regulations  and  no  rules  on  suspicious  currency  transactions    Moreover,  according  to 
the  banking  laws,  banks  can  be  owned  by  Belarusian  citizens,  by  foreign  nationals  and  by 
persons  with  no  citizenship.  They  can  be  founded  by  private  individuals  and  legal  entities,  but  a 
bank  with  foreign  investment  must  have  a  foreign  bank  among  its  founders    There  are,  of 
course,  some  safeguards.  The  National  Bank  has  established  clear  requirements  for  the 
capitalization  of  commercial  banks  in  Belarus  in  order  to  prevent  doubtful  money  from  getting 
into  joint  stock  or  authorized  capital.  To  register  and  license  a  new  bank  the  founders  must 
submit  several  notarized  documents  including  a  "statement  of  origin  of  investment  in  the  bank's 
foundation  capital;  proof  of  legitimacy  of  invested  fund  is?ued,  certified  by  an  auditing  or 
financial  organization".  '■*  These  safeguards  have  been  motivated  largely  by  concerns  that 
organized  crime  from  Russia  will  infiltrate  the  banking  system  in  Belarus,  bringing  with  it  all  the 
attendant  problems  such  as  murders  of  bank  officials,  preferential  credit  treatment,  and  illicit 
access  to  customer  accounts,  that  characterize  the  operation  of  the  banking  sector  in  Russia. 
Such  care  is  the  exception,  though,  and  is  not  replicated  in  the  operations  of  commercial  banks. 
There  are  no  cash  transaction  reporting  requirements,  and  no  provision  for  suspicious  transaction 
reports.  Indeed,  nothing  in  the  current  banking  legislation  envisages  any  obligation  to  check 
source  of  deposits  in  commercial  banks    From  the  legislative  point  of  view,  money  laundering 
does  not  exist.  Furthermore,  the  banks  themselves  are  probably  more  concerned  with 
maintaining  the  privacy  of  customers  than  they  are  with  establishing  precautions  against  money 
laundering.  Even  if  the  will  to  scrutinize  transactions  more  carefully  was  present,  however, 
there  is  not  much  capacity  for  checking  the  origin  of  money  either  in  the  banking  system  itself  or 
in  the  law  enforcement  community.  Only  6  people  in  the  KGB  and  the  Ministr>'  of  Interior  work 
on  bank  related  issues  and  the  level  of  expertise  is  not  particularly  high.  Consequently, 
professional  money  launderers  and  organized  crime  groups  continue  are  able  to  exploit  the 
banking  system  in  Belarus. 

This  IS  not  a  perception  that  seems  to  be  shared  at  the  National  Bank    Officials  do  not  see 
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money  laundering  as  too  serious  a  problem,  claiming  that  the  monthly  reports  they  obtain  from 
commercial  banks  ensure  that  large  amounts  of  money  suddenly  appearing  in  the  system  will  be 
readily  identifiable.  What  they  could  do  about  this  is  not  clear  as  the  National  Bank  has  the 
power  only  to  recommend  and  not  to  mandate.  At  the  same  time,  officials  acknowledge  that  the 
bank  inspection  system  needs  to  be  improved,  with  better  training  for  inspectors.    They  also 
admit  that  there  have  been  several  cases  of  forged  signatures  and  letterheads  purporting  to  come 
from  the  National  Bank.    In  their  view,  however,  the  main  problem  is  capital  flight  - 
precipitated  largely  by  a  prohibitive  level  of  taxation  and  facilitated  by  the  ability  of  the  banks  to 
transfer  credit  money  and  other  funds  to  offshore  companies.    At  the  end  of  1994  and  the 
beginning  of  1995,  for  example,  there  were  3  cases  of  the  transmission  of  S200,000  through  the 
inter-bank  system  to  Lithuania  -  and  all  information  related  to  this  in  the  banks  computer 
system  was  deleted.  Certainly,  capital  flight  is  a  real  problem.  Ultimately,  though  the 
vulnerability  of  Belarus  to  money  laundering  may  be  a  far  more  insidious  challenge  to  the 
integrity  of  the  financial  system.  And  it  is  a  challenge  that  will  be  difficult  to  meet  partly 
because  of  a  lack  of  appropriate  and  effective  legislation  but  also  because  of  a  lack  of 
resources. 


b.  Lack  of  Resources 

One  of  the  most  fundamental  obstacles  to  more  effective  actions  against  organized  crime  and 
drug  trafficking  is  the  limited  resource  base  of  the  Belarus  government.  The  end  of  the  Cold 
War  and  the  disintegration  of  the  Soviet  Union  deprived  Belarus  of  its  role  as  a  major  producer 
of  armaments.  At  the  same  time,  Belarus  continues  to  be  highly  dependent  on  Russia, 
particularly  for  its  energy  supplies,  and  has  been  hurt  economically  by  the  rise  m  value  of  the 
Russian  ruble  in  comparison  with  its  own  currency.  Corppounding  the  problem  of  limited 
resources,  Belarus  still  has  to  devote  between  a  fifth  and  a  quarter  of  its  budget  to  dealing  with 
the  aftermath  of  Chernobyl    With  a  shrinking  rather  an  expanding  base  of  production,  the  fiscal 
constraints  are  even  more  severe.  A  commonly  recurring  theme  among  law  enforcement 
officers  is  that  their  efforts  are  based  on  enthusiasm  and  commitment  alone  since  they  are 
overstretched  and  under-equipped.  As  one  official  put  it: "'  the  effort  to  stop  criminal  pressures 
developing  further  requires  resources  and  these  are  declining". "   To  add  to  this  problem, 
resources  devoted  to  strengthening  law  enforcement  are  regarded  in  some  quarters  as  presaging 
a  return  to  authoritarian  rule.    Consequently,  the  fight  against  drugs  and  crime  suffers  from 
chronic  under-funding  -  a  situation  that  enhances  the  opportunities  for  drug  traffickers  and 
criminal  organizations  in  Belarus. 

Nor  are  organizational  and  institutional  arrangements  completely  optimal  for  using  scarce 
resources.  The  fight  against  organized  crime  is  led  by  the  Ministry  of  Interior,  but  the  State 
Security  Committee  (KGB)  the  Border  Guard,  and  Customs  all  have  important  responsibilities. 
Controlled  deliveries,  for  e.vample,  are  the  responsibility  of  the  State  Security  Committee  (KGB) 
Inevitably  in  these  circumstances,  there  is  some  duplication  of  function  and  overlapping  of 
responsibilities.  The  lack  of  coordination,  of  joint  efforts,  and  of  information  exchange  among 
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agencies  is  not  as  serious  as  in  many  other  countries  but  in  a  situation  of  highly  constrained 
resources  tends  to  have  a  quietly  debilitating  impact. 


The  paucity  of  law  enforcement  resources  is  perhaps  most  evident  in  the  efforts  to  counter  drug 
trafficking.  The  main  responsibility  for  combatting  drug-related  crime  lies  with  the  Ministry  of 
the  Interior.  In  UNDCP's  June  1993  strategic  country  profile  on  Belarus,  it  was  stated  that  as  of 
April  1992  there  were  41  officers  specialized  in  drug  law  enforcement. '"  Few  of  these  officers, 
however,  were  devoted  exclusively  to  drug  problems.  Since  then  there  have  been  several  efforts 
at  internal  reorganization  and  consolidation,  as  a  result  of  which  the  Ministry  has  been 
streamlined.    More  specifically,  there  has  been  a  consolidation  of  the  drug  control  efforts:  a 
special  unit  has  been  created  and  has  given  a  new  focus  to  counter-drug  activities.  Nevertheless, 
the  unit  has  a  small  staff  and  ver>'  modest  resources:  its  officers  are  committed  and 
knowledgeable,  but  are  seriously  over-stretched.  The  head  of  the  unit  has  8  people  under  his 
command  in  the  Ministry'  itself  within  the  regional  departments  there  are  specialized  groups  of 
2  or  3  officers  who  report  directly  to  Minsk;  and  in  the  big  industrial  cities  there  is  usually  I 
policeman  working  on  drug  issues.    The  total  number  of  police  with  responsibility  for 
combatting  drugs  in  Belarus  is  between  45  and  50  people,  and  problems  stemming  from  the  lack 
of  personnel  are  compounded  by  the  fact  that  most  of  these  otTicers  have  to  balance  counter-drug 
activities  with  additional  responsibilities.  The  absence  of  specialized  illicit  drug  traffic  control 
units  at  such  levels  as  Departments,  Town  and  District  Divisions  of  the  Ministry  for  Internal 
Affairs  is  a  significant  weakness.  '^  There  is  a  supplementary  effort  by  the  KGB  -  which  has  the 
responsibility  for  dealing  with  smuggling  in  and  through  Belarus,  and  has  an  anti-smuggling  unit 
of  14  people,  5  of  whom  are  devoted  full  time  to  combatting  drug  smuggling  -  but  this  does  not 
change  the  fundamental  weakness.  Moreover,  counter-drug  personnel  lack  adequate  transport 
means,  portable  drug  analyzers  and  mobile  communications  equipment.  The  result  of  the 
absence  of  analyzers  is  that  drugs  have  to  be  sent  to  Minsk  for  analysis,  a  process  that  can  take  a 
month  or  so,  which  is  particularly  significant  given  that  officers  have  only  two  months  to 
complete  an  investigation. 

The  weaknesses  of  state  capacity'  stemming  from  limited  resources  are  even  more  obvious  in 
relation  to  customs  control.  Belarus  has  a  weak  state  capacity  for  intercepting  transit.  Seizures 
of  drugs  by  the  customs  authorities  -  including  a  large  cannabis  seizure  in  November  1993  - 
reflect  positive  achievements  and  a  professional  attitude  but  are  not  the  result  of  systematic 
efforts  to  discover  illicit  channels  for  drug  smuggling.  The  relative  inetTectiveness  of  the 
customs  authorities  in  preventing  illicit  drug  trafficking  via  the  national  borders  of  Belarus  can 
be  explained  in  tenns  of  several  factors: 

■  the  absence  of  necessary  technical  equipment,  including  special  warehouses  and 

equipment  for  unloading  conveyances  and  unpacking  cargo  with  the  aim  of  performing 
control  at  the  road  transit  points,  airports  and  railway  stations.  While  customs  claims 
that  50  per  cent  of  containers  are  inspected,  such  inspections  are  cursory  and  do  not 
involve  the  complete  unloading  of  containers.  In  fact  only  somewhere  between  0.7  per 
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cent  and  1  per  cent  of  containers  are  fully  unloaded  -  usually  as  a  result  of  information 
provided  by  the  KGB  or  the  Ministry  of  Interior.  Although  the  origin  of  containers  is  the 
subject  of  careful  scrutiny,  with  particular  attention  given  to  those  originating  in  the 
Golden  Crescent  and  Central  Asia,  the  lack  of  equipment  and  the  need  to  expedite 
movement  of  goods  limits  the  search  capabilities  of  the  customs  authorities. 

the  control  operations  of  the  customs  officers  are  carried  out  without  real  intelligence 
support.  The  absence  of  a  national  program  for  computerization  of  the  customs 
agencies,  and  the  absence  of  a  computer  database  on  illicit  drug  trafTickmg  to  facilitate 
the  prompt  acquisition,  transfer,  and  systematic  processing  of  information  are 
fundamental  weaknesses. 

there  is  no  canine  service  established  at  the  customs  institutions,  so  no  search  dogs  are 
used  during  customs  inspections  of  transport,  cargo,  and  luggage. 

because  of  the  absence  of  special  educational  establishments  in  the  customs  agencies, 
officers  are  poorly  trained  in  drug  control  operations. 

customs  officers  have  no  legal  basis  for  performing  operational  investigations. 

as  a  result  of  low  salaries,  there  is  a  permanent  outflow  of  the  most  highly  trained  and 
professional  officers. 

in  accordance  with  a  Presidential  Decree  on  implementing  the  customs  union  with 
Russia,  customs  authorities  can  no  longer  inspect  goods  passing  via  the  borders  with 
Russia,  the  main  access  route  for  smuggling  drugs  both  into  and  through  Belarus. 

coordination  of  activities  between  customs  agencies  and  other  law  enforcement 
institutions  has  been  weak. 

the  customs  service  has  wide  responsibilities,  including  revenue  enhancement  through 
the  levying  of  duties,  and,  therefore,  cannot  concentrate  on  the  seizure  of  drugs. 

some  of  the  attitudes  in  the  customs  are  a  carry-over  from  the  days  of  the  Soviet  Union 
and  do  not  reflect  the  changing  realities  and  the  emergence  of  new  problems. 

although  the  approximate  size  of  the  customs  service  is  5,000  personnel,  this  will  be 
reduced  by  about  20  per  cent  as  a  result  of  the  elimination  of  check  points  with  Russia. 
In  addition  to  the  drawdown,  there  will,  of  course,  be  a  redistribution  of  personnel. 
While  this  redistribution  could  strengthen  the  capacit)'  to  intercept  drugs,  the  absence  of 
customs  units  specifically  targeted  again  drugs  -  even  at  Minsk  2  airport  -  remains  a 
significant  weakness. 
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■  there  are  limited  provisions  for  controlled  deliveries.  All  customs  has  the  power  to  do 
is  stop  drugs  at  the  border,  or  inform  the  KGB  -  which  does  have  the  authority  for  a 
controlled  delivery.  This  poses  problems  of  coordination  and  rapid  response.  Moreover, 
because  customs  has  no  real  investigative  authority  it  does  not  accumulate    institutional 
intelligence  about  routes  and  traffickers. 

■  there  is  no  department  in  charge  of  international  contacts,  with  the  result  that  the  customs 
service  does  not  have  sutTiciently  close  connections  with  many  foreign  countries. 
Customs  cooperates  effectively  with  the  other  CIS  countries,  but  the  significance  of  this 
has  been  undermined  by  the  customs  union  with  Russia. 

■  profiles  of  possible  drug  couriers  are  not  available.  Reliance  is  placed  instead  on 
"suspicious  behavior"  of  passengers,  something  that  gives  professional  and  experienced 
trafficker  a  considerable  advantage. 

In  sum,  Belarus  is  an  attractive  country  for  the  transshipment  of  drugs  from  the  Golden  Crescent, 
Central  Asia  and  Russia  to  Western  Europe.  The  opportunities  for  successful  transit  have  been 
increased  enormously  by  the  customs  union  with  Russia  and  the  removal  of  all  checks  at  the 
Russian-Belarusian  border.  While  there  are  understandable  political  and  economic  reasons  for  the 
customs  union,  it  makes  law  enforcement  and  counter-narcotics  activities  even  more  diftlcult, 
especially  in  view  of  the  limited  resources  available  to  the  Customs  service. 

Another  crucial  weakness  evident  in  the  Customs  Service,  but  certainly  not  confined  to  it,  is  the  lack 
of  widespread  computerization  and  the  concomitant  lack  of  a  system  of  statistical  data  appropriate 
to  a  modern  state.  Statistics  tend  to  be  collected  slowly  and  are  often  not  even  computerized. 
Although  the  Ministry  of  the  Interior  is  now  compiling  a  database  on  criminal  organizations  and 
their  members,  a  great  deal  more  needs  to  be  done  to  collect,  analyze,  and  disseminate  information. 
If  intelligence  is  to  be  effective  against  organized  crime,  it  has  to  be  timely,  accurate,  secure  and 
actionable. 

The  weak  state  capacit}'  for  dealing  with  drug  trafficking  is  mirrored  in  the  resources  devoted  to 
combating  organized  crime.  There  are  50  officers  within  the  Ministry  of  Interior  and  another  3 10 
in  the  regions  and  districts  with  responsibility  for  combating  of  organized  crime.  Although  this 
number  is  large  in  comparison  with  the  counter-drug  effort,  it  is  very  modest  in  relation  to  the 
challenge.  Established  in  February  1991,  when  Belarus  was  still  a  part  of  Soviet  Union,  the 
Division  on  Combating  Organized  Crime  remains  woefully  inadequate  in  terms  of  resources.  There 
has  been  no  acquisition  of  high  performance  cars  and  mobile  telecommunications  systems  even 
though  criminal  organizations  are  equipped  with  Mercedes.  BMWs,  and  other  foreign  cars,  as  well 
as  with  cellular  telephones.  In  the  absence  of  mechanisms  that  would  allow  the  ministries  to  use 
seized  cars  and  telecommunication  equipment  against  organized  crime,  the  modernization  gap 
between  law  enforcement  and  criminal  organizations  is  likely  to  be  perpetuated 

While  such  asymmetries  significantly  hinder  the  effectiveness  of  law  enforcement,  training  is  good 
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and  the  Ministr\-  of  the  Interior  is  both  gaining  in  experience  and  making  some  inroads  against 
criminal  organizations.  During  the  first  6  months  of  1995,  for  example,  the  division  for  combating 
organized  crime  in  the  Ministry  identified  753  crimes  and  initiated  court  proceedings  in  relation  to 
563  of  them.'"  Such  successes  notwithstanding,  the  challenge  to  the  integrity  of  the  state  from 
criminal  organizations  remains  formidable,  not  least  because  they  have  continued  opportunities  to 
increase  their  influence  and  wealth. 

c.  New  economic  opportunities 

Many  of  these  opportunities  come  from  the  transitional  nature  of  the  economic  system  and  the 
absence  of  a  regulatory  framework  Belarus,  like  many  of  the  other  states  of  the  FSU,  has  begun 
to  move  towards  a  market  economy  without  a  comprehensive  framework  for  its  regulation  and 
management.  Within  this  pennissive  environment,  the  lackoffamilianty  with  capitalism  has  made 
people  gullible  to  confidence  tricks  that  are  presented  as  lucrative  money  making  schemes,  and 
created  many  opportunities  for  financial  fraud  and  embezzlement  Further,  as  suggested  above,  the 
establishment  of  a  national  banking  system  in  which  the  regulatory  framework  still  has  crucial  gaps 
makes  Belarus  very  attractive  for  money  laundering  The  banking  system  also  acts  as  a  source  of 
intelligence  for  cnminals  about  the  profitability  of  businesses,  intelligence  that  is  obtained  through 
either  intimidation  or  bribery.  Closely  related,  the  tax  structure  for  business  in  Belarus  has  been 
almost  punitive,  making  tax  evasion  very  attractive.  This  has  made  many  businesses  vulnerable  to 
pressure  from  organized  crime  -  not  least  because  it  is  cheaper  to  pay  off  the  criminals  than  to  pay 
the  mandated  level  of  taxation  to  the  government.  So  long  as  paying  "criminal  taxes"  is  less  painful 
than  paying  government  taxes,  organized  crime  will  continue  to  thrive  and  grow. 

These  structural  factors  provide  a  congenial  environment  for  criminal  activities,  especially  as  the 
collapse  of  the  old  system  has  also  led  to  the  disappearance  of  traditional  inhibitions.  Some  people 
within  the  society  have  interpreted  the  moves  towards  a  market  economy  as  an  invitation  to  engage 
in  criminal  activities:  capitalism  is  simply  about  obtaining  the  most  money  by  the  quickest  and 
easiest  methods  possible,  and  it  does  not  matter  whether  or  not  these  are  legal.  For  such  people  the 
old  system  was  one  of  restriction,  the  new  system  is  one  of  opportunity.  In  these  circumstances, 
the  comment  by  the  Minister  of  the  Interior  that  a  moral  degradation  of  the  society  is  taking  place  - 
and  the  concern  embodied  by  this  comment  is  readily  understandable  .''' 

If  the  opportunities  for  organized  crime  have  been  -  and  remain  -  considerable  in  Belarus,  they  have 
not  been  on  a  par  with  those  in  Russia.  Because  Belarus  has  far  fewer  natural  resources  than  Russia, 
the  opportunities  for  plundering  the  state  have  been  more  circumscribed.  The  privatization  process 
in  Belarus  has  also  been  much  slower  than  in  Russia,  where  the  voucher  system  was  effectively 
taken  over  by  organized  crime.  Yet  problems  may  have  simply  been  postponed  rather  than  avoided: 
many  criminal  groups  are  now  so  well  positioned  in  relation  to  state  enterprises  that  they  will  be 
able  to  take  full  advantage  of  the  privatization  process  as  it  develops  over  the  next  few  years.  The 
immediate  prognosis,  therefore,  is  that  the  challenge  posed  by  organized  crime  is  likely  to  intensify 
rather  than  abate. 
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A  similar  prognosis  applies  to  drug  trafficking.  Although  there  may  be  inherent  limits  to  the  size 
of  the  market  in  a  country  where  disposable  resources  are  limited,  apart  from  this  there  are  few 
market  barriers.  There  is  no  national  program  for  prevention  of  abuse  or  for  demand  reduction, 
while  non-governmental  organizations  have  only  recently  begun  to  display  any  serious  mterest  in 
the  problem.  Medical  institutions  responsible  for  drug  abuse  treatment  and  rehabilitation  are  very 
poorly  financed,  and  the  main  component  of  treatment  is  detoxification  as  medicines  are  not 
generally  available.  Since  the  demise  of  the  Soviet  Union,  there  has  also  been  a  significant  decline 
in  the  number  of  beds  available  for  treatment.  And  even  where  treatment  is  both  practical  and 
successful,  there  remains  the  subsequent  problem  of  ensuring  the  social  rehabilitation  of  the  drug 
addict,  a  difficulty  that  has  been  seriously  exacerbated  by  the  economic  and  social  upheavals  of  the 
last  few  years.  Until  recently,  the  spread  of  drug  abuse  in  Belarus  was  restricted  by  a  fortuitous 
combination  of  circumstances:  the  absence  of  a  tradition  of  drug  abuse  in  the  country;  the  easy 
access  to  alcoholic  drinks  that  are  traditional  and  socially  accepted  and  can  be  understood  as  an 
alternative  form  of  substance  abuse  (90  per  cent  of  those  who  obtain  treatment  for  substance  abuse 
are  alcoholics,  not  drug  addicts);  the  continued  prevalence  of  strongly  negative  attitudes  towards 
drugs  that  were  developed  during  the  Soviet  era  and  still  have  considerable  resonance  among  the 
older  and  middle  generations;  and  the  high  degree  of  social  and  economic  stability  that  prevailed 
under  the  aegis  of  the  Former  Soviet  Union.  Most  of  these  considerations  have  either  disappeared 
or  diminished  in  importance,  with  the  result  that  there  is  less  of  a  stigma  associated  with  drug 
abuse,  especially  as  the  use  per  se  of  non-medical  drugs  is  not  a  criminal  offense.  In  these 
circumstances,  the  market  is  growing  and  will  provide  increased  opportunities  for  those  who  want 
to  exploit  it.  The  availability  of  such  opportunities  is  matched  by  the  pressures  and  incentives  for 
exploiting  them.  Ironically,  many  of  these  pressures  may  also  be  contnbuting  to  the  increase  in  drug 
abuse. 

2.  Incentives  and  Pressures 

Independence  was  thrust  upon  Belarus  rather  than  actively  sought  and  brought  with  it  a  disruption 
of  the  old  patterns  of  trade  and  commerce.  As  one  of  the  comer  stones  of  the  Soviet  military 
economy,  the  end  of  the  Cold  War  and  the  collapse  of  the  Soviet  Union  confronted  Belarus  with 
the  formidable  problem  of  converting  its  large  militar>  industry  to  civilian  production.  The 
difficulties  inherent  in  this  process  have  been  compounded  by  the  tensions  between  the  demand  for 
pnvatization  and  the  difficulties  of  revitalizing  an  economy  faced  by  falling  demand  for  its  products 
Not  surprisingly,  the  government  has  been  caught  between  internal  pressures  for  keeping  prices 
under  control  and  demands  from  the  International  Monetary  Fund  to  relax  its  control  over  the 
economy.  Slow  and  uncertain  as  the  transition  towards  the  market  economy  has  been,  it  has  faced 
ordinary  citizens  with  onerous  demands.  The  removal  of  price  controls  and  spiraling  inflation  have 
led  to  a  deterioration  in  living  standards  for  the  vast  majont>  of  the  population,  while  the  decline 
of  traditional  heavy  industry  has  inevitably  been  accompanied  by  the  growth  of  unemployment. 
While  the  absolute  level  remains  low  (especially  by  the  standards  of  most  market  economies) 
coming  after  a  long  period  characterized  by  full  employment,  the  emergence  of  this  phenomenon 
has  been  particularly  painful.  Moreover,  although  there  are  new  economic  opportunities  beginning 
to  emerge,  the  transition  process  is  both  slow  and  painful  -  and  is  likely  to  continue  to  be  so  for 
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some  years.  Nominally  only  about  100,000  pjeople  are  unemployed  (ie.  about  2  per  cent  of  the  work 
force)  but  this  could  worsen  significantly  as  the  government  responds  to  external  demands  for 
economic  reform  and  reduces  subsidies  to  state  enterprises. 

These  developments  have  generated  widespread  sentiment  that  economic  and  social  conditions  are 
getting  worse.  In  a  poll  asking  people  to  rate  their  material  condition  26.8  per  cent  described 
themselves  as  poor  (compared  with  19.4  in  1990);  36.5  described  themselves  as  lower  middle  class 
(8.3  per  cent  m  1990);  33.3  per  cent  as  middle  class  (60.3  per  cent  in  1990);  2.8  per  cent  as  upper 
middle  class  (10.0  per  cent  in  1990)  and  0.6  per  cent  as  well  off  (2  per  cent  in  1990).^"  Subjective 
indicators  of  this  kmd  are  borne  out  by  more  objective  mdicators  that  underline  the  extent  of 
economic  and  social  detenoration.  In  terms  of  the  UNDP's  human  development  report  Belarus  has 
gone  from  31st  place  as  part  of  the  USSR  in  1991  to  40th  place  in  1994.  "Over  the  period  from 
1991  to  September  1994  indicators  of  living  standards  (real  income  per  capita,  retail  turnover, 
housing  construction,  passengers  on  public  transport  etc.)  have  fallen  by  45-50%.  Real  wages  have 
dropped  even  further:  real  salaries  fell  by  39%  in  the  first  nine  months  of  1994,  compared  to  the 
same  period  in  1993" "'  The  result  of  this  has  been  considerable  distress  and  uncertainty  throughout 
large  parts  of  the  population,  leading  many  people  to  conclude  that  they  were  better  off  under  the 
old  system  -  sentiment  evident  in  support  for  the  communists  and  the  agrarians  in  the  May  1995 
elections. 

This  economic  and  social  dislocation  has  had  several  consequences  related  to  drug  trafficking  and 
organized  crime.  The  transition  from  one  economic  system  to  another,  while  far  from  complete, 
has  imposed  a  whole  new  set  of  hardships  that  require  the  acquisition  of  additional  income  to 
augment  that  obtained  from  primary  employment.  This  has  provided  an  environment  in  which  the 
informal  economy  has  become  a  pervasive  feature  of  every  day  life.  It  is  only  a  small  step  from  the 
emergence  of  a  parallel  economy  in  which  many  people  have  to  trade  in  one  product  or  another  in 
order  to  survive  economically,  to  the  formation  of  black  markets  and  the  supply  of  illicit  goods  and 
services.  The  growth  of  organized  crime  can  be  understood  in  terms  of  the  same  dynamics.  In 
periods  of  economic  and  social  dislocation,  crime  can  appear  to  be  one  of  the  few  routes  to 
economic  well-being.  There  is  also  an  emulative  element  in  the  growth  of  organized  crime.  The  real 
problem  during  economic  recession,  is  not  only  that  members  of  organized  cnminal  formations  have 
both  influence  and  wealth,  but  that  they  are  widely  seen  to  have  such  attributes.  As  one  official  put 
it,  "youths  see  how  criminals  live  and  want  to  join  Since  many  young  people  cannot  find  jobs  they 
are  willing  recruits  as  they  have  no  other  way  out"."  As  long  as  wages  are  low,  inflation  is  high, 
and  social  dislocation  is  unchecked,  the  recruitment  pool  for  criminal  organizations  will  remain 
substantial. 

If  drug  trafficking  and  organized  crime  have  increasingly  been  seen  as  a  means  of  economic 
advancement,  there  has  also  been  an  increase  in  drug  abuse,  perhaps  as  a  means  of  escape  from 
these  new  problems.  While  it  is  difficult  to  establish  a  definite  pattern  of  causation  between  drug 
abuse  and  economic  and  the  social  dislocation  accompanying  inflation  and  unemployment,  an 
environment  characterized  by  anxiety  about  the  future,  by  new  uncertainties  about  appropnate 
social  norms  and  economic  functions,  and  by  a  change  in  the  relationship  between  the  state  and  the 
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individual  is  one  in  which  drug  abuse  is  likely  to  increase.  Certainl\  the  figures  tor  Belarus  during 
the  first  half  of  the  1990s  suggest  this.  Even  allowing  for  government  agencies  becoming  more 
adept  at  identifying  drug  abusers  than  dunng  the  Soviet  era,  there  is  a  significant  upward  trend  in 
the  use  of  illicit  drugs.  This  is  evident  even  in  the  number  of  oftlcially  registered  drug  addicts 
which  is  now  somewhere  around  2,000,  up  from  379  in  1989.  Even  if  this  represents  only  a  small 
proportion  of  the  total  number  of  addicts  (which  some  obserx'ers  estimate  at  around  20,000)  the 
market  is  not  a  large  one  by  most  international  standards.  Nevertheless,  several  close  observers  of 
the  drug  scene  in  Belarus  have  suggested  that  by  the  end  of  the  century  there  could  be  over  50,000 
addicts  with  another  36,000  to  37,000  people  also  engaging  in  drug  abuse  to  some  degree  or  another. 
In  a  similar  vein,  if  the  trend  of  drug-related  crimes  continues  to  increase,  by  the  year  2000  there 
will  be  about  30,000  cases.'' 

In  short,  there  is  a  growing  market  for  drugs  and  a  growing  desire  to  supply  this  market.  Yet, 
neither  pressures  and  incentives  on  the  one  side  nor  opportunities  on  the  other  will  lead  to  the 
emergence  of  powerful  criminal  organizations  unless  such  groups  also  possess  certain  resources  and 
skills.  In  the  case  of  Belarus  these  resources  and  skills  are  available. 


3.  Resources 

In  Belarus  -  as  throughout  many  of  the  other  states  of  the  Former  Soviet  Union  -  there  is  a  solid 
foundation  for  the  development  of  organized  crime  and  drug  trafficking.  During  the  Soviet  era  a 
criminal  class  emerged  that  was  accustomed  to  operating  in  a  highly  controlled  society  and  that 
developed  techniques  for  evading  or  circumventing  these  controls  At  least  some  of  the  criminal 
organizations  also  had  well-established  linkages  with  the  party  upparuichik  that  were  disrupted  and 
changed  but  not  always  fundamentally  destroyed  by  the  upheavals  of  the  1989  to  1991  period 
Equally  important,  they  had  well  established  structures  and  rules  of  governance.  Throughout  the 
Former  Soviet  Union  there  existed  a  criminal  elite  -  thieves  professing  the  code  -  with  high  prestige 
who  acted  as  a  form  of  criminal  council  and  criminal  government  providing  advice  and 
adjudication.  While  thieves  professing  the  code  were  not  necessarily  great  criminal  entrepreneurs, 
by  serving  time  in  prison  and  refusing  to  cooperate  with  the  authorities  they  developed  a  very  high 
status  in  the  criminal  world.''' 

Complementing  the  system  of  governance  provided  by  the  thieves  were  well  established  criminal 
networks,  that  continued  to  exist,  and  indeed,  to  flourish  after  the  Soviet  Union  collapsed.  The 
diversity  of  the  newly  independent  states  made  these  networks  even  easier  to  maintain  than  in  the 
past:  borders  remained  permeable,  while  differences  in  national  laws  and  in  national  resources 
encouraged  criminal  organizations  to  move  from  one  junsdiction  to  another  exploiting  opportunities 
and  weaknesses,  and  establishing  or  renewing  contacts,  while  avoiding  high  risks.  The  Russian 
diaspora  provided  additional  linkages  in  such  countries  as  Germany,  the  United  States  and  Israel. 
Criminal  groups  became  active  m  these  host  countries,  while  their  transnational  connections 
facilitated  illicit  transactions  and  initiatives  that  law  enforcement  was  neither  prepared  for  nor 
equipped  to  deal  with.  Both  the  "internar"  and  "externar"  networks  are  an  important  resource  for 
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organized  crime.  Belams  is  no  exception  to  this,  with  indigenous  groups  exploiting  old  linkages  and 
creating  new  ones.  Transnational  access,  however,  is  a  double  edged  sword,  especially  when 
conditions  encourage  penetration  by  criminal  organizations  from  elsewhere. 
Awareness  of  this  danger  does  not  mean  that  indigenous  developments  can  be  ignored,  especially 
those  that  exploit  a  technologically  sophisticated  and  highly  educated  labor  pool.  In  this 
connection,  Belarus  has  all  the  resources  necessary  for  the  production  of  synthetic  narcotics. 
Considering  the  analogous  experience  of  Poland  and  Russia,  it  would  not  be  surprising  if 
clandestine  laboratories  for  producing  synthetic  drugs  were  to  be  established  in  Belarus,  if  indeed 
they  are  not  already.  The  laboratory  and  technical  capabilities  are  in  place  while  much  industrial 
plant  is  lying  idle.  Personnel  with  the  requisite  skills  may  be  facing  unemployment  and,  even  where 
this  is  not  the  case,  are  usually  poorly  paid.  They  could  decide  that  the  illicit  production  of 
synthetic  drugs  is  preferable  to  continuing  in  their  present  economic  predicament.  In  these 
circumstances,  the  production  of  amphetamines  or  other  synthetics  would  be  an  attractive  option. 
Indeed,  synthetic  drugs  could  be  produced  very  cheaply  in  Belarus:  a  kilogram  of  synthetic  heroin 
substitute  or  a  kilogram  of  amphetamine  could  be  produced  for  around  S3000,  and  would  sell  for 
many  times  more  than  that  Even  if  the  initiative  is  not  taken  within  Belarus  itself,  groups  elsewhere 
might  encourage  such  a  development  because  of  the  production  advantages  that  could  be  obtained 
from  cheap  labor.  Moreover,  such  laboratories  would  not  be  easily  detectable:  law  enforcement 
is  not  trained  in  the  detection  of  this  kind  of  facility  and  does  not  have  a  ready  list  of  indicators  of 
clandestine  production  of  synthetics. 

In  a  similar  vein,  Belarus  could  become  a  major  supplier  of  precursor  chemicals  for  illicit  drug 
trafficking  in  the  CIS  countries  and  Western  Europe.  Although  article  12  of  the  1988  Convention 
is  designed  to  prevent  the  diversion  of  chemicals  used  in  the  manufacture  of  drugs,  the  effort  to 
control  "precursor"  chemicals  remains  elusive.  Many  countries  do  not  have  mechanisms  for 
obtaining  information  on  the  manufacture,  distribution,  import  or  export  of  such  chemicals,  let  alone 
adequate  controls  over  them.  In  Belarus  there  is  no  legislation  dealing  with  precursor  chemicals, 
and,  in  effect,  it  is  left  up  to  the  chemical  industry  to  police  itself  It  would  be  foolish,  therefore, 
to  believe  that  chemicals  are  effectively  controlled  and  that  there  is  no  diversion  of  the  products 
necessary  for  drug  production.  The  problem  is  all  the  more  serious  because  Belarus  has  major 
chemical  production  facilities  Unfortunatel>',  control  of  precursor  chemicals  is  not  an  issue  that 
appears  to  be  on  the  agenda  of  policy  makers  or  even  law  enforcement  officials 


In  sum,  the  conditions  in  Belarus  are  highly  conducive  to  the  continued  growth  of  organized  crime 
and  drug  trafficking.  The  mix  of  opportunities,  incentives  and  pressures,  and  resources  not  only 
helps  to  explain  the  existing  problems  but  also  suggests  that  these  problems  will  become  even  more 
serious  through  the  remainder  of  the  1990s.  The  next  section,  discusses  the  current  situation  in 
more  detail  offering  a  basis  from  which  to  assess  the  consequences  for  Belarus  of  the  continued 
development  of  organized  crime  and  drug  trafficking. 
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II  Drug  Trafficking  and  Organized  Crime  in  Belarus:  The  Current  Situation 

I.  Drug  abuse  and  drug  trafficking 

While  other  drugs  have  also  made  an  appearance  in  the  country'  and  may  become  increasingly 
important  in  the  future,  the  major  drug  of  choice  remains  poppy  straw.  An  Institute  for  Scientific 
Criminology  survey  of  experts  (229  physicians  and  239  law  enforcement  officials)  identified 
cannabis,  medical  preparations,  heroin,  cocaine  and  ephedrine  as  drugs  of  abuse,  but  the 
preparations  named  most  often  were  home  produced  drugs  made  of  opium  poppy  and  oil  poppy.  ■' 
About  85  per  cent  of  all  drugs  are  apparently  made  by  the  users  themselves.  Cultivation  of  poppies 
is  widespread  in  Belarus,  even  though  there  are  provisions  within  the  existmg  legislation  that  make 
this  a  crime.  The  ineffectiveness  of  this  legislation  is  explained  by  several  factors,  growing  poppy 
for  household  cookery  purposes  is  a  national  tradition;  poppy-seed  water  has  traditionally  been  used 
in  rural  areas  as  a  pain  reliever;  the  price  for  drugs  made  of  locally  growTi  poppy  is  much  lower  than 
that  for  imported  drugs,  and  poppies  are  often  grown  by  drug  addicts  for  personal  use  and  occupy 
small  land  plots  that  are  quite  difficult  to  detect. 

In  the  next  few  years,  the  production  of  poppy  straw  is  likely  to  increase  rather  than  abate  as  a  result 
of  both  incentives  and  opportunities.  The  incentives  stem  from  the  low  purchasing  power  of  drug 
addicts.  A  kilogram  of  poppy  straw  costs  between  S60  and  $70  and  can  be  divided  into  12  to  14 
glasses,  each  of  which  is  sufficient  to  prepare  one  dose.  One  glass  cost  around  $5.  Opium  costs 
between  $7  and  $10  for  a  gram,  while  cannabis  costs  about  $10  for  4.5  grams  which  is  usually  sold 
in  matchboxes  (that  conveniently  hold  less  than  the  5  grams  that  can  lead  to  prosecution)  In 
contrast,  the  cost  of  1  gram  of  heroin  is  $1 50  while  a  gram  of  cocaine  is  around  $200  -  prices  that 
are  out  of  reach  for  most  drug  abusers  in  Belarus  who,  therefore,  have  no  alternative  other  than  to 
buy  cheap,  locally  produced  drugs..  The  opportunities  stem  from  the  fact  that  the  Chernobyl  zone 
seems  to  be  a  highly  congenial  cultivation  area  for  such  plants  and  is  accessible  to  those  who  are 
willing  to  incur  the  dangers  from  continued  radioactivity  and  from  police  check  points  and  patrols. 
Although  the  zone  is  guarded  by  police  with  responsibility  for  denying  access  to  depopulated 
villages  and  preventing  the  cultivation  of  poppy  and  cannabis,  in  practice,  the  control  posts  can  be 
easily  by-passed. 

Although  this  suggests  that  poppy  straw  is  likely  to  retain  its  dominant  position  in  the  drug  market, 
it  is  increasingly  being  challenged  by  other  drugs  such  as  cannabis  The  cultivation  and  use  of 
cannabis  can  be  traced  in  large  part  to  the  war  in  Afghanistan.  While  not  yet  as  widespread  as 
poppy  straw,  cannabis  is  likely  to  become  increasingly  popular  as  supplies  from  Ukraine,  Russia  and 
Central  Asia  become  more  readily  available.  Perhaps  even  more  disturbing,  however,  is  the 
appearance  in  Belarus  of  small  but  significant  and  increasing  amounts  of  heroin  -  something  that 
maybe  linked  in  part  to  a  large  immigrant  population,  a  substantial  proportion  of  which  is  illegal. 
In  addition,  during  the  last  2  years  there  have  been  two  or  three  cases  of  cocaine  addiction,  and  some 
small  seizures  of  cocaine  Amphetamines  also  make  their  way  into  Belarus,  either  from  St 
Petersburg  or  Poland.  In  sum,  there  is  clearly  a  trend  towards  a  more  varied  menu  of  drugs 
accompanying  that  towards  increased  abuse.     Both  these  trends  are  reflected  in  the  number  of 
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people  arrested  and  convicted  for  crimes  related  to  illicit  drug  trafficking,  the  rapid  growlh  of 
which  is  evident  in  the  following  chart: 


convictions  for  illicit  drug 
trafficking 


1990       1991        1992       1993 


1994 


While  this  chart  reveals  the  increasing  seriousness  of  the  problem,  it  does  not  convey  any  sense  of 
who  the  traffickers  are.  According  to  the  drug  addicts  themselves,  the  mam  groups  active  in  the 
manufacture  and  sale  of  drugs  are:  small  organized  criminal  formations  (27. 1  %);  groups  of  people 
made  up  of  "Caucasian  and  Central  Asian  nationalities"  (26  3%);  gypsy  clans  (21.2%):  and  drug 
addicts  (38.1%).""  Information  from  law  enforcement  sources  tends  to  confirm  the  presence  of 
all  four  groups,  but  adds  to  the  list  drug  dealers  from  Ukraine,  Moldova,  Russia  and  increasingly 
from  a  variety  of  other  countnes.  Indeed,  in  1994  four  times  as  much  opium  was  confiscated  as  the 
year  before.  Moreover,  for  the  first  time,  heroin  was  discovered.  This  suggested  that  foreign 
traffickers  are  increasingly  active  in  Belarus.  According  to  the  Ministry  of  Interior,  during  1994, 
5 1  foreign  nationals  were  apprehended  in  Belarus  on  charges  of  illicit  drug  trafficking.  They  came 
from   13  countries:     Russia,  Azerbaijan,  Armenia,  Germany,  Georgia,  Benin,  Greece,  India, 
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Lithuania,  Moldova,  Pakistan,  Uganda  and  Ukraine.  3  4  kilograms  of  heroin,  9  2  liters  of  extracted 
opium,  4.5  kilograms  of  manjuana  and  107  kilograms  of  poppy  straw  were  seized  from  foreign  drug 
traffickers.  Significantly,  more  then  half  of  those  who  were  detained  carrying  drugs  en  rouic  or  at 
the  attempted  drug  sale/purchase  dealings  were  nationals  of  the  countries  of  the  Caucasus  region. 
29  of  the  51  foreigners  arrested  were  from  the  Caucasus,  including,  12  from  Georgia,  8  from 
Azerbaijan,  5  from  Dagestan,  2  from  Armenia  and  2  from  Kabardino-Balkaria."^ 

The  pattern  of  arrests  suggests  that  foreign  drug  traffickers  are  usually  organized  into  relatively 
small  groups  and  that  there  is  no  cohesive  effort  by  any  single  large  syndicate  to  penetrate  Belarus 
This  is  not  to  imply  a  lack  of  organization  or  sophistication;  nor  is  it  to  downplay  the  threat.  Small- 
scale  drug  trafficking,  because  it  is  more  diverse  and  random,  is  sometimes  more  difficult  to  deal 
with  than  the  more  concentrated  variant.  Some  cases  were  certainly  well  planned,  as  in  the  attempt 
by  a  group  of  nationals  from  Benin,  India,  and  Pakistan  to  push  two  shipments  of  heroin  totaling  2.4 
kilograms.  Although  the  heroin  was  eventually  seized  b\  police  as  a  result  of  an  undercover 
operation  initiated  by  the  KGB,  it  was  smuggled  into  Belarus  by  train  in  a  special  factory 
constructed  briefcase  with  a  hidden  compartment.  The  customs  officers  at  the  point  of  entrv'  from 
Ukraine  had  only  3  minutes  to  check  the  whole  train,  but  even  with  more  time  it  is  unlikely  the 
heroin  would  have  been  discovered. 

Another  example  of  a  highly  professional  approach  was  a  small  cnminal  group  of  three  people  from 
Dagestan  who  came  to  Belarus  in  order  to  stream-line  the  distribution  of  marijuana  The  criminals 
resided  in  Brest  illegally  at  a  privately  owned  rented  apartment,  while  searching  for  a  wholesale 
dealer.  All  three  were  captured  red-handed  while  pushing  3.5  kilograms  of  marijuana  In  a  similar 
vein,  an  Azeri  arrived  in  Vitebsk  in  .luly  1994  and,  remaining  there  illegally,  created  a  criminal 
group  dealing  in  hashish.  Drugs  were  pre-packaged  2  gram  packets  that  were  sold  for  10  dollars 
each  by  retailers,  drawing  on  the  stocks  in  small  lots 

This  pattern  of  foreign  penetration  continued  during  1995  According  to  data  from  operational 
reports,  dunng  the  first  5  months  of  1995  in  Belarus  significant  amounts  of  drugs  were  once  again 
confiscated  from  foreign  dealers: 


Type  of  drug 

Confiscated  from  foreign 
dealers 

Total  amount  confiscated 
in  the  Republic 

Heroin 

50  gr 

50  gr 

Raw  opium 

1.141kg 

1.141  kg 

Extracted  opium 

4  1  kg 

7.753  kg 

Poppy  straw 

120  kg 

403  kg 
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As  can  be  seen  from  the  above  data,  drug  nnports  provide  a  significant  share  of" the  total  amount 
of  drugs  confiscated  (i.e.  125  kilograms  out  of  412  kilograms  of  ditTerent  types  of  drugs  were 
confiscated  from  foreign  drug  dealers)  While  poppy  straw  is  cultivated  in  Belarus,  it  is  aLso 
imported  from  Russia  and  Ukraine  Within  Russia  it  comes  from  neighbouring  ohIuM.s  (Smolensk, 
and  Bryansk)  and  from  the  Southern  regions  of  Krasnodar  and  Stavropol  The  first  source  retlects 
proximity  to  Belarus,  while  the  second  is  an  example  of  Russian  drug  dealers  attempting  to  expand 
into  new  markets.  Cannabis  is  brought  in  via  the  trade  channels  of  vegetable  and  fruit  traders  from 
Georgia,  Annenia,  and  Azerbaijan  -  another  example  of  illicit  trade  being  embedded  in  licit 
commerce. 

Of  129  persons  apprehended  on  charges  of  illicit  drug  trafficking  during  the  first  5  months  of  1995, 
19  were  foreign  nationals.  There  were  10  people  from  Ukraine.  4  from  Russia.  2  from  Moldova,  1 
from  Azerbaijan,  I  from  Georgia  and  I  from  Uzbekistan  In  addition,  in  the  summer  of  1995 
cocaine  and  amphetamine  were  brought  into  Belarus  from  Poland,  a  case  that  highlights  the 
vulnerability  of  Belarus  from  all  directions. 

Based  on  this  discussion  there  are  two  major  conclusions  that  can  be  drawn  about  drug  trafficking 
in  Belarus: 

■  It  seems  to  be  dominated  by  small  groups.  The  market  is  not  highly  structured  and  fits  the 
pattern  identified  by  Petrus  van  Dyne  in  the  Netherlands  as  the  suppliers  are  generally 
individual  entrepreneurs  and  small  organizations.'**  Moreover,  since  man\  drug  addicts  and 
drug  abusers  supply  themselves  (and  often  their  friends  and  acquaintances)  the  market  tends 
to  be  somewhat  fragmented  into  difTerent  localities.  Although  the  town  of  Svetlogorsk  is 
known  throughout  Belarus  as  a  center  of  drug  abuse,  both  use  and  trafficking  are  dispersed 
rather  than  concentrated.  While  there  are  criminals  who  profit  greatly  from  drug 
trafTicking,  there  is  little  indication  that  Belarus  has  large,  well-structured  and  highly 
sophisticated  drug  trafficking  organizations  let  alone  cartels.  One  estimate  is  that  there  are 
618  drug  trafficking  organizations  which  produce  drugs  •"'  From  the  perspective  of  state 
stability,  the  lack  of  concentration  of  the  drug  business  is  positive  For  counter-narcotics 
efforts,  in  contrast,  the  high  degree  of  dispersal  poses  severe  problems.  Rather  than 
concentrating  resources  against  a  few  high  value  targets,  counter-drug  activ  ities  have  to  be 
widely  spread,  therebv  stretching  very  thin  resources  even  thinner  Moreover,  dispersal 
poses  particularly  stringent  intelligence  requirements  if  law  enforcement  is  to  be  effective. 

■  There  is  a  growing  penetration  of  the  drug  market  in  Belarus  by  individuals  and  small  groups 
from  elsewhere.  The  penetration  of  foreign  traffickers  is  facilitated  by  the  significant 
presence  of  a  large  number  of  illegal  immigrants,  many  of  whom  were  in  transit  to  the  West 
but  are  stranded  in  Belarus,  at  least  temporarily.  While  Russians  and  Ukrainians  trafficking 
in  poppy  straw  are  simply  exacerbating  an  existing  problem,  groups  from  Central  Asia  and 
the  countnes  of  the  Golden  Crescent,  by  introducing  purer  and  stronger  drugs  such  as  high 
grade  opium  and  heroin  are  adding  a  new  and  particularly  dangerous  element  to  the  drug 
problem.  Although  the  higher  cost  of  these  drugs  ensures  that  they  will  not  readily  or  rapidly 
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replace  the  reliance  on  indigenous  poppy  straw,  their  appearance  in  Belarus  is  cause  for 
considerable  concern.  Especially  in  view  of  the  removal  of  customs  barriers  between 
Belarus  and  Russia.  This  also  has  significant  implications  for  the  growing  role  of  Belarus 
as  a  transit  country 


2.  Drug  Transit 

While  drug  abuse  in  Belarus  is  limited  but  growing,  the  growth  could  be  accelerated  by  the 
increasing  use  of  the  territory  of  Belarus  for  transit  While  the  transit  problem  and  the  abuse 
problem  in  Belarus  are  not  yet  closely  connected,  transit  states  generally  become  consumer  states 
too.  Even  without  such  a  connection,  the  most  significant  dimension  of  the  drug  problem  involving 
Belarus,  may  well  be  its  role  as  a  transit  state  In  what  is  perhaps  the  only  s\steiTiatic  analysis  of 
why  particular  states  become  transit  states,  Richard  Friman  has  identified  two  major  variables  - 
openness  to  transit  and  access  to  target  "'  As  he  notes,  "openness  to  transit  hinges  on  the  likelihood 
of  goods  successfully  passing  through  it  to  the  target  state""  Partly  because  of  the  weaknesses 
of  state  capacity  discussed  above,  Belarus  is  very  open  to  transit,  while  its  location  gives  it  access 
to  a  variety  of  targets.  Indeed,  although  there  is  a  tendency  to  think  of  transit  only  in  terms  of  drugs 
coming  from  Central  Asia  into  Western  Europe,  the  situation  is  more  complex;  sharing  borders  with 
Ukraine,  Russia,  Poland,  Lithuania  and  Latvia,  Belarus  is  a  cross-roads  for  a  variety  of  transit  routes 
going  in  all  directions. 

For  the  exporters  of  illicit  drugs  in  Central  Asia,  the  Golden  Crescent.  Russia  and  Ukraine,  Belarus 
looks  very  attractive  It  has  good  road,  rail  and  air  communication  links  and  established  trading 
patterns  Russia  is  by  far  the  most  important  trading  partner  of  Belarus,  accounting  for  57  per  cent 
of  all  foreign  trade  for  Belarus  in  1994  ( 10  times  the  value  of  trade  with  Germany  Belarus'  largest 
trading  partner  outside  the  CIS).  This  provides  ample  opportunities  for  traffickers  to  embed  illicit 
products  in  licit  goods.  The  same  opportunities  exist  for  traffickers  in  Ukraine  (which  accounts  for 
almost  28  percent  of  imports  to  Belarus)  and  Central  Asia  (7.8  percent  of  imports  to  Belarus  come 
from  Uzbekistan,  and  another  3  29  per  cent  from  Kazakhstan)."  Customs  authorities  in  Belarus, 
therefore,  are  confronted  with  the  task  of  differentiating  the  licit  from  the  illicit.  This  lessens  the 
risk  associated  with  drug  trafficking  and  transit 

In  ternis  of  access  to  target  -  insofar  as  the  target  is  Western  Europe  -  then  Belarus  is  clearly  a  major 
conduit.  The  elimination  of  customs  controls  between  Belarus  and  Russia  has  compounded  the 
openness  of  Russia's  eastern  and  southern  borders  and  provided  a  va.st  area  for  low  risk  drug  transit. 
Indeed,  with  the  growth  of  drug  production  in  Central  Asia  and  the  Golden  Crescent  and  the  need 
to  find  alternatives  to  transit  through  the  Balkans  because  of  the  war  in  Yugoslavia,  Belarus  has 
emerged  as  one  of  the  key  countries  on  the  post-Balkan  routes  Drugs  from  Afghanistan  or  Central 
Asia  can  enter  Belarus  without  check  until  the\  reach  the  borders  with  Poland.  Lithuania,  or  (less 
likely)  Latvia  Moreover,  the  customs  union  has  restricted  the  effectiveness  of  customs  and  law 
enforcement  ofilcials  .As  well  as  providing  increased  opptirtumties  for  road  and  rail  traffic  to  carry 
drugs  and  other  illicit  products  without  fear  of  inspection,  the  union   means  that  passengers  on 


121 


24 

flights  from  Russia  can  enter  Belarus  without  their  luggage  being  checked  -  something  that  is  all  the 
more  serious  because  of  the  importance  of  Moscow  airport  as  a  transit  point  for  drugs  from  Latm 
Amenca  as  well  as  Asia.  In  effect,  this  initiative  -  undertaken  for  understandable  economic  reasons 

-  has  greatly  accentuated  the  geopolitical  vulnerabilities  of  Belarus  as  regards  drug  transit. 

Even  prior  to  the  customs  union  there  was  ample  evidence  that  Belarus  was  becoming  an  important 
transit  zone  for  drugs  from  Afghanistan,  Central  Asia,  and  Russia.  Perhaps  the  best  example  of  this 
was  the  discovery  on  November  2  1993,  at  Northern  Brest  railway  station  of  2,389  kilograms  of 
hashish  in  the  form  of  pressed  plates  of  490  grams  each,  that  were  packed  in  polyethylene  and 
carbon  paper  and  concealed  in  boxes  with  raisins.  The  hashish  was  in  a  container  in  transit  from 
Afghanistan  via  Tajikistan,  Uzbekistan,  Khazakhstan,  Russia  and  Belarus  to  Poland.  A  similar 
container  had  already  crossed  the  border  into  Poland.  Polish  customs  authorities  were  alerted, 
however,  and  on  November  5,  1993,  a  similar  consignment  of  drugs  weighing  2,100  kilograms  was 
discovered  at  the  Malashevichi  railway  station  in  the  Byala-Podlyasski  region  of  Poland.'' 

From  the  perspective  of  Western  Europe,  the  westward  route  through  Belarus  is  the  most  serious. 
To  regard  this  as  the  only  transit  route,  however,  would  be  a  serious  mistake.  One  of  the  great 
attractions  of  Belarus  is  that  it  has  an  extensive  rail  and  road  transport  system  that  goes  in  virtually 
every  direction.  Drugs  can  go  to  Russia  by  rail  and  road  through  the  Vitebsk,  Gomel  and  Mogilev 
regions  of  Belarus.  To  and  from  Ukraine  there  are  good  road  connections  through  the  Gomel  and 
Brest  regions,  while  there  are  also  good  road  connections  to  Latvia  and  Lithuania.  Brest  and 
Grodno  regions  serve  as  the  main  transit  areas  to  and  from  Poland.   In  addition,  to  road  transport 

-  that  is  used  by  an  increasing  number  of  vehicles  -  there  are  extensive  rail  connections  between 
Belarus  and  its  neighbors  that  can  be  used  for  the  transit  of  drugs.  These  include  the  Moscow  -  Brest 

-  Warsaw  line,  and  the  Odessa  to  Saint-Petersburg  route."" 

There  are  also  extensive  airline  connections  between  Belarus  and  the  CIS  countries  and  growing 
connections  with  Western  Europe.  Minsk  2  airport  has  about  30  incoming  and  about  30  outgoing 
flights  every  day.  The  main  destinations  and  points  of  embarkation  are  the  CIS  countries. 
Significantly,  flights  come  and  go  to  Armenia,  Uzbekistan,  and  Azerbaijan.  The  view  of  the 
customs  in  Belarus  -  based  on  the  argument  that  facilities  in  the  airports  for  examination  of 
passenger  and  luggage  traffic  make  this  form  of  drug  transit  more  risky  than  road  or  rail  -  is  that 
airlines  are  rarely  used  for  transportation  of  drugs.  Certainly,  at  Minsk  2  Airport  (the  main  airport 
for  international  flights  and  longer  range  flights  within  the  CIS  countries)  there  are  extensive  checks 
of  passenger  luggage.  Nevertheless,  there  are  important  limitations  on  the  effectiveness  of  customs 
because  of  the  absence  of  drug  sniffing  dogs  and  the  lack  of  portable  equipment  for  analysis  of 
suspected  drugs.  Those  few  discoveries  that  have  been  made  have  resulted  from  manual  search. 
Moreover,  customs  otT^lcers  acknowledge  that  their  procedures  are  not  foolproof  and  cite  the 
example  of  a  citizen  of  Uzbekistan  who  arrived  from  Tashkent  and  passed  through  the  airport 
without  incident  but  was  later  found  in  possession  of  2  kilograms  of  opium.  Such  an  example  is 
not  surpnsing  for  an  airport  that  has  2,000  to  3,000  passengers  per  day  and  handles  about  1,000  tons 
of  freight  per  month,  70  per  cent  of  which  is  imported.  Neither  the  money  nor  the  equipment  is 
available  to  allow  freight  to  be  checked  in  a  comprehensive  manner. 
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The  problem  is  compounded  by  the  possibihtv  that  other  airports  might  also  be  used  for  trafficking. 
The  airport  at  Grodno,  on  the  border  with  Poland,  is  an  increasingly  popular  venue  for  charter  flights 
from  Africa  and  Pakistan  Although  operational  information  has  been  obtained  that  the  airport  is 
being  used  for  transit,  this  has  not  resulted  in  major  seizures.  It  does  emphasize,  though,  that  while 
rail  and  road  transit  are  less  risky,  the  level  of  risk  facing  tratHlckers  at  airports  is  not  as  high  as  it 
should  be  and  that  the  relative  speed  and  ease  of  air  travel  could  make  this  an  increasingly  attractive 
option  for  transit 

It  is  clear  from  all  this  that  in  Belarus  the  drug  problem  in  its  various  manifestations  has  grown  and, 
even  more  disturbing,  exhibits  considerable  potential  for  future  growth,  a  potential  that  is 
increasingly  likely  to  be  exploited  by  organized  crime  While  many  individuals  involved  in  drug 
production  and  drug  trafficking  are  addicts  whose  criminal  activity  is  restricted  to  drugs,  drug 
tratTicking  is  also  engaged  in  b\  organized  crime.  Some  groups  specialize  in  drug  trafficking,  but 
others  have  a  broad  portfolio  of  operations  with  drugs  as  simply  one  of  several  products.  In  fact, 
organized  crime  in  Belarus  extends  far  beyond  drug  trafficking  in  the  range  of  its  activities. 

3.  The  Scope  of  the  Organized  Crime  Problem 

a.  Structure  of  the  Organizations 

Less  intense  in  Belarus  than  in  Russia,  organized  crime  is  nevertheless  a  serious  threat  The 
challenge  posed  by  a  substantial  number  of  reasonably  well-organized  indigenous  criminal 
formations  is  increased  by  the  insertion  of  groups  from  Russia  and  elsewhere  in  the  Fonner  So\  let 
Union,  especially  the  Caucasus  Moreover,  as  one  official  noted,  the  Belarusian  Mafia  leaders  have 
expanded  their  penetration  into  the  legal  economy,  consolidated  their  influence,  and  developed 
cooperative  linkages  with  large  organized  associations  in  neighboring  countries  and  further  afield, 
forming  transnational  criminal  groupings  '^  In  1994  one  of  the  criminal  leaders  in  Belarus  had  a 
wedding  celebration  that  was  attended  by  criminals  not  only  from  the  Fonner  Soviet  Union  but  also 
from  Canada,  Israel  and  Germany. 

Figures  for  the  number  of  criminal  organizations  in  Belanis  provided  by  the  Ministrv'  of  Interior  and 
the  KGB  are  not  always  consistent  partly  because  of  differences  in  the  way  the\  categorize  the 
groups  The  KGB  definition  -  emphasizing  stability,  organization,  continuing  crime  for  profit,  the 
existence  of  an  internal  security  system  in  the  criminal  organization,  and  the  possession  of 
considerable  financial  assets  -  is  more  stringent  than  that  of  the  Ministry  of  the  Interior  According 
to  the  Ministry,  in  late  1994,  1.50  criminal  formations  and  1 12  leaders  had  been  identified  By  mid 
1995  the  assessment  was  138  criminal  organizations  headed  by  151  leaders  and  ranging  in  size  from 
6  people  up  to  100,  with  an  average  size  of  about  20  to  25  members.  Using  more  stringent  criteria 
for  the  groups,  KGB  officials  estimate  that  there  are  about  60  to  70  major  criminal  organizations, 
the  size  of  which  ranges  from  to  10  to  15  members  up  to  a  maximum  of  1 50  active  participants  The 
large  organizations  are  generally  involved  in  car  theft.  There  are  also  difTerenccs  in  assessments  of 
the  number  of  people  involved  in  criminal  organizations  with  the  Ministry  of  Interior  putting  the 
figure  at  somewhere  in  the  region  of  10,000  and  the  KGB  ofTcring  a  much  lower  assessment  of 
1 ,200  or  1 ,300  permanent  members.  One  of  the  reasons  for  the  difference  is  the  different  criteria. 
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Another  is  that  the  KGB  generally  does  not  include  the  perpetrators  of  financial  or  economic  crimes. 

In  spite  of  such  differences,  there  is  broad  agreement  that  organized  crime  groups  are  active  mainly 
in  Minsk  (which  houses  between  one  sixth  and  one  seventh  of  the  total  population  of  Belarus)  the 
oblast  centers  and  the  big  industrial  cities  In  addition,  there  is  agreement  that  these  groups  have 
a  loose  hierarchy  but  are  embedded  within  their  own  social  system  based  on  the  central  role  of 
thieves  professing  the  code,  cnminals  who  refuse  to  cooperate  with  state  authorities  and  contribute 
money  for  the  common  good.  The  power  of  the  thieves  is  partly  based  on  the  intangibles  of  status 
and  respect  and  is  something  they  have  to  work  hard  to  maintain.  Within  Belarus,  there  were,  until 
recently,  two  thieves  professing  the  code  One  of  the  thieves  -  named  Naum  -  residing  permanently 
in  Belarus,  was  arrested  in  mid-1995  and  subsequently  died  in  jail.  This  has  left  Schavlik,  the 
remaining  thief  in  a  unique  position,  although  information  has  been  obtained  by  law  enforcement 
that  the  coronation  of  a  second  thief  professing  the  code  may  occur  m  the  near  future.  The  thieves 
do  not  participate  in  criminal  activities  directly,  acting  primarily  as  judges  or  arbitrators  and 
providing  governance  of  the  criminal  world.  They  appoint  authorities  to  take  responsibility  at 
different  levels  -  city,  district,  oblast,  and  region 

Some  officials  contend  that  this  is  part  of  a  wider  system  in  which  organized  crime  groups  in 
Belarus  continue  to  report  to  Moscow  There  are  also  indications  that  the  Former  Soviet  Union  has 
been  divided  up  into  24  zones  or  sectors,  so  that  criminal  organizations  do  not  trespass  on  one 
another's  temtory.  At  the  top  of  this  arrangement  is  a  criminal  congress  that  acts  as  the  arbitrator 
of  disputes.  If  such  a  system  is  actually  m  place,  its  operations  are  far  from  perfect  Organized 
crime  in  Belarus,  as  in  Russia,  has  been  characterized  by  internecine  warfare  in  which  hired 
assassins  are  employed  to  settle  scores  among  the  various  groups.  Moreover,  there  appears  to  be 
a  continuing  struggle  between  the  traditional  thieves  in  law  and  new  criminal  groups  who  regard 
prison  less  as  a  badge  of  status  than  as  a  badge  of  failure.  There  are  signs  that  some  groups  - 
particularly  those  based  around  what  are  generally  termed  "sportsmen"'  -  are  more  autonomous  and 
are  intruding  into  the  spheres  of  influence  of  the  more  traditional  criminal  organizations  The 
sportsmen  are  attempting  to  infiltrate  the  political  system  through  the  formation  of  sports  societies 
the  fielding  of  an  election  candidate,  and  the  possible  creation  of  a  political  party. 


Tensions  also  exist  between  cnminal  organizations  based  on  different  ethnic  identities.  In  Belarus, 
the  dominance  of  Slavic  cnminal  organizations  has  been  challenged  by  groups  from  the  Caucasus  - 
although  the  view  of  law  enforcement  is  that  the  Slavic  groups  remain  in  control.  Efforts  are  being 
made  by  Belarusian  and  Russian  groups  -  as  well  as  by  law  enforcement  -  to  keep  out  Chechen 
cnminal  organizations  in  particular,  as  once  entrenched  these  groups  are  very  ditTicult  to  dislodge. 
For  their  part,  the  Chechen  groups  are  more  corporate,  ethnically  pure,  and  more  exclusive  than 
other  cnminal  organizations  in  Belarus.  While  the  Chechens  may  represent  the  most  immediate 
intrusion  of  external  cnminal  organizations  into  Belarus,  there  is  also  concern  that  the  large  number 
of  immigrants  will  generate  other  ethnically-based  cnminal  organizations.  Groups  from 
Afghanistan  and  Iran  and  to  a  lesser  extent  from  Vietnam  and  Pakistan  are  causing  some  disquiet, 
although  most  of  their  activities  seem  to  be  earned  out  thus  far  within  their  own  ethnic  communities 
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rather  than  in  the  broader  society. 

While  there  are  clearly  several  sets  of  cross-cutting  divisions  within  the  organized  crime  world  of 
Belarus,  relationships  among  cnminal  organizations  are  not  invanably  dominated  by  conflict.  One 
of  the  big  dangers,  in  fact,  is  that  the  various  groups  will  develop  increasingly  cooperative  linkages 
thereby  enabling  them  to  extend  the  scope  of  their  activities  and  their  power.  There  is  some 
evidence  that  this  is  already  happening:  criminal  organizations  in  Belarus  contribute  a  percentage 
of  their  profits  to  the  maintenance  of  a  common  fund.  This  fund  is  used  for  maintaining  the  criminal 
hierarchy;  for  technical  support;  for  procurement  of  equipment,  arms  and  drugs;  for  helping  those 
members  of  the  organizations  in  prison  as  well  as  their  families;  for  bnbing  high  authorities  and 
state  officials;  for  bribery  and  pressure  on  witnesses;  and  for  payment  of  support  costs  to  police, 
courts  and  physicians.^*" 

While  this  could  provide  a  basis  for  future  cooperation  that  would  pose  an  even  greater  challenge 
to  law  enforcement,  it  should  not  obscure  the  diversity  that  currently  exists.  Organized  crime  in 
Belarus  remains  a  mosaic,  with  criminal  organizations  varying  in  ethnic  identity  and  structure  as 
well  as  in  size  and  in  the  scope  of  their  activities.  Some  are  highly  specialized  and  focus  on  a 
particular  kind  of  crime  such  as  car  theft.  Others  may  control  a  particular  market  such  as  that  in 
clothes  or  agricultural  products,  while  some  of  the  more  sophisticated  groups  have  penetrated  state 
enterpnses  and  are  making  efforts  -  often  very  successful  -  to  exploit  the  transition  to  commercial 
structures.  Others  control  prostitution  and  drugs  highlighting  once  again  the  importance  of  the 
supply  of  illicit  products  to  organized  crime.  The  more  specialized  groups  tend  to  be  divided  by 
region  and  oblast  as  well  as  by  sphere  of  activity.  Other  groups  are  more  broad  based  and  involved 
in  a  wide  range  of  cnminal  activities.  Groups  are  also  very  mobile.  In  June  1995,  for  example,  a 
group  of  1 1  people  arrived  in  Minsk.  Starting  in  1992  the  group  had  controlled  entrepreneurs  in 
Molodnechra,  130  kilometers  from  the  capital.  As  the  entrepreneurs  there  started  to  resist,  the 
group  came  to  Minsk.  In  the  event,  the  members  of  the  group  were  arrested  and  machine  guns, 
drugs  and  cars  were  confiscated.  Other  cnminal  organizations  have  been  more  Ibrtunate  and  found 
Belarus  a  hospitable  climate  for  their  activities. 


b.  The  Range  of  Criminal  Activities 

Perhaps  the  most  pervasive  activity  of  organized  crime  in  Belarus  is  extortion  or  infiltration  of 
legitimate  business,  whether  pnvate  companies  or  state  controlled  enterprises.  As  suggested  above, 
information  is  often  obtained  about  private  entrepreneurs  via  the  banks  and  this  is  used  to  identify 
targets  for  extortion.  Moreover,  this  process  can  take  on  its  own  momentum.  As  some  cnminal 
groups  threaten  commercial  structures  or  industrial  enterprises,  yet  other  groups  (sometimes  even 
the  same  ones)  will  ofTer  protection  for  a  percentage  of  the  profits.  In  Belarus  as  in  other  parts  of 
the  FSU,  criminal  organizations  and  secunty  firms,  rather  than  being  clearly  demarcated,  form  a 
seamless  web. 

The  growth  of  extortion  reflects  the  fact  that  many  criminal  groups  have  graduated  from  being  local 
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gangs  and  have  become  parasitic  on  the  licit  economy,  transferring  their  energies,  activities  and 
skills  to  economic  crimes.  In  the  big  industrial  cities  they  tend  to  incorporate  the  chiefs  of  industrial 
enterpnses.  -  either  bribing  or  threatening  them  to  obtain  infonnation,  access,  and  funds.  Contract 
killings  have  been  used  to  eliminate  leaders  of  commercial  structures  who  were  reluctant  to 
cooperate.  Some  groups  have  also  succeeded  in  obtaining  control  over  activities  that  are  central  to 
the  functioning  of  particular  enterpnses.  In  Svetlogorst,  at  the  chemical  fiber  plant,  criminal  groups 
control  delivenes  and  are  thereby  able  to  obtain  substantial  payoffs.  Organized  crime  has  also  been 
active  in  Soligorsk,  attracted  by  salt  mines  that  yield  exports  with  hard  currency  earnings.  E.xtortion 
is  often  hard  to  prove,  and  in  many  cases  goes  unreported  as  companies  do  not  have  sufficient 
confidence  to  believe  that  they  will  receive  adequate  protection,  preferring  instead  to  pay  off  the 
criminals  or  to  buy  private  protection. 

Not  all  extortion  activities  are  directed  against  businesses  Wealthy  individuals  are  also  targeted, 
with  sports  stars  being  singled  out  In  December  1994,  a  group  of  well-knowti  sports  personalities 
wrote  to  President  Lukashenko  asking  for  protection  against  what  appeared  to  be  systematic  attacks 
by  criminal  gangs.  A  series  of  burglaries,  car  thefts  and  street  attacks  on  athletes  made  them  feel 
that  they  were  "the  victims  of  extortion  rackets"  "  Gymnastics  champions  Vitaly  Shcherbo  and 
Marina  Lobach  had  been  burgled  while.  Shcherbo  had  also  had  his  car  stolen,  as  had  women's 
Olympic  fencing  champion  Tatyana  Samosenko  and  world  speed  skating  champion  Igor 
Zheiezovsky  Some  other  champions  and  a  senior  sports  committee  official  had  been  subjected  to 
"vicious  street  attacks."'" 

Other  targets  have  been  foreign  businessmen,  several  of  whom  have  been  kidnapped  and  held  for 
ransom  In  one  instance,  an  Indian  citizen,  Mr  Param  Singh  was  kidnapped  and  a  payment  of 
S 1 5,000  was  demanded.  In  another  case,  a  company  director  Mr.  V.  Kraskin  was  kidnapped  by  a 
group  of  criminals  who  demanded  S30,000  for  his  release.  Both  these  cases,  however,  had  positive 
outcomes,  in  that  the  ransoms  were  not  paid,  the  businessmen  were  rescued  and  the  kidnappers  were 
arrested. 

Extortion  has  also  been  linked  in  some  instances  to  fraud.  In  one  case,  criminals  threatened  to  kill 
the  son  of  a  businessman  unless  he  provided  documents  enabling  them  to  get  a  bank  credit  of  500 
million  rubles  and  $30,000.  The  money  was  subsequently  transferred  to  false  companies  in  Minsk 
and  the  United  States.  Some  real  estate  transactions  have  also  been  characterized  by  this  mixture 
of  extortion  and  fraud  Although  the  problem  is  far  less  extensive  in  Belarus  than  in  Russia  - 
especially  Moscow  -  there  have  been  numerous  instances  of  people  who  are  old,  sick,  or  in  poor 
mental  health  bing  forced  or  swindled  out  of  their  homes.  About  400  cases  of  illegal  transactions 
regarding  dwellings  have  been  identified  Real  estate  agencies,  notary  offices,  and  passport 
registration  services  have  all  been  used  in  schemes  in  which  organized  crime  groups  force  their 
victims  to  change  their  passports  and  sell  their  apartments  at  prices  well  below  their  real  market 
value.  This  has  made  it  possible  for  such  groups  to  acquire  dozens  of  apartments.  If  this  process 
continues,  organized  cnme  could  develop  a  significant  degree  of  control  over  the  real  estate  market 
in  parts  of  Belarus.  Some  actions  have  been  taken  to  deal  with  this  practice,  and  criminal 
proceeding  have  been  initiated  against  16  "new  settlers".    Restitution  for  the  victims,  though,  is  not 
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always  possible  as  29  people  have  disappeared  as  a  result  of  these  transactions. 

Other  cases  are  simply  fraudulent,  but  blur  the  line  between  organized  crime  and  economic  or 
financial  cnme.  Organized  crime  groups,  for  example,  have  set  up  false  companies,  and  financial 
'pyramid'  schemes.  In  one  case,  a  Joint  Stock  Company  in  Brest  called  "■Belfintrustmternationar" 
used  5  false  contracts  to  withdraw  2  billion  rubles  from  the  deposits  of  Brest  inhabitants,  bought  U.S 
dollars  and  absconded  to  Moscow  with  the  money.  Another  group  systematically  engaged  in  illegal 
operations  in  the  credit  and  financial  system,  obtaining  currency  through  false  bank  documents. 

While  some  of  the  activities  of  organized  crime  have  become  increasingly  indistinguishable  from 
white  collar  crime,  ultimately  organized  crime  rests  upon  the  actual  or  potential  use  of  violence. 
Indeed,  violence  has  many  functions  for  criminal  organizations.  It  is  used  against  rivals,  with 
contract  killers  being  hired  to  settle  accounts.  It  is  also  used  or  threatened  against  the  targets  of 
extortion,  against  potential  witnesses,  and  against  law  enforcement  authorities  Among  the  most 
important  targets  have  been  businessmen  who  refuse  either  to  honor  business  contracts,  or  to  pay 
protection. 

One  of  the  difficulties  for  law  enforcement  in  dealing  with  hired  assassins  is,  of  course,  their  high 
level  of  mobility.  Killerscome  to  Belarus,  fulfil  their  obligation  and  leave.  In  late  1994,  authorities 
in  Minsk  arrested  a  group  of  12  people  who,  using  Kalashnikovs,  had  killed  to  order  in  St 
Petersburg,  and  Alma  Ater  as  well  as  Belarus.  In  this  instance,  cooperation  with  Kazakhstan 
facilitated  the  arrests.  While  some  of  these  assassination  specialists  simph'  visit  Belarus  to  conduct 
their  business  and  then  leave,  others  are  indigenous  An  organization  headed  by  two  brothers  named 
Tseloguz,  and  active  in  Soligorsk  since  1992  has  engaged  in  both  contract  killings  and  armed 
robbenes.  Equipped  with  Kalashnikov  submachine  guns,  pistols,  grenades,  bullet-proof  vests,  and 
radio  stations,  the  group  has  eluded  capture.  There  are  also  about  40  unsolved  murders  that  are 
believed  to  be  the  work  of  hired  assassins.  In  this  connection  it  is  worth  noting  that  although  there 
IS  a  growing  use  of  fireanns  in  Belarus,  the  predominant  means  of  killing  are  still  "cold  steel" 
weapons. 

The  major  accompaniment  to  violence  by  organized  crime  is,  ofcour.se,  corruption.  While  there  are 
many  different  definitions  of  corruption,  the  best  remains  the  notion  of  using  public  office  for 
pnvate  gain.  This  can  simply  involve  officials  usurping  their  authority  for  self  enrichment.  There 
seems  to  have  been  some  examples  of  this  in  the  armed  forces  of  Belarus  and,  in  early  June  1995. 
President  Lukashenko  accepted  the  resignation  of  his  defense  minister  Colonel-General  Anatoly 
Kostenko,  following  revelations  that  "a  group  of  generals  and  senior  officers  were  incriminated  in 
violations  involving  allocating  flats,  conversion  of  the  military-industrial  complex  and  other  issues". 
^''  As  well  as  self-generated  corruption  of  this  kind,  however,  corruption  is  a  major  instrument  of 
organized  crime.  It  can  be  used  for  operational  purposes  (eg.  to  enhance  the  prospects  for  the 
success  of  a  specific  smuggling  operation)  or  to  create  a  more  congenial  environment  through 
mobilizing  government  officials  against  a  hard  line  on  organized  crime.  The  former  t\pe  can  be 
defined  as  operational  corruption,  the  latter  as  systemic  corruption,  recognizing  also  that  there  are 
many  gradations  in  between. 
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The  situation  in  Belarus  seems  to  lie  somewhere  in  this  middle  ground.  Belarus,  clearl\  has  cases 
of  corruption  including  some  in  which  members  otTaw  enforcement  agencies  have  accepted  bribes. 
In  the  tlrst  6  months  of  1W5.  according  to  the  Minister  of  the  Interior,  there  were  over  400  cases 
of  bnber\.  422  cases  were  identified  b>  the  Dnision  for  combating  economic  crimes  and  another 
45  cases  by  the  Di\  ision  for  combating  organized  crime  In  more  or  less  the  same  lime  period.  432 
people  working  in  the  Ministry  of  Interior  were  dismissed  and  59  employees  or  former  employees 
were  convicted  of  crime/"'  There  have  also  been  some  crimes  committed  by  organized  groups  in 
which  law  enforcement  otTicials  actually  panicipated  One  of  the  most  notable  examples  was  a  case 
in  which  a  group  of  1 1  criminals  stole  petrol  and  diesel  oil  from  enterpnses  in  Grodno  oblast.  Three 
of  the  members  of  the  group  were  officers  of  the  Mosiy  and  Schuchin  regional  offices  of  the 
Ministry  of  Intenor.  What  is  perhaps  most  surprising,  however,  is  not  the  extent  of  corruption  but 
the  fact  that  it  is  not  even  more  widespread  in  view  of  the  low  salaries  received  by  law  enforcement 
personnel  and  the  desire  of  organized  crime  to  seek  contacts  w  ith  law  enforcement  agencies.  At 
the  same  time,  there  is  no  room  for  complacency  Organized  crime  can  clearly  benefit  from  links 
with  law  enforcement  officials  and  politicians  who  provide  counter-intelligence  and  high 
level  protection. 

Both  corruption  and  violence,  of  course,  are  used  by  criminal  organizations  as  instruments  of 
protection  and  as  a  way  of  facilitating  their  money-making  activities.  Some  groups  prefer  literally 
to  make  their  own  money;  counterfeiting  is  one  of  the  most  per\asive  crimes  in  Belarus,  with  rarely 
a  day  going  by  without  counterfeit  money  being  discovered.  The  most  popular  counterfeit  notes  are 
dollars,  but  German  Deutschmarks  and  Russian  rubles  are  also  produced,  fhe  pattern  of  acti\  ity 
has  changed  over  time.  A  few  years  ago,  a  gang  from  Chechnya  was  bringing  in  Russian  rubles  and 
although  they  were  traced  to  their  headquarters  in  Chechnya  by  police  from  Belarus,  the  local  law 
enforcement  authorities  were  unable  or  unwilling  to  take  effective  action  against  them  The  war  in 
Chechnya  disrupted  this  particular  trade,  however,  and  the  focus  has  shifted  to  dollars.  There  are 
some  forged  "superdollars""  that  are  extremely  difficult  to  distinguish  from  authentic  notes,  but  the 
majority  of  counterfeit  money  consists  of  dollar  bills  to  which  one  or  more  zeros  are  added  by 
specialist  forgers,  in  some  cases  in  Belarus  itself  Indigenous  counterfeiting  activity  is  certainly  not 
unknown  and  in  December  1994,  police  in  Minsk  seized  a  sophisticated  printing  press  capable  of 
producing  top-quality  notes  and  arrested  a  gang  of  about  6  members  preparing  to  produce  SIO 
million  in  counterfeit  S 1 00  bills.  A  scientist,  whose  speciality  was  producing  watermarks  to  thwart 
counterfeiters,  had  defected  from  the  group  and  informed  police  after  being  beaten  by  other  gang 
members.  This  was  the  first  instance  of  a  press  being  discovered.  Indeed,  the  problem  of 
counterfeiting  in  Belarus  is  less  a  matter  of  production  than  of  distribution  of  notes  that  enter  the 
country  from  elsewhere.  In  fact,  counterfeiting  nngs  onginating  as  close  as  Poland  and  as  far  afield 
as  Iraq  have  targeted  Belarus.^'  An  example  of  the  extensive  reach  of  foreign  groups  was  revealed 
in  June  1995  when  13  members  of  an  international  gang  of  counterfeiters  believed  to  have  printed 
and  circulated  about  $1  billion  worth  of  fake  U.S.  dollars  were  arrested  and  5  printing  machines  and 
6  million  dollars  in  counterfeit  notes  were  seized  in  a  Lebanese  town,  north  of  Beirut  Another  1 5 
individuals  were  also  being  sought.  The  gang  which  included  Lebanese,  Jordanians,  Iranians,  Iraqis, 
Egyptians  and  Cypriots  had  targeted  Arab  countries  and  several  states  in  Eastern  Europe  and  the 
Former  Soviet  Union.  Agents  of  the  group  apparently  operated  in  Bulgaria,  the  Czech  Republic, 
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Russia,  Ukraine,  Yugoslavia  and  Belarus'*^ 

Although  precautions  against  counterfeit  money  are  in  place  in  Belarus  -  with  banks  and  most  of 
the  exchange  booths  having  checking  facilities,  in  1994  the  banks  accepted  S20.000  worth  of 
counterfeit  money.  During  1994  there  were  1,750  identified  cases  of  people  distnbuting  or  using 
forged  money,  while  in  the  first  7  months  of  1995  there  were  1,274  cases  .  Although  the  level  may 
reach  over  2,000  by  the  end  of  1995  the  percentage  mcrease  oser  1994  is  not  as  great  as  that 
between  1993  and  1994.  In  1994,  8  groups  were  arrested  for  dealing  with  counterfeit  money,  mainly 
its  distribution.  In  the  first  8  months  of  1 995,  1 2  organized  criminal  groups  were  detained  for  the 
same  reason,  one  of  which  had  a  particularly  large  and  extensive  network.  In  another  case,  police 
in  Grodno  arrested  a  group  that  was  distributing  large  amounts  of  Russian  rubles  and  obtained 
information  that  was  passed  to  Polish  authorities  and  that  led  to  several  arrests  In  some  of  these 
case,  police  discovered  that  the  groups  did  not  confine  their  activities  to  the  distribution  of 
counterfeit  money  but  were  also  active  in  drug  trafficking  and  car  theft 

This  is  not  entirely  surprising.  Trafficking  organizations  can  often  move  from  one  product  to 
another  or  deal  in  several  products  simultaneously.  And  just  as  Belarus  has  become  an  important 
country  for  drug  transit  it  is  also  important  for  other  forms  of  trafficking  It  is,  for  example,  both 
a  transit  route  to  Russia  and,  in  some  cases,  the  destination  point  of  cars  from  Western  Europe 
especially  Germany.  Particularly  popular  are  high  quality'  cars  such  as  Mercedes  and  BMWs  - 
although  Opels  and  other  makes  and  models  are  also  stolen.  Usually,  cars  stolen  from  Western 
Europe  are  taken  to  an  illegal  automobile  works  in  Poland,  where  new  technical  certificates  are 
provided  and  vehicle  identification  numbers  are  changed  From  there  thev  go  to  Belarus  and  Russia. 
In  one  check  earned  out  by  authorities  in  Minsk,  of  40  foreign  cars,  19  were  discovered  to  be  on 
the  Interpol  list  of  stolen  vehicles.  If  the  current  owner  has  bought  the  car  legitimately,  however, 
then  he  is  allowed  to  keep  it. 

When  a  state  is  open  to  one  fonn  of  trafficking  it  is  usually  open  to  others.  The  weaknesses  of  the 
customs  authorities  described  in  relation  to  drug  trafficking  are  also  relevant  in  relation  to  the 
capacity  to  detect  illicit  shipments  of  firearms.  As  the  head  of  the  State  Security  Committee  has 
noted,  ""the  unique  geographical  position  of  Belarus  todav  is  activeh  used  by  various  criminal 
groups  of  an  inter-regional  character  who  deal  in  the  smuggling  of  arms,  ammunition  and  explosive 
matenaf  .""*  Not  ail  the  trat~ficking  activities  emerge  unscathed.  In  one  instance  in  1993.  the  State 
Secunty  Committee,  in  cooperation  with  Customs  discovered  1.250  boxes  of  ammunition  disguised 
as  humanitarian  aid  in  transit  from  China  to  Angola.  In  1994,  there  were  28  cases  of  confiscation 
of  arms  caches  and  another  5  in  the  first  three  months  of  1995  In  March  1995  an  attempt  to  bring 
in  firearms  on  a  goods  train  -  4  12  millimeter  Winchester  ""Mayverin-SS",  4  carbines  "600  ZKK" 
caliber  7  57  mm,  8  hunting  rifies,  1 2  telescopic  sites  and  1 1 ,000  cartridges  -  was  discovered  and  the 
weapons  were  confiscated/"  Even  though  the  confi,scation  of  firearms  in  Belarus  (a  country  where 
the  most  frequent  murder  weapons  are  not  fireanns  but  knn es)  is  more  widespread  than  discovery 
of  drugs,  Belarus  remains  both  a  transshipment  country  and  a  recipient  of  weapons  that  come  from 
the  large  military  stockpiles  in  Russia  or  that  are  smuggled  into  the  states  of  the  Former  Soviet 
Union  via  St  Petersburg. 
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Other  fonns  of  smuggling  are  also  common  While  much  of  the  outflow  of  precious  metals  and 
other  resources  from  Russia  has  been  channeled  through  Estonia,  Belarus  has  also  been  one  of  the 
conduits  for  this  trade.  This  route  has  taken  on  even  greater  significance  as  a  result  of  the 
dismantling  of  customs  controls  with  Russia.  Nor  are  strategic  resources  the  only  commodity.  In 
one  mstance,  efforts  were  made  to  smuggle  diamonds  and  precious  stones  to  Belgium  while  in  June 
1995,  6  members  of  a  transnational  criminal  organization  were  arrested  while  trying  to  export  - 
using  forged  financial  documents  -  25  articles  of  furniture  worth  80  million  rubles."^- 

If  this  suggests  that  transit  states  are  transit  states  whatever  the  nature  of  the  product,  this  is 
confirmed  by  the  use  of  Belarus  as  one  of  the  routes  for  the  smuggling  of  nuclear  materials  from 
Russia  to  Germany.  There  have  been  several  cases  where  contraband  nuclear  material  has  been 
confiscated  in  Brest  at  the  border  with  Poland,  while  a  Belarusian  national  was  one  of  three  men 
arrested  in  December  1994  in  the  Czech  republic  in  a  major  case  involving  highly  enriched  uranium. 
For  the  most  part  such  crimes  are  not  perpetrated  by  organized  crime.  Rather  they  are  the  work 
of  individual  entrepreneurs  or  disaffected  employees  from  the  nuclear  industry  itself  If  organized 
crime  m  Belarus  is  not  yet  deeply  involved  in  the  nuclear  material  smuggling  business,  however, 
this  may  change  in  the  future  if  the  rewards  appear  high  enough  and  the  risks  seem  tolerable. 

There  are  certainly  no  qualms  about  involvement  in  people  trafficking.  In  Belarus  illegal 
immigration  is  not  only  a  source  of  great  concern  but  is  connected  to  both  organized  crime  and  drug 
trafficking.  According  to  a  newspaper  interview  by  Vladimir  Belozor,  the  Deputy  Director  of  the 
State  Migration  Ser\'ice  there  are  now  over  400,000  illegal  aliens  in  Belarus,  a  ver>'  substantial 
number  given  a  population  often  and  a  quarter  million. '"'  Officials  are  concerned  that  the  problem 
will  intensify  as  word  spreads  that  illegal  immigrants  are  relatively  well  treated  in  Belarus, 
enforcement  capabilities  are  limited,  and  there  is  no  legislative  basis  for  deportation.  The  issue  of 
migration  is  dealt  with  by  9  people  in  a  stand  alone  agency  that  is  responsible  to  Ministry  of  Labor. 
In  addition,  the  border  guard  has  the  responsibility  for  preventing  illegal  immigrants  from  entering 
and  leaving  the  country.  In  the  first  seven  months  of  1994  detention  of  border  violators  increased 
to  1,434  incidents,  a  figure  that  surpassed  the  1,343  incidents  throughout  1993."'^  These  numbers 
are  minuscule,  however,  in  comparison  to  the  scale  of  the  problem  -  partly  because  of  shortages  in 
border  guard  personnel  and  partly  because  of  the  geographical  position  of  Belarus. 

There  are  also  many  opportunities  for  foreigners  to  enter  Belarus  on  false  pretexts  and  then  leave. 
The  ostensible  desire  to  study  medicine  in  Grodno,  has  been  used  by  citizens  of  Pakistan  legally 
to  enter  the  temtorv'  of  Belarus  when  their  mam  purpose  has  been  to  get  to  the  West.  In  a  similar 
vein,  recruiting  by  educational  establishments  with  desire  for  hard  currency  has  allowed  students 
from  Syria,  Southeast  Asia  and  China  to  come  to  Belarus  and  from  there  to  move  to  Western 
Europe.  In  considenng  illegal  immigration,  however,  it  is  important  to  distinguish  between  those 
cases  where  individuals  and  small  groups  themselves  take  the  initiative  and  those  cases  where 
criminal  organizations  are  involved  in  alien  trafficking.  In  the  latter  cases,  Belarus  is  sometimes 
used  as  a  dumping  ground.  There  was  an  incident,  for  example,  in  Spring  1995  when  39  Iranian 
families  were  brought  in  to  Belarus  hidden  in  trailers  The  criminals,  who  had  charged  5,000  dollars 
for  each  adult  and  2,500  for  each  child  dropped  them  in  a  street  in  Minsk,  telling  them  that  they 
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were  in  Germany,  and  would  be  provided  with  passports  and  visas  the  next  day  and  be  flown  to 
Canada. 

To  regard  Belarus  as  a  unique  dumping  ground  would  be  a  mistake:  other  countries  of  the  Former 
Soviet  Union  are  used  in  the  same  way  In  early  1995,  20  Africans  appeared  in  Vilnius  They  had 
been  charged  $  1,500  each  for  illegal  passage  into  Poland  by  a  group  of  Belarusians  who  abandoned 
them  in  Vilnius  after  telling  them  they  were  in  Poland.  ^*  Stones  like  these  reflect  the  vulnerability 
of  illegal  migrants  to  tnckery .  They  also  give  a  sense  of  the  diversity  of  the  illegal  immigrants  This 
is  underlined  by  several  other  episodes.  In  August  1994,  67  Viemamese  citizens  dug  their  v\ ay  into 
Polish  territory  through  a  tunnel  crossing  the  Belarusian  border'*''  while  in  another  incident  that 
involved  an  exchange  of  gunflre  between  border  guards  from  Belarus  (who  had  crossed  into  Polish 
territory)  and  Poland,  24  Somalis,  14  Sri  Lankans  and  7  Bangladeshis  were  detained  by  Polish 
authorities,  having  crossed  from  Belarus  into  Poland's  densel) -forested  Bialowieza  national  park 
southeast  of  Bialvstok.^" 

Illegal  immigration  and  most  other  forms  of  trafficking  are  inherently  transnational  activities  and 
encourage  criminal  organizations  to  develop  transnational  linkages.  In  the  case  of  Belarus,  many 
of  these  linkages  had  their  ongins  within  the  Soviet  Union:  with  the  disintegration  of  the  Union  and 
the  emergence  of  independent  states,  domestic  linkages,  in  effect,  became  transnational  overnight. 
Not  surprisingly,  therefore,  Belarus  has  been  open  to  penetration  by  transnational  criminal 
organizations  from  Russia,  the  Caucasus  and  Central  Asia  At  the  same  time,  there  have  been 
examples  of  groups  from  Belarus  active  in  Poland  -  as  well  as  Polish  groups  active  in  Belarus.  In 
some  cases  criminal  groups  from  the  tvso  countries  have  combined  forces.  Criminals  from  Belarus 
are  also  sometime  found  even  further  afield  In  1 99 1 ,  a  22  year  old  gunman,  Yegor  Balakhov  from 
Minsk,  was  hired  for  22,000  Deutschmarks  by  Chechen  criminals  to  kill  a  Georgian  rival.  He  failed 
in  the  task  but  was  subsequently  sentenced  to  7  years  imprisonment  for  attempted  murder  '  More 
recently  in  Germany  the  victim  rather  than  the  perpetrator  was  from  Belarus.  In  April  1995,  a 
highly  successful  27  year  old  businessman,  Petr  Leonshikov,  was  killed  in  front  of  his  2  million 
deutschmark  home  in  Berlin.^'  Whether  Leonshko\  himself  was  involved  in  criminal  activities  is 
unclear.  Even  if  he  was,  however,  and  even  if  Belarus  is  occasionally  the  exporter  of  organized 
crime,  it  imports  far  more  than  it  exports.  Belarus  is  a  small  state  occupying  important  transit 
routes  and  bordering  sevenl  larger  states  w  ith  more  extensive  organized  crime  problems.  In  these 
circumstances  criminal  organizations  from  elsewhere  exacerbate  the  threat  to  the  integrity  of  the 
new  state  posed  by  indigenous  criminal  formations. 


4.  Government  Responses  to  Organized  Crime  and  Drug  Trafficking 

If  the  activities  of  cnminal  organizations  in  Belarus  are  often  more  sophisticated  than  the  methods 
of  combating  them,  law  enforcement  has  had  some  successes.  1  he  authorities  ha\e  arrested 
criminal  groups  led  by  Gushcha  m  Bobruisk  (7  people),  Shaban  in  Borisov  (4  people),  Obodkov  in 
Minsk  (5  people),  Mantsevich  in  Grodno  (4  people),  Vasilevsky  in  Lida  (7  people),  and  Kovalenko 
in  Svetlogorsk  ( 19  people)."     In  the  first  6  months  of  1995  38  members  of  criminal  organizations 
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were  put  on  tnal.*^  Some  of  these  successes  reflect  the  growing  commitment  of  the  government  to 
dealing  with  the  challenge 

This  commitment  is  also  evident  in  developing  patterns  of  regional  and  international  cooperation. 
In  May  1993  Belarus  joined  the  "teledrug"  information  system  initiated  by  Italy  in  September  1992 
and  that  facilitates  the  electronic  exchange  of  information  on  drug-traffickers  and  the  laundering 
of  profits  from  drugs  sales."  Belarus  has  also  become  a  member  of  Interpol  and  has  a  department 
of  12  people  dealing  with  issues  of  crime  that  transcend  national  borders.  In  addition,  Belarus  has 
joined  regional  efforts  at  law  enforcement  cooperation  and  has  also  signed  bilateral  agreements  on 
cooperation  against  organized  crime  and  drug  trafficking. 

In  January  1995  a  protocol  on  cooperation  between  law-enforcement  bodies  in  Belarus  and 
Poland  to  combat  organized  cnme  was  signed  in  Brest  in  response  to  a  series  of  incidents  involving 
criminal  organizations  from  both  countries.  In  April  1995  Belarus  and  Germany  signed  an 
agreement  on  closer  cooperation  in  the  fight  against  organized  crime  and  nuclear  smuggling.  The 
accord  provides  for  regular  meetings  between  officials  from  Germany  and  Belarus  as  well  as  the 
exchange  of  information  on  organized  crime,  the  illegal  drug  trade,  nuclear  smuggling,  money 
laundering,  car  theft,  forgery,  illegal  arms  trade,  illegal  immigration  and  crimes  against  the 
environment. 

Belarus  is  also  cooperating  with  the  Baltic  States  in  their  activities  against  organized  crime.  In 
Warsaw  in  March  1995  the  Second  Baltic  Sea  Conference  on  Combating  Organized  Crime  Meeting 
agreed  to  create  a  system  of  speedy  crime  information  transfer  The  Conference  was  attended  b> 
representatives  of  Belarus,  Denmark,  Hstonia,  Finland,  Lithuania,  Latvia,  Germany,  Nor\va\,  Poland, 
Russia,  and  Sweden  with  Ukraine,  Holland  and  the  Council  of  Europe  sending  observers. 
Emphasizing  that  the  Baltic  States  are  threatened  by  various  forms  of  organized  crime,  the 
Conference  accepted  the  Swedish  "Textbook  on  Cooperation  by  the  Baltic  States"  which  calls  for 
the  creation  of  contact  centers  and  meetings  between  designated  officers  in  each  state  to 
supplement  existing  channels  of  information.  Delegates  also  agreed  to  establish  a  working  group 
to  explore  ways  of  overcoming  the  barriers  to  cooperation  resulting  from  differences  in  national 
legislation."' 

Perhaps  the  most  important  area,  however,  is  cooperation  with  the  states  of  the  Former  Soviet  Union 
In  January  1993  the  governments  of  the  newly  independent  states  agreed  to  elaborate  a  Program 
of  Joint  Measures  on  combatting  organized  crime  A  document  was  subsequently  signed  on  12 
March  1993  at  the  meeting  of  the  Commonwealth  of  Independent  States  (CIS).  Although  the 
program  envisaged  the  establishment  in  1993  of  a  permanent  unit  for  coordinating  operations 
against  organized  crime  progress  was  slow  and  the  unit  started  its  work  in  Moscow  only  m  May 
1994.  Moreover,  there  have  been  further  delays  in  moving  from  organizational  structures  to 
operational  activities.  Progress  has  been  somewhat  greater  in  cooperation  against  drug  trafficking: 
agreement  was  reached  in  October  1992  on  the  need  to  coordinate  operational  activities  and  a 
central  database  of  drugs  has  been  set  up  in  Moscow  Yet  even  here,  multilateral  cooperation  has 
lagged  behind  the  challenge.  To  some  extent  the  weaknesses  of  multilateral  approaches  have  been 
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compensated  for  by  the  development  of  bilateral  linkages.  Exchanges  of  information  and  some 
operational  cooperation  between  Belarus  and  Russia  and 

between  Belarus  and  Kazakhstan  have  resulted  in  some  successes  -  in  one  case,  a  hired  assassin  was 
captured  in  Yekaterinburg  by  members  of  the  Bobruisk  Organized  Crime  Control  Department 
together  with  Russian  colleagues  from  Sverdlosk.  Yet  the  kind  of  systematic  and  sustained 
cooperation  against  transnational  organized  crime  that  is  necessary  is  still  not  evident.  Unless 
further  improvements  are  made,  therefore,  the  situation  can  only  deteriorate  further  The  possible 
consequences  of  this  must  now  be  explored. 


«r  ECONOMIC  AND  SOCIAL  CONSEQl  ENCES 

It  is  clear  from  all  this  that  organized  crime  and  drug  trafficking  pose  a  major  challenge  to 
Belarus,  as  indeed  they  do  to  other  states  in  transition  m  Eastern  Europe  and  the  Former  Soviet 
Union.  Much  of  the  area  that  was  under  totalitanan  control  has  taken  on  many  of  the  charactenstics 
of  an  extended  frontier  where  the  writ  of  government,  the  rule  of  law,  and  strict  control  over 
economic  activity  have  given  way  to  the  writ  of  organized  cnme,  the  rule  of  violence  and  an 
economic  free-for-all.  While  Belarus  has  not  been  affected  as  much  as  some  of  the  other  members 
of  the  Commonwealth  of  Independent  States,  the  challenges  to  order  and  stability  posed  by 
organized  crime  and  drug  trafficking  are  fomiidable.  Nor  can  these  phenomena  be  dismissed 
simply  as  symptoms  of  underlying  problems  and  conditions.  While  the  growth  of  organized  crime 
and  drug  trafficking  reflects  -  and  stems  in  part  from  -  a  collapse  of  authority  structures  in  the  states 
of  the  Former  Soviet  Union,  it  can  seriously  exacerbate  the  resulting  crisis.  Criminal  organizations 
may  become  so  powerful  that  they  intensify  or  prolong  crises  ofauthonty  and  legitimacy,  therby 
having  a  profoundly  damaging  impact  on  the  fabric  of  society.  By  exacerbating  and  perpetuating 
many  of  the  problems  of  transition  and  adjustment  organized  crime  may  also  derail  or  hi-jack  the 
efforts  to  move  to  a  market  economy  and  liberal  democracy.  One  expert  on  organized  crime  in 
Russia  has  warned  that  domination  by  the  Communist  Party  may  be  replaced  not  by  democracy  and 
the  free  market  but  by  the  domination  of  organized  cnme,  often  working  with  former  Communist 
Party  officials.  Further,  "the  pervasiveness  of  organized  crime  may  lead  to  regressive  development, 
political  clientelism  and  controlled  markets."'^  Although  organized  crime  is  less  deeply  entrenched 
m  Belarus,  these  warnings  are  certainly  relevant  to  a  situation  in  which  the  lack  of  legislation 
allows  criminal  groups  to  consolidate  their  hold  over  commercial  and  industrial  structures,  and  to 
become  a  powerful  force  that  could  have  considerable  impact  on  the  efforts  to  move  towards  a  free 
market  economy 

Other  observers  such  as  Jim  Leitzel,  a  specialist  on  Russian  economic  reform,  take  a  more  sanguine 
approach  to  Russian  -  and  by  extension  Belarusian  -  organized  crime.  In  this  view  organized  crime 
is  not  too  serious  a  problem:  not  only  does  organized  crime  fulfil  several  positive  and  necessary 
functions  in  the  economies  of  states  in  transition,  but  is  also  likely  to  "see  its  sphere  of  influence 
dwindling  to  "normar  Western  levels  as  reform  proceeds".  ^^  In  this  assessment,  organized  crime 
offers  the  protection  and  contract  enforcement  that  are  not  provided  by  the  state  but  that  are  crucial 
to  the  functioning  of  a  market  economy.    Leitzel  has  argued  that  the  main  problem  in  Russia  -  and 
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by  implication  other  states  of  the  Former  Soviet  Union  -  is  that  the  reform  process  is  incomplete, 
with  the  continued  absence  of  contract  law,  continued  government  monopolies,  and  continued 
ambivalence  to  private  economic  activit>  The  first  of  these  is  particularly  important:  "If  the  state 
is  unable  to  enforce  private  contracts  business  people  must  look  elsewhere... Organized  cnme  can 
provide  the  contractual  secuntv  that  business  people  need  to  enter  into  deals  in  the  first  place."  ^'^  As 
the  state  gradually  fills  the  role  currently  occupied  by  organized  crime  then  the  opportunities 
available  to  criminal  organizations  will  diminish  Similarly,  as  the  reform  process  is  completed, 
government  monopolies  disappear,  and  private  economic  activity  becomes  the  norm  so,  the 
argument  goes,  organized  crime  will  find  fewer  avenues  for  advancement. 

A  variant  of  this  contention  is  that  organized  crime  represents  the  ultimate  form  of  capitalism, 
a  form  that  is  unregulated  by  either  law  or  morality,  and  therefore,  is  particularly  etTicient  at  capital 
accumulation.  In  this  view,  criminal  organizations  are  among  the  most  progressive  forces  in  the 
Former  Soviet  Union  since  they  are  among  the  strongest  supporters  -  and  are  certainly  one  of  the 
main  beneficiaries  -  of  the  privatization  process  Furthermore,  as  the  profits  from  organized  crime 
and  drug  trafllcking  are  reinvested  in  the  legitimate  economy,  they  will  provide  a  considerable 
boost  to  the  development  of  the  market  economy  In  the  first  variant,  as  the  opportunities  for 
organized  crime  diminish,  so  will  its  power  In  the  second  variant,  the  transition  process  is 
somewhat  difYerent  but  equally  positive  in  its  outcome:  organized  crime  will  gradually  be 
assimilated  into  the  legitimate  economy  and  its  leaders  become  respectable  legitimate  businessmen, 
the  source  of  whose  wealth  is  less  important  than  the  wealth  itself 

Comforting  as  these  arguments  appear,  thev'  are  far  from  persuasive,  not  least  because  they  overlook 
the  capacity  of  organized  cnme  to  perpetuate  itself  even  when  the  initial  conditions  that  contributed 
so  much  to  its  emergence  have  disappeared.  Because  economists  see  the  issue  almost  exclusively 
in  terms  of  market  forces,  they  tend  to  ignore  the  process  whereby  criminal  organizations  become 
entrenched  in  power.  Once  they  have  consolidated  their  position  in  society  and  the  economy  these 
groups  are  ver>  difficult  to  remove.  Organized  cnme  in  the  Un-ted  States,  for  example,  sun  ived  the 
change  in  market  conditions  brought  about  by  the  end  of  prohibition.  Similarly,  contract 
enforcement  was  one  of  the  major  functions  of  the  Mafia  in  Sicily  in  the  nineteenth  centurv  but 
became  less  important  when  the  Italian  state  it.self  became  strong  enough  to  fulfil  this  task.  Yet,  the 
Mafia  remained  deeply  entrenched  m  Sicilian  society.  In  a  similar  vein,  campaigns  against 
organized  crime  and  drug  traffickers  in  both  Italy  and  Colombia  have  been  enormously  costly, 
generating  a  large  scale  assault  on  the  state  itself  b\  the  criminal  organizations.  Although  inroads 
have  been  made,  in  neither  case  have  these  campaigns  succeeded  in  eradicating  the  problem.  There 
is  also  something  slightly  optimistic  in  refernng  to  "normal  Western  levels"  in  an  era  when 
organized  cnme  seems  to  be  extending  its  activities  in  most  Western  countries. 

Another  problem  with  the  positive  argument  is  that  there  are  several  ways  in  which  organized  crime 
can  undermine  the  reform  process  Simply  because  organized  crime  groups  are  entrepreneurial 
capitalists  does  not  necessarily  mean  that  thev  facilitate  the  transition  to  a  market  economv.  To 
interpret  organized  cnme  in  Belarus  as  a  positive  force  overlooks  the  long  term  threat  posed  to  the 
integnty  of  political  and  economic  institutions  and  to  social  norms.    If  violence  against  businessmen 
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and  bankers  increases,  as  it  has  done  in  Russia,  then  Belarus  will  find  it  increasingly  difficult  to 
attract  the  foreign  investment  that  is  crucial  to  its  economic  future  As  suggested  above,  Belarus 
is  open  to  illicit  funds  and  has  little  attraction  for  legitimate  investment.  Should  the  banking  system 
be  increasingly  infiltrated  then  Belarus  will  become  e\en  less  attractive  for  foreign  mvestors. 
Moreover,  although  it  is  possible  that  investment  of  illicit  money  from  elsewhere  could  provide 
short  term  benefits,  only  rarely  will  these  result  in  long  term  gams.  Laundenng  of  money  through 
Belarus  requires  a  legitimizing  process  and  then  the  return  of  the  "clean"  money  to  the  owners 
Very  little  of  it  is  likely  to  remain  in  the  country  for  long  enough  to  provide  the  injection  of 
investment  that  Belarus  needs. 

Similarly,  organized  crime  can  have  a  dampening  effect  domestically  by  hampering  economic 
competition  and  stifling  legitimate  entrepreneurialism  It  is  difficult  for  legitimate  entrepreneurs 
to  compete  with  those  who  have  ready  access  to  large  financial  resources  obtained  through  illicit 
means.  An  additional  cost  is  that  protection  payments  by  legitimate  businesses  can  be  passed  on 
to  consumers  in  the  form  of  higher  prices,  something  that  has  a  particularly  severe  psychological 
impact  on  populations  accustomed  to  price  stability,  and  already  suffering  the  effects  of  inflation. 
Moreover,  when  organized  crime  takes  over  particular  sectors  of  the  economy  it  proves  very 
difficult  to  dislodge,  as  is  evident  in  the  United  States  where  organized  crime  still  has  considerable 
influence  over  the  construction  industry,  especially  in  New  York,  and  over  the  waste  disposal 
industry.  In  sum,  penetration  of  the  economic  system  is  one  of  the  most  serious  and  long  term 
consequences  of  organized  crime,  undermining  the  integrity  of  financial  institutions  and 
constricting  business  opportunities.  To  expect  organized  crime  miraculously  to  disappear,  is  rather 
like  Dr.  Johnson's  second  marriage,  a  triumph  of  hope  over  experience. 

Nor  are  the  problems  only  economic.  To  argue  that  organized  crime  is  somehow  a  progressive 
force  in  states  in  transition  is  to  ignore  not  only  its  impact  on  social  and  economic  life  but  also  its 
impact  on  political  power  In  states  in  transition,  organized  crime  and  drug  trafficking  facilitate  the 
creation  of  a  new  elite  based  not  on  democratic  support  but  on  the  power  to  coerce  and  intimidate 
The  political  elite  will  be  forced  to  accommodate  those  who  have  both  the  power  to  hurt  and  the 
wealth  to  purchase  support,  resulting  in  a  new  type  of  symbiotic  relationship  in  which  organized 
crime  is  the  dominant  force  In  some  respects,  of  course,  this  might  be  seen  as  simpl\  a  re- 
establishment  of  the  old  pattern  under  the  Soviet  Union,  but  there  is  a  crucial  difference  it  will 
increasingly  be  the  criminal  organizations  that  determine  the  "'rules  of  the  game"  In  the  old  Soviet 
system  the  government  used  the  black  market  as  a  safety  valve,  tacitly  acknowledging  the  role  of 
those  who  operated  in  this  market  In  the  new  system,  those  nominally  in  power  may  become  little 
more  than  puppets  for  organized  crime 

Such  a  system  would  be  enormously  corrupt.  Moreover,  the  corruption  would  differ  from  the  old 
Soviet  style  corruption,  in  that  it  would  be  designed  not  to  overcome  the  inefficiencies  of  state 
control  of  economic  life,  but  to  protect  criminal  organizations  from  law  enforcement.  As  argued 
above,  systemic  corruption  is  an  instrument  of  organized  crime  that  is  designed  to  maintain  a 
congenial  environment  within  which  the  groups  can  continue  to  act  with  impunity  The  danger, 
therefore,  is  that  the  weak  state  in  Belarus  will  be  replaced  by  a  corrupt  state,  that  will  provide  a 
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safe  home  base  within  which  organized  crime  can  function  unhindered  and  from  which  it  can 
increasingly  engage  in  transnational  activities  This  would  also  ha\e  pronounced  domestic 
consequences  in  that  the  more  overt  the  corruption,  the  less  willing  would  the  public  be  to  make 
sacrifices  for  the  sake  of  economic  reform 

A  state  in  which  organized  crime  has  become  one  of  the  dominant  forces  is  also  a  state  in  which 
respect  for  law  is  likely  to  be  minimal.  The  svmbols  of  wealth  and  power  displayed  by  organized 
crime  will  prove  ver\  attractive  and  lead  to  e\en  more  emulation  than  currenth  exists  Recruitment 
into  organized  crime  and  drug  trafficking  groups  will  be  easy  as  illicit  routes  for  advancement 
promise  far  greater  and  more  immediate  rewards  than  legitimate  avenues  Intense  competition 
among  criminal  organizations  is  also  likely  as  those  groups  who  are  not  part  of  the  svmhiotic 
relationship  with  the  state  attempt  to  improve  their  position  against  those  trying  to  maintain  the 
status  quo  In  these  circumstances,  high  le\els  of  \  lolence  ma>  be  ine\  itable  with  innocent  people 
being  caught  in  the  internecine  warfare  of  competing  criminal  organizations  Other  criminal 
activities  will  also  flourish,  including  the  various  forms  of  trafficking  discussed  above  Societv  will 
become  more  violent  as  arms  are  more  readily  available:  the  burden  on  the  state  resulting  from 
illegal  immigration  will  be  more  pronounced;  and  the  nse  of  drug  tratTickmg  and  the  spread  of  drug 
abuse  will  result  m  a  less  productive  workforce,  more  petty  crime,  and  a  higher  level  of  social 
disruption  The  burden  on  state  institutions  alreadv  suffering  from  financial  overstretch  and  an 
overloaded  agenda  will  be  enonnous 

Grim  as  this  picture  appears,  it  is  neither  unrealistic  nor  alannist  It  does,  however,  represent 
something  of  a  worst  case  scenano  -  and  one  that  is  not  mev  itable  Although  organized  crime  and 
drug  trafficking  have  made  considerable  inroads  in  Belarus  since  independence,  there  is  an 
opportunity  for  the  government  to  act  decisiveK  and  in  wavs  that  would  protect  the  transition  to  a 
market  economy  while  establishing  both  a  strong  and  legitimate  state  based  on  respect  for  and 
protection  of  fundamental  human  rights  The  tlnal  section  of  this  paper  outlines  a  series  of 
recommendations  that  would  enhance  the  capacity  of  Belarus  to  deal  with  the  problems  posed  by 
organized  crime  and  drug  tratTicking  While  some  of  these  improvements  can  be  made  within 
existing  financial  constraints,  others  will  require  a  greater  allocation  of  resources  Unpalatable  as 
such  allocation  ma\  appear,  the  consequences  of  failure  are  likelv  to  be  even  more  distasteful. 
Minsk  IS  not  yet  like  Moscow,  but  unless  serious  steps  are  taken  it  could  becr.me  so. 


IV  RECOMMENDATIONS 

1.  I'nderlying  Principles 

In  considering  measures  that  need  to  be  instituted  in  Belarus  to  deal  more  effectively  with  criminal 
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organizations  and  their  activities,  including  drug  trafficking,  there  are  several  principles  that  need 
to  be  kept  in  mind. 

a.  Law  enforcement  activities  directed  against  organized  crime  must  be  consistent  with  democratic 
freedoms  and  respect  for  human  rights  This  can  be  ensured  b>  appropriate  safeguards  and 
procedures  that  must  be  adopted  before  such  techniques  as  electronic  surveillance  or  undercover 
operations  are  initiated. 

b.  Many  of  the  activities  of  criminal  organizations  themselves  violate  human  rights  From  this 
perspective,  strong  laws  directed  against  organized  crime  and  its  derivative  activities  such  as  drug 
trafficking  should  be  understood  as  upholding  and  not  violating  civil  and  human  rights.  It  is 
understandable  in  societies  that  have  only  recently  moved  away  from  authoritarian  control  that  there 
IS  a  reluctance  to  enlarge  the  powers  of  the  state.  The  problem,  however  is  not  a  strong  state /^er 
.vt',  but  simply  a  state  without  checks  and  balance  and  respect  for  individual  freedoms.  A  state  that 
respects  its  individuals  is  also  one  in  which  individuals  are  protected  against  those  who  seek  to 
exploit  the  vulnerable  for  personal  gam. 

c  Organized  crime  cannot  be  dealt  with  by  law  enforcement  methods  alone.  Law  enforcement 
provides  control  measures,  but  it  is  also  important  to  implement  preventive  measures  that  reduce 
the  opportunities  for  organized  crime.  In  some  instances  -  such  as  banking  -  this  may  require  the 
introduction  of  greater  regulation.  In  other  instances  -  such  as  a  level  of  taxation  that  encourages 
tax  evasion  and  therefore  leaves  businesses  vulnerable  to  blackmail  by  criminal  groups  -  reducing 
the  opportunities  for  organized  crime  may  require  less  regulation. 

d.  Perhaps  most  important  of  all  is  the  creation  of  a  civic  culture  in  which  the  rule  of  law  is  widely 
and  highly  respected  and  in  which  the  government  is  seen  as  its  main  custodian.  As  one  United 
Nations  Paper  put  it:  "Building  and  maintaining  high  moral  standards  in  political  and  administrativ  e 
structures  through  respect  for  the  law  is  the  first  commitment  for  effective  action  against  organized 
crime.  A  culture  of  morality  and  legality  has  strong  messages  to  convey  to  those  who  allow  them 
to  do  so.  The  values  need  to  be  implanted,  nurtured  with  extreme  care,  and  passed  on  to  new 
generations".""  This  is  particularly  the  case  in  societies  such  as  Belarus  where  such  a  tradition  has 
not  been  established  and  where  the  introduction  of  capitalism  has  come  as  a  spasm  event  rather  than 
a  gradual  process  in  which  the  evolution  of  markets  is  accompanied  by  the  development  of  the 
norms,  rules,  conventions  and  laws  that  are  necessary  for  their  regulation.  Indeed,  only  by  creating 
an  atmosphere  in  which  there  is  respect  for  the  law,  will  opportunities  for  crime  be  eschewed 
Similarly,  the  state  has  to  take  the  responsibility  for  regulating  markets  and  for  ensuring  that 
contracts  are  honored.  Unless  the  state  is  capable  of  enforcing  contracts,  private  means  of 
protection  and  arbitration  will  flourish.  Part  of  the  problem  in  Belarus  is  that  the  state  still  sees  its 
role  in  terms  of  ownership  of  enterprises  rather  than  in  terms  of  providing  a  regulatorv'  framework 
within  which  private  ownership  is  encouraged  and  protected 

e.  In  considering  the  kinds  of  initiatives  that  might  be  effective,  it  is  important  to  recognize  that 
there  are  certain  thing  that  simply  cannot  be  done  because  there  are  not  the  resources  to  sustain 
them  Witness  protection  programs,  for  example,  have  significant  benefits  but  are  also  very 
expensive.  It  is  essential,  therefore,  to  recognize  the  limited  economic  and  resource  base  from 
which  law  enforcement  is  being  carried  out  While  this  base  does  need  to  be  augmented  in  several 
ways,  particular  attention  needs  to  be  given  to  those  initiatives  that  can  have  a  significant  impact 
without  consuming  scarce  resources. 
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With  these  principles  in  mind  there  are  several  kinds  of  measures  that  need  to  be  developed  The 
analysis  focuses  initially  on  initiatives  that  need  to  be  taken  against  organized  crime  then  addresses 
initiatives  that  are  more  specifically  aimed  at  drug  trafficking. 

2.  Initiatives  against  organized  crime 

1 .  As  a  matter  of  urgency  new  laws  need  to  be  introduced  Although  there  is  a  basis  in  the  existing 
legislation  for  attacking  groups  this  is  directed  against  political,  rather  than  criminal,  organizations 
and  is  not  easily  adapted  by  law  enforcement  officials.  Moreover,  the  adoption  of  substantive  and 
procedural  legislation  directed  against  organized  crime  by  the  new  parliament  would  be  a  highly 
symbolic  move  sending  a  message  to  cnminal  organizations  that  they  can  no  longer  act  with 
impunity  It  would  have  even  more  impact  if  accompanied  by  the  establishment  of  special 
prosecutor's  offices  to  investigate  and  deal  with  cases  of  organized  crime. 

2.  As  for  the  substance  of  this  legislation,  it  is  important  to  categorize  the  offenses  that  come  under 
the  heading  of  organized  crime.  These  should  include  drug  trafficking,  arms  trafficking,  alien 
trafficking,  extortion  and  racketeenng,  gang  robbery,  management  of  prostitution,  kidnapping  for 
ransom,  fraud,  counterfeiting  of  currency,  black  marketing,  possession  of  contraband,  forcible 
eviction  of  people  from  their  homes,  corruption  and  bribery,  money  laundering,  and  premeditated 
murder.  Money  laundenng  cnmes  should  be  not  only  drug  related  but  should  encompass  all  money 
obtained  through  criminal  actions.  In  addition,  senous  consideration  should  be  given  to  making 
membership  of  an  organized  crime  group  an  offense  punishable  by  law. 

3  There  should  be  greater  provision  for  such  law  enforcement  techniques  as  electronic  surveillance, 
undercover  operations,  controlled  deliveries,  and  testimony  of  accomplices  in  organized  crime. 
Information  obtained  in  all  these  ways  has  to  be  treated  very  carefully  and  such  techniques  have  to 
be  used  in  accordance  with  strict  rules  designed  to  prevent  abuse.  With  these  limits  in  place, 
however,  they  can  be  very  productive  Discretion  about  prosecution,  for  example,  can  be  a  useful 
tool  against  organized  crime.  Many  legal  systems  have  provision  for  granting  immunity  from 
prosecution  to  low  level  members  of  organized  cnme  groups  in  return  for  evidence  regarding  the 
leadershipof  these  groups.  Indeed,  the  experience  in  Italy  has  underlined  the  value  of  defectors, 
whose  testimony  can  provide  guidance  for  law  enforcement  intelligence  and  prove  crucial  in  the 
successful  prosecution  of  cnminal  leaders. 


4.  Another  requirement  is  the  introduction  of  legislation  that  permits  asset  freezing  and  asset 
forfeiture  One  Belarusian  analyst  has  suggested  that  Belarus  should  adhere  to  the  Convention  of 
the  European  Council  on  seizure  and  confiscation  of  cnminal  proceeds.  "'  More  important  than  the 
specific  model,  though,  is  the  requirement  that  the  legislation  encompass  not  only  the  financial 
advantages  gained  through  criminal  activities  but  also  those  resources  -  including  powerful  cars  and 
telecommunications  equipment  -  used  by  criminal  organizations  in  committing  offenses.  Provision 
should  be  made  for  such  assets  to  be  utilized  by  the  Ministry  of  Intenor,  with  priority  given  to  the 
division  for  combating  organized  crime  and  the  unit  for  controlling  drug  trafficking,  both  of  wnich 
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are  under  funded  and  under-equipped  The  transfer  of  asset  from  criminal  organizations  to  law 
enforcement  would  help  to  level  what  is  currently  a  lop-sided  playing  field  in  Belarus 

5  It  is  also  important  that  Belarus  follow  the  anti-corruption  recommendations  adopted  by  the 
Eighth  and  Ninth  United  Nations  Congresses  on  the  Prevention  of  Crime  Particularly  important 
is  greater  transparency  and  accountability  for  public  officials  Administrative  safeguards  such  as 
watchdog  committees  and  regulatory  mechanisms  need  to  be  accompanied  by  a  code  of  conduct  for 
governing  relations  between  business  on  the  on  side  and  public  officials  on  the  other.  Disclosure 
of  assets  should  be  the  norm  among  public  officials,  thereby  limiting  opportunities  for  graft 
Finally,  there  should  be  a  stnct  policy  of  enforcing  sanctions  in  the  event  of  transgressions 

6.  Such  measures  should  be  accompanied  by  the  creation  of  a  regulatory  framework  designed  to 
prevent  organized  crime  from  infiltrating  legitimate  business  This  requires  a  willingness  to  move 
towards  greater  transparency  in  business  and  economic  activities,  while  allowing  safeguards  to 
ensure  that  firms  do  not  thereby  lose  their  competitive  edge  This  should  be  accompanied  by  greater 
transparency  in  the  banking  system 

7.  A  comprehensive  system  designed  both  to  prevent  and  control  laundenng  needs  to  be  established, 
a  development  that  goes  well  beyond  law  enforcement.  The  first  step  is  specific  and  carefully 
crafted  legislation  directed  against  money  laundering  that  includes  measures  directed  against  bank 
secrecy.  This  legal  and  regulatory  framework  then  has  to  be  implemented  effectively.  Success  in 
this  depends  in  part  on  the  ability  to  inculcate  an  anti-money  laundering  mentality  at  the  level  of 
bank  employees  involving  increased  awareness  of  the  need  to  report  suspicious  transactions  and/or 
suspicious  customers.  Protecting  bank  personnel  from  liability  for  good  far.h  reporting  of  suspicious 
transactions  is  one  important  step  Another  is  the  establishment  of  closer  relations  between  banks 
and  law  enforcement  agencies  All  this  does  not  require  much  in  the  way  of  additional  resources  - 
it  could  be  achieved  through  training  courses  or  simply  through  closer  liaison  arrangements 
between  law  enforcement  officials  and  banking  personnel.  Concomitantly,  efforts  should  be  made 
to  enhance  the  operational  capabilities  of  the  law  enforcement  agencies  to  investigate  money 
laundering,  through  courses  and  through  secondment  of  a  few  highly  select  personnel  to  Western 
law  enforcement  agencies  and  or  banks  This  would  require  resources  but  should  be  regarded  as  a 
high  pnority  medium  term  goal  Furthermore,  contacts  should  be  initiated  between  law  enforcement 
agencies  in  Belarus  and  the  G-7  Financial  Action  Task  Force  This  could  be  helpful  in  enhancing 
institutional  capabilities  to  prevent  and  control  money  laundering  and  would  facilitate  the 
integration  of  banking  in  Belarus  into  the  global  regime  against  money  laundering  While  such  a 
process  could  obviously  be  speeded  up  through  external  assistance  and  training,  this  needs  to  be 
based  on  the  recognition  that  while  the  banking  system  is  largely  new  there  is  a  high  degree  of 
sophistication  among  many  bank  personnel  Eventually  both  the  restrictions  and  the  expertise  could 
be  extended  to  non-banking  financial  services  In  sum,  such  a  program,  coupled  with  asset  seizure 
would  make  money  laundering  not  only  a  criminal  activity  but  also  a  much  more  risk\  activity  in 
terms  of  detection  and  the  costs  imposed  thereafter 
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8.  A  more  stringent  regulatory  regime  needs  to  be  established  regarding  the  control  of  weapons. 
Similarly,  as  Stanislav  Daniluk  has  proposed  there  needs  to  be  much  tighter  regulation  of  private 
secunty  services"^  If  effective,  this  would  deprive  criminal  organizations  of  front  companies  that 
not  only  appear  to  be  legitimate  but  provide  an  excellent  cover  for  extortion.  It  would  also  be 
highly  symbolic  in  that  protection  is  ultimately  a  matter  for  the  state  and  not  for  private  companies 

9.  The  effectiveness  of  law  enforcement  could  be  significantly  enhanced  through  the  creation  of 
a  National  Criminal  Intelligence  Center  in  the  Ministry  of  Interior  that  would  have  access  to  all  the 
information  available  to  the  Ministry,  as  well  as  to  the  Ministry  of  Finance,  the  State  Security 
Committee,  the  Customs  Committee,  the  Border  Guard,  and  the  Supreme  Economic  Court.  This 
Center  should  also  establish  close  liaison  arrangements  with  the  National  Bank.  Not  only  should 
extensive  use  be  made  of  computers  to  identify  and  profile  the  persons  and  groups  involved  in 
organized  cnme,  but  such  assessments  should  be  made  available  to  operational  personnel.  The 
Center  could  also  facilitate  regular  and  systematic  information  exchanges  among  the  ditTerent 
departments  involved  in  law  enforcement.  For  an  initiative  of  this  kind,  technical  assistance  and 
additional  training  from  other  countnes  is  essenttal,  and  would  enable  the  intelligence  center  to  take 
the  lead  in  applying  analytical  techniques  of  investigation,  such  as  organizational  intelligence,  link 
analysis,  network  analysis  and  visual  investigative  analysis  -  techniques  that  are  widely  used  in  law 
enforcement  in  the  West. 

10.  Transnational  linkages  and  cooperation  with  foreign  law  enforcement  agencies  should  be 
developed  further  Although  considerable  progress  has  been  made  in  this  area,  the  growth  of 
transnational  organized  crime  places  an  even  higher  premium  on  this  Dealing  with  transnational 
crime  network  requires  law  enforcement  networks  that  have  equal  scope  and  effectiveness  In  this 
connection,  personnel  exchanges  with  law  enforcement  agencies  in  other  countnes  should  be 
established  and  extended.  These  could  range  from  a  minimum  of  three  months  to  a  maximum  of 
two  years.  They  would  offer  several  benefits:  police  from  Belarus  would  see  how  law  enforcement 
tasks  were  implemented  elsewhere;  the  introduction  of  foreign  officers  into  the  Belarusian  law 
enforcement  community  would  ofTer  an  opportunity  for  innovative  thinking  while  it  would  ensure 
that  outside  expertise  is  tempered  with  an  appreciation  of  the  constraints  and  problems  faced  by  law 
enforcement  in  Belarus;  and  it  would  encourage  the  informal  networking  that  is  an  important 
component  of  law  enforcement  in  the  era  of  transnational  crime  and  drug  trafficking. 
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2.  Counter-drug  Initiatives 

In  considenng  recommendations  for  institution  building  in  Belarus  m  regard  to  counter-narcotics, 
it  is  helpful  to  make  several  distinctions.  These  can  be  in  terms  of  time  (short  term,  medium  term, 
or  long  term  proposals),  level  of  priority  and  in  terms  of  whether  their  implementation  will  demand 
additional  resources  or  simply  involve  better  use  of  existing  resources. 


1 .  There  is  an  urgent  need  to  develop  a  coherent  and  well-integrated  national  strategy  for  dealing 
v^ath  all  aspects  of  the  drug  problem.  In  doing  this  it  is  important  to  go  beyond  the  arbitrary  and  in 
some  ways  misleading  distinction  between  supply  and  demand  that  has  characterized  much  of  the 
debate  in  the  West.  Law  enforcement  actions  are  generally  seen  as  aimed  at  supply  reduction  but 
in  fact  may  reduce  demand  by  detemng  the  potential  user  from  efforts  to  acquire  drugs.  In  Belarus, 
it  is  also  significant  that  the  largest  proportion  of  people  admitted  to  treatment  are  referred  to  clinics 
by  the  Ministry  of  Interior  This  is  something  that  should  be  continued  and  intensified.  Legislation 
allowing  treatment  or  incarceration  would  also  be  helpful  in  this  respect.  It  is  also  important  that 
a  national  strategy  include  some  notion  of  long  term  goals  and  interim  milestones  that  would 
facilitate  monitoring  and  assessment  of  the  results  of  the  strategy.  The  establishment  of  a  national 
strategy,  however,  should  be  regarded  as  a  short  term  goal  and  a  top  pnonty.  Devising  the  strategy 
does  not  demand  additional  resources,  although  its  implementation  clearly  will  require  not  only  the 
allocation  of  more  resources  by  the  government  as  part  of  its  self-help  strategy  but  also  the 
intensification  of  technical  assistance  from  other  countnes  and  international  organizations. 

2.  Although  prevention  and  treatment  are  not  the  primary  thrusts  of  this  analysis,  there  is  clearly  a 
need  to  initiate  a  low  key  but  systematic  public  information  campaign  emphasizing  the  dangers  of 
narcotics  This  should  be  initiated  in  cooperation  with  educational  and  health  agencies.  Efforts 
should  also  be  made  to  mobilize  non-governmental  organizations  (NGOs)  to  assist  in  this  process. 
Another  modest  step  to  enhance  prevention  and  encourage  abusers  to  enter  treatment  would  be  the 
establishment  of  telephone  help  lines.  These  can  be  regarded  as  relatively  short  term  goals  and,  if 
the  NGOs  can  be  effectively  mobilized,  should  not  require  more  than  modest  resources  from  the 
government. 


3.  It  is  essential  to  improve  the  quality  of  data  regarding  both  drug  abuse  and  drug  trafficking, 
a.  Particularly  important  in  relation  to  data  on  drug  abuse  is  the  work  of  Vladimir  Lelevich,  Head 
of  the  Narcological  Laboratory  at  Grodno  State  Medical  Institute.  The  Laboratory  has  become  the 
coordinating  agency  for  assessing  drug  addiction  in  Belarus  and  has  developed  a  computenzed  data- 
bank of  all  registered  drug  addicts  in  the  country.  An  agreement  has  been  signed  between  the 
Ministry  of  Interior  and  the  Ministry  of  Health  on  shanng  of  data,  so  that  the  Ministry  of  Interior 
also  has  access  to  this  data  This  is  a  good  example  of  the  kmd  of  information-shanng  that  needs 
to  be  encouraged  and  developed. 

b   More  effective  data  needs  to  be  compiled  on  drug  traffickers,  whether  individuals  or  groups.  A 
computerized  data-base  is  essential    There  is  an  issue  of  whether  such  a  database  should  be 
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compiled  in  the  Ministry  of  Interior,  the  KGB,  or  both  departments.  With  two  separate  data-bases 
there  will  be  some  duplication  of  effort.  Nevertheless,  given  their  ditYering  responsibilities  this 
might  be  appropriate  -  although  at  a  minimum  there  should  be  considerable  sharing  of  information 
across  the  two  data-bases  They  should  certainly  be  standardized  in  terms  of  the  format  used  so  that 
both  the  sharing  and  transfer  of  information  is  facilitated.  Within  the  Ministry  of  Intenor,  efforts 
should  also  be  made  to  computerize  the  daily  summaries  of  incidents  of  crime  and  arrest  -  including 
incidents  of  drug  trafficking  -  that  are  produced.  This  would  greatly  enhance  efficiency  of  data 
compilation  and  analysis.  Greater  emphasis  should  also  be  placed  on  the  acquisition  of  more 
computer  resources  and  on  the  creation  of  local  area  and  wide  area  computer  networks.  These  are 
short  term  goals  with  a  high  pnority. 

c.  In  the  medium  term,  it  could  prove  highly  advantageous  to  set  up  a  centralized  intelligence  center 
that  deals  with  all  aspects  of  the  drug  problem  in  Belarus  and  its  neighbors  A  good  model  for  this 
IS  the  National  Drug  Intelligence  Center  in  the  United  States,  which  uses  information  from  both 
open  and  covert  sources  and  focuses  upon  the  organizations  and  individuals  involved  in  drug 
production  and  trafficking,  the  routes  and  methods  of  operation,  the  marketing  and  distribution  of 
drugs  and  the  methods  of  profit-taking  (le.  money  laundering).  Ideally  this  would  be  integrated  with 
the  broader  criminal  intelligence  center  proposed  above. 


4.  There  is  a  need  for  a  more  regulated  approach  to  both  the  chemicals  and  pharmaceutical 
industnes: 

a.  Greater  control  needs  to  be  exerted  over  the  pharmaceutical  industry  and  over  doctors  to  prevent 
diversion  of  licit  dnigs  either  for  abuse  in  their  existing  forms  or  for  use  as  precursors  to  the  creation 
of  more  powerful  narcotics  or  stimulants 

b.  In  a  similar  vein,  greater  control  needs  to  be  exerted  overt  the  chemicals  industry  to  prevent  the 
diversion  of  precursor  chemicals.  In  order  to  determine  the  potential  of  such  diversion,  an 
assessment  needs  to  be  made  of  the  chemical  industry  with  particular  reference  to  inventory 
management  and  control. 

5.  There  are  several  things  that  need  to  be  done  within  the  Ministry  of  Interior  to  strengthen  its  drug 
control  efforts; 

a.  The  Ministry  of  Interior  should  follow  up  the  creation  of  a  central  unit  m  Minsk  by  setting  up 
specialized  drug  control  units  at  regional  and  distnct  levels  At  the  very  least  there  is  a  need  to 
assign  personnel  specifically  for  drug  control  activities  and  not  dilute  their  effort  by  giving  them 
other  responsibilities. 

b  The  Ministry'  should  improve  the  surveillance  coverage  of  railway  stations  and  terminals.  This 
could  be  done  through  closer  collaboration  with  the  Transport  Department  of  Internal  Affairs 
Particular  attention  should  be  given  to  key  stations,  such  as  Minsk,  Gomel,  Kalinkovitchi,  Zhlobin, 
Moguiliov,  Orsha,  Vitebsk,  Lounynets,  Pinsk,  Baranovitchi,  and  Lyda.*''  In  addition,  en  route 
monitonng  operations  on  trains  should  be  initiated  in  order  to  enhance  the  prospects  for  interdiction. 
Internal  monitonng  of  rail  transport  has  become  particularly  important  because  of  the  removal  of 
customs  checks  between  Belarus  and  Russia  It  is  especially  important  dunng  the  annual  poppy 
growing  season. 
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c.  More  effective  cooperation  should  be  worked  out  between  the  Customs  Service,  Border  Guards 
and  State  Security  Service  on  issues  related  to  illicit  drug  traffic  and  smuggling  control.  There  are 
several  relatively  cheap  and  easy  measures  that  can  be  initiated.  Liaison  points  can  be  established 
so  that  there  are  regular  channels  of  communication  among  the  vanous  agencies  in  addition,  the 
creation  of  joint  task  forces  with  specific  targets  and  carefully  defined  responsibilities  could  help 
to  foster  a  habit  of  cooperation  that  clearly  needs  to  be  cultivated 

d  The  drug  unit  within  the  Ministry  of  Interior  should  establish  closer  links  with  the  administration 
of  correctional  labor  institutions  in  order  to  share  information  about  drug  tratTickers  and  to  keep 
drugs  away  from  correctional  labor  institutions.'*' 

e.  Attention  should  increasingly  be  paid  to  the  possibility  that  clandestine  laboratones  for  the 
production  of  synthetics  might  be  established  within  Belarus.  As  part  of  this,  a  set  of  indicators  of 
synthetic  production  needs  to  be  devised  and  disseminated  to  all  personnel  involved  in  counter-drug 
activities  in  both  the  Ministry  of  Interior  and  the  State  Security  Committee. 

6.  There  are  several  steps  that  need  to  be  taken  to  strengthen  customs  These  are  high  priority  items 
although  it  is  clear  that  not  all  of  them  can  be  accomplished  quickly 

a.  Consideration  should  be  given  to  the  re-imposition  of  at  least  some  customs  controls  with  Russia 
while  continuing  to  enjoy  the  economic  benefits  that  have  been  obtained  by  the  abolition  of  tariffs. 
Such  a  step  would  make  the  territory  of  Belarus  a  less  attractive  transit  zone  than  it  has  become  with 
removal  of  controls. 

b.  The  acquisition  of  several  dogs  should  be  given  a  high  priority  as  a  medium  term  goal.  In  the 
interim,  however,  Belarus  should  explore  the  possibility  of  hosting  dogs  and  their  handlers  from 
other  customs  services  for  short  penods  A  strategy  to  maximize  the  effect  of  such  a  scheme  would 
be  to  move  the  dogs  around  to  ensure  that  they  get  the  fullest  possible  exposure,  recognizing  that 
for  maximum  effectiveness  they  also  need  to  become  accustomed  to  their  environment.  By  giving 
dogs  both  mobility  and  high  visibility  it  should  be  possible  to  maximize  the  deterrence  effect  of  their 
presence.  The  same  strategy  should  be  used  as  the  customs  service  develops  its  own  canine  branch  - 
which  it  is  essential  to  do. 

c.  As  a  long  term  goal,  efforts  should  be  made  to  enhance  the  capacity  for  inspection  of  containers 
through  the  introduction  of  new  equipment  and  technology 

d.  As  a  short  or  medium  term  objective,  customs  needs  to  establish  greater  connectivity  among  the 
various  customs  houses  and  to  expedite  the  flow  of  information  through  computenzed  networks 
e  A  joint  project  should  be  undertaken  with  Polish,  German  and  Lithuania  customs  to  obtain  a 
clearer  picture  of  the  consequences  of  limited  interdiction  capabilities  in  Belarus  By  obtaining 
information  on  what  has  come  through  Belarus  without  interception,  the  Belarusian  customs  can 
tailor  its  own  activities  more  carefully. 


7.  Cooperation  with  other  countnes  in  the  area  of  counter-narcotics  should  be  increased    Although 

Belarus  has  made  great  progress  in  moving  towards  closer  and  more  effective  integration  with  the 

international  law  enforcement  community,  there  some  additional  steps  that  could  prove  very 

productive: 

a.  The  recommendation  of  the  1994  LTNDCP  mission  that  selected  officers  should  be  sent  abroad 
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for  training  should  be  implemented.  Training  of  trainers  can  have  an  important  multiplier  efTect 
b.  Personnel  from  the  regional  departments  of  the  Ministry'  of  Interior  should  be  given  opportunities 
for  further  training  at  international  seminars  held  both  in  Belarus  and  overseas. 

8.  Coordination  among  government  agencies  and  departments  should  be  improved.  As  suggested 
above,  the  interagency  Commission  is  an  important  step  forward  in  this  regard  and  offers 
considerable  promise.  For  the  Commission  to  be  effective,  however,  it  needs  to  forge  increasing 
cooperation  and  coordination  at  lower  levels.  Among  the  specific  measures  that  will  help  to  ensure 
more  etlective  coordination  are  the  following: 

a.  Regular  and  systematic  meetings  of  the  Commission  should  be  held 

b.  Law  enforcement  officials  working  at  the  operational  level  should  be  invited  where  they  have 
specialized  expertise  to  offer 

c.  Continuous  and  systematic  cooperation  must  be  extended  to  the  working  levels  This  could  be 
achieved  through  some  kind  of  subordinates'  committee  that  is  charged  with  coordinating  a  national 
strategy  against  drug  trafficking  and  cnme  The  establishment  of  liaison  positions  and  arrangements 
should  also  facilitate  both  fuller  information-shanng  and  more  effective  coordination  of  activities. 
These  are  short  term  goals  with  high  priority  They  do  not  demand  additional  resources  but  offer 
an  opportunity  to  make  better  use  of  existing  resources 


*?  There  has  to  be  a  long  term  commitment  to  improving  the  level  of  pay  and  the  working 
conditions  for  the  law  enforcement  community  An  improvement  of  pav  and  conditions  would  help 
to  contain  the  temptations  for  corruption  and  would  also  facilitate  the  retention  of  committed, 
professional  and  well-trained  personnel.  Recognizing  the  limitations  on  the  resources  available  to 
the  government  of  Belarus,  and  that  some  steps  have  been  taken  in  this  direction,  this  should  still 
be  regarded  as  a  high  priority  at  least  for  the  medium  term. 

10.  More  immediately,  there  is  an  urgent  need  for  continued  and  indeed  intensified  technical 
assistance  to  Belarus  The  provision  of  computers  and  ultimately  of  computer  networks  (along 
with  the  requisite  training  would  enhance  the  efficiency  of  the  drug  control  unit  in  the  Ministry  of 
Interior.  This  unit  also  requires  technical  assistance  for  video  and  audio  equipment,  for  mobile 
telecommunications  when  carrying  out  operations,  and  for  upgrading  automobiles  In  addition, 
laboratories  for  the  identification  and  analysis  of  drugs  need  upgrading  of  equipment,  something 
that  IS  currently  being  addressed  by  UNDCP. 


4.  Final  Comments 

While  the  problems  of  organized  cnme  and  drug  trafficking  in  Belarus  are  less  formidable  than  in 
some  of  the  other  states  in  transition,  they  certainly  pose  a  challenge  to  government  and  to  the  twin 
processes  of  pnvatization  and  democratization  In  some  cases,  steps  have  f>een  taken  to  deal  with 
the  problem  along  similar  lines  to  the  initiatives  proposed  in  this  paper.  Nevertheless,  more  needs 
to  be  done.  In  this  connection,  the  two  sets  of  recommendations  outlined  above  are  intended  to 
provide  a  framework  and  an  agenda  for  action  by  the  Belarus  government.  The  recommendations 
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are  meant  to  be  comprehensive  while  also  taking  into  account  the  problems  of  limited  resources. 
In  some  cases,  however,  they  require  the  allocation  of  additional  resources.  DitTicult  as  this  may 
be  in  the  current  circumstances,  the  long  term  costs  of  failure  are  even  greater.  It  cannot  be 
emphasized  strongly  enough  that  although  the  problems  of  drug  trafficking  and  drug  abuse  are  not 
yet  as  acute  in  Belarus  as  in  some  other  places,  unless  systematic  efforts  are  made  at  prevention  and 
control  the  situation  can  only  worsen.  Action  now  will  prevent  the  emergence  of  more  senous  - 
and  potentially  much  more  expensive  -  problems  in  the  future  As  regards  organized  cnme  the 
situation  has  already  deteriorated  and  remedial  as  well  as  preventive  action  is  called  for.  The  two 
sets  of  recommendations,  however,  are  meant  to  be  complementary.  They  are  also  designed  to  be 
relevant  to  both  immediate  needs  and  longer  term  planning.  Much  will  obviously  depend  on  the 
extent  to  which  and  the  way  in  which  they  are  implemented.  Even  if  they  are  implemented  fully 
and  effectively,  however,  they  will  not  eradicate  organized  crime  and  drug  trafficking  -  such  a  goal 
is  unattainable.  But  without  a  program  of  this  kind,  these  phenomena  can  only  become  stronger, 
with  seriously  damaging  and  very  lasting  consequences  for  Belarus 
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